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Préface

La théorie des nombres est une des disciplines les plus anciennes en mathématiques. Très récemment,
elle a trouvé des applications (inattendues) en cryptographie et elle est utilisée quotidiennement par
chacun et chacune (souvent sans le savoir).
Ce cours introduit des concepts de base de la théorie élémentaire des nombres, la plus importante
étant la réciprocité quadratique. Il contient aussi un traitement du théorème des nombres premiers.
Coté applications, RSA, El Gamal, Diffie-Hellman et des tests de primalité sont étudiés.
Le cours sera enseigné en français, mais les notes seront multilingues carelles sont partiellement
basées sur des cours enseignés en anglais.

Ces notes sont basées sur :
– Notes d’un cours de Gebhard Böckle donné à l’Universität Duisburg-Essen.
– Notes d’un de mes cours à l’Universität Duisburg-Essen.
– Notes du cours « Courbes algébriques et applications à la cryptographie » donné par Sara Arias-de-

Reyna et moi-même à l’université du Luxembourg au semestre d’été 2012.
– Freitag, Busam.Funktionentheorie, Springer-Verlag (pour le traitement du théorème des nombres

premiers).

Littérature

Voici quelques références : Quelques’uns des livres devraient être ou devenir disponsibles dans la
bibliothèque au Kirchberg pendant le semestre en cours.
– William Stein.Elementary Number Theory : Primes, Congruences, and Secrets, Springer-Verlag.

Ce livre est disponible gratuitement sur
http ://modular.math.washington.edu/ent/ent.pdf

Il est très bien pour le début du cours.
– Siegfried Bosch :Algebra(en allemand), Springer-Verlag. Ce livre sur l’algèbre est très completet

bien lisible.
– Serge Lang :Algebra(en anglais), Springer-Verlag. C’est comme une encyclopédie de l’algèbre ;

on y trouve beaucoup de sujets rassemblés, écrits de façon concise.
– Perrin.Cours d’algèbre, Ellipses
– Guin, Hausberger.Algèbre I. Groupes, corps et théorie de Galois, EDP Sciences
– Johannes Buchmann.Einführung in die Kryptographie, Springer-Verlag
– Albrecht Beutelspacher.Moderne Verfahren der Kryptographie : Von RSA zu Zero-Knowledge,

Vieweg+Teubner Verlag
– Albrecht Beutelspacher.Kryptologie : Eine Einführung in die Wissenschaft vom Verschlüsseln, Ver-

bergen und Verheimlichen. Ohne alle Geheimniskrämerei..., Vieweg+Teubner Verlag
– Christof Paar, Jan Pelzl, Bart Preneel.Understanding Cryptography : A Textbook for Students and

Practitioners, Springer-Verlag
– Jeffrey Hoffstein, Jill Pipher, J.H. Silverman.An Introduction to Mathematical Cryptography,

Springer-Verlag
– Neal Koblitz.A Course in Number Theory and Cryptography, Springer-Verlag
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– Neal Koblitz, A.J. Menezes, Y.-H. Wu, R.J. Zuccherato.Algebraic Aspects of Cryptography : With
an Appendix on Hyperelliptic Curves, Springer-Verlag
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1 Some aspects of elementary number theory

The purpose of this first section is to survey the most basic concepts fromelementary number theory.
All students (should) have seen them before, but, it cannot hurt to recall them.
The way we present elementary number theory here is that its most fundamental concept is that of
Euclid’s algorithm. In fact, almost all that comes works for Euclidean rings,which have probably
been treated in one of your algebra courses.

Theorem 1.1(Euclid, Bézout). Let a, b ∈ Z not both zero. ThenEuclid’s algorithmcomputes the
greatest common divisord of a, b, notationd = gcd(a, b), that is:

• d ≥ 1,

• d | a, d | b,

• for anye ≥ 1 such thate | a ande | b, one hase | d.

Moreover, theextended Euclid’s algorithmgivesr, s ∈ Z such that

d = ar + bs.

In French this is calledidentité de Bézout.

The proof is completely algorithmic. The algorithm is practiced in an exercise onSheet 1.

Definition 1.2. An integerp ≥ 2 is called aprime numberif its only positive divisors are1 andp.

Theorem 1.3(Gauß; fundamental theorem of elementary number theory). Anyn ∈ N, n ≥ 2, can be
written as a finite product of prime numbers: There isr ∈ N and there are prime numbersp1, . . . , pr
such that

n = p1 · p2 · · · pr.

Up to renumbering, the prime numbers occuring in the product are unique, that is: ifn = q1 · q2 · · · qs
is another such product, thenr = s and there isσ in the symmetric group on the letters{1, . . . , r}
such thatqi = pσ(i) for all i ∈ {1, . . . , r}.

We are going to prove this theorem. The proof is not as trivial as one might guess. It essentially uses
the extended Euclid’s algorithm. The existence part, however, is completely straight forward:

Proof of existence in Theorem 1.3.Let n ≥ 2. By induction we prove the following statement:

There are finitely many prime numbersp1, . . . , pr such thatn = p1 · p2 · · · pr.

Sincen = 2 is obviously a prime number, the statement forn = 2 is true. Let us now suppose we
have proved the statement for all integers up ton − 1. We prove it forn. First case:n is a prime
number. Then the statement is obviously true. Second case:n = ab with 1 < a < n. We know that
we can writea andb both as finite products of prime numbers, hence, the statement forn follows.
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Definition 1.4. LetR be a ring. ByR× we denote the set of units ofR, i.e. the elementsx ∈ R such
that there isy ∈ R with 1 = xy.
An element0 6= p ∈ R \ R× is called aprime element ofR if, wheneverp divides a productab with
a, b ∈ R, thenp divides one of the factors, i.e.p | a or p | b.

Lemma 1.5. Let R be a ring andp ∈ R a prime element. Ifp divides a productr1r2 · · · rs with
ri ∈ R, thenp divides one of the factors, i.e. there isi ∈ {1, . . . , s} such thatp | ri.

Proof. Iterated application of the definition.

The next lemma shows that prime numbers and prime elements inZ are essentially the same.

Lemma 1.6. Letp ≥ 2 be an integer. Then

p is a prime number⇔ p is a prime element inZ.

Proof. ‘⇒’: Let a, b ∈ Z and supposep | ab. If p | a, then we are done. So assumep ∤ a. Since the
only positive divisors ofp are1 andp andp does not dividea, it follows that1 = gcd(a, p). Hence,
there arex, y ∈ Z such that1 = ax + py. Multiply this equation byb and get:b = abx + py. As p
dividesab by assumption and obviouslyp dividespy, it follows thatp dividesb, as was to be shown.
‘⇐’: Supposep = ab with positive integersa, b. Then, asp is a prime element inZ, it follows p | a
or p | b. Consequently,a ≥ p or b ≥ p, thusa = p or b = p, showing thatp is a prime number.

Proof of uniqueness in Theorem 1.3.We again prove this by induction onn. The casen = 2 is
obvious. Let us suppose that we have proved the statement for all positive integers up ton− 1. Now
considern. We have, thus, prime numbersp1, . . . , pr andq1, . . . , qs such that

n = p1 · p2 · · · pr = q1 · q2 · · · qs.

By Lemmas 1.6 and 1.5 it follows that the prime numberp1 is a prime element which divides one of
theqi (for i ∈ {1, . . . , s}), since it divides the productq1 · q2 · · · qs. As qi is a prime number, too, we
must havep1 = qi. Dividing both sides byp1, we obtain

n/p1 = p2 · p3 · · · pr = q1 · q2 · · · qi · qi+1 · · · qs.

As we already know the statement forn/p1, we are done.

Also the following famous theorem is based on the extended Euclid’s algorithm.

Theorem 1.7(Chinese Remainder Theorem). Letn,m ∈ N such thatgcd(n,m) = 1. Then the map

Φ : Z/(nm) → Z/(n) × Z/(m), a+ (nm) 7→
(
a+ (n), a+ (m)

)

is an isomorphism of rings.

Proof. The homomorphism property is easily checked.
Injectivity: Supposea ∈ Z is in (n) and in(m). This means thatn | a andm | a. As gcd(n,m) = 1,
it follows nm | a, which meansa ∈ (nm), showing the injectivity.
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Surjectivity:As gcd(n,m) = 1, there arex, y ∈ Z such that1 = nx+my. We just have to interpret
this equation in the right way. It means thatN := nx = 1 −my satisfies:

N ≡ 0 mod (n) andN ≡ 1 mod (m).

In the same way we have thatM := my = 1 − nx satisfies:

M ≡ 0 mod (m) andM ≡ 1 mod (n).

Let b, c ∈ Z and consider
(
b+ (n), c+ (m)

)
∈ Z/(n) × Z/(m). Thena := bM + cN is an element

such that
a ≡ b mod (n) anda ≡ c mod (m),

i.e.Φ(a+ (nm)) =
(
b+ (n), c+ (m)

)
, showing the surjectivity.

Definition 1.8. Letn ≥ 1 be an integer. Let

ϕ(n) = |
(
Z/(n)

)×|,

the order of the unit group of the ringZ/(n), that is, the number of units ofZ/(n). One callsϕ Euler’s
totient function (or: Euler’sϕ-function).

Lemma 1.9. Letn = pe11 ·pe22 · · · per
r be the factorisation ofn into prime powers with pairwise distinct

prime numbersp1, . . . , pr.
Thenϕ(n) = (p1 − 1)pe1−1

1 · (p2 − 1)pe2−1
2 · (pr − 1)per−1

r .

Proof. By the Chinese Remainder Theorem 1.7 it suffices to proveϕ(pe) = (p−1)pe−1 for any prime
numberp.
In fact, it turns out to be easier to count non-units inZ/(pe) instead of counting units. The non-units
in Z/(pe) are precisely the classesa+(pe) such thatp | a, that is,0, p, 2p, . . . , (pe−1 − 1)p. So, there
arepe−1 non-units. Hence,ϕ(pe) = pe − pe−1 = pe−1(p− 1).

Now we need to recall one elementary statement from group theory.

Theorem 1.10(Lagrange). LetG be a finite group andH ≤ G a subgroup. Denote by(G : H) the
index ofH in G and by|G| (and|H|) the order ofG (andH). Then

|G| = |H| · (G : H).

Proof. Let us denote by◦ the group operation. As abbreviation writer = (G : H). Then by definition
there arer cosets, say,g1 ◦H, g2 ◦H, . . . , grH◦ such that

G = g1 ◦H ⊔ g2 ◦H ⊔ · · · ⊔ gr ◦H,

where the symbol⊔ means ‘disjoint union’. Now note that

H → gi ◦H, x 7→ gi ◦ x

defines a bijection, so that the number of elements ofH andgi ◦H are equal. Thus,|G| = r|H|.
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Corollary 1.11. LetG be a finite group andg ∈ G an element. Theorderord(g) is the smallest
positiven ∈ Z such thate = gn (that is,g ◦ g ◦ · · · ◦ g

︸ ︷︷ ︸

n-times

), wheree is the neutral element inG. Denote

by 〈g〉 the smallest subgroup ofG containingg.
Thenord(g) = |〈g〉| divides|G| andg|G| = e.

Proof. LetH = 〈g〉. We obviously have|H| = ord(g). Hence, Theorem 1.10 givesord(g) divides
|G|, say,|G| = ord(g) ·m for somem ≥ 1. Then

g|G| = gord(g)·m =
(
gord(g)

)m
= em = e,

finishing the proof.

Corollary 1.12 (‘Little Fermat’). Let p be a prime number. We writeFp for the finite fieldZ/(p).
(Never use this piece of notation ifp is not a prime power!). Letm ∈ Z be an integer such thatm ≡ 1

mod (p− 1).
Then for anyx ∈ Fp one has:xm = x (equality inFp).

Elements inZ/(p) are residue classes, sox ∈ Z/(p) is of the forma + (p) for somea ∈ Z. One,
thus, often formulates the corollary in terms of congruences: For anya ∈ Z, the congruence

am ≡ a mod (p)

holds ifm ≡ 1 mod (p− 1).

Proof. The group of units ofFp has orderp−1 as the only non-unit is (the class of)0. Let0 6= x ∈ Fp.
By Corollary 1.11,xp−1 = 1. We havem = 1 + (p− 1)r for somer ∈ Z. Thus:

xm = x1+(p−1)r = x · x(p−1)r = x ·
(
xp−1

)r
= x · 1r = x.

Forx = 0 we obviously also havexm = 0m = 0 = x.

Corollary 1.13. Letp1, p2, . . . , pr be pairwise distinct prime numbers and putn = p1 · p2 · · · pr. Let
m ≡ 1 mod (ϕ(n)).
Then for anyx ∈ Z/(n) one has:xm = x (equality inZ/(n)).

Proof. Exercise on Sheet 1.

2 RSA

In this section, we introduce one of the main cryptographic algorithms that arecurrently in use: the
RSA-algorithm, named after Ron Rivest, Adi Shamir and Leonard Adleman. Each of you probably
uses this algorithm several times a day (maybe, without knowing it).
There are three people in the set-up:

• Alice: She wants to send a message to Bob.

• Bob: He wants to get a message from Alice.

• Eve: She wants to know what Alice writes to Bob, but, of course, Alice and Bob want to avoid
this.
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Bob’s preparation step

• Bob chooses two distinct (random) prime numbersp andq.

• Bob computes (multiplications):

n := p · q, ϕ(n) = (p− 1) · (q − 1).

• Bob chooses a random1 < e < ϕ(n) such thatgcd(e, ϕ(n)) = 1.

• Bob uses the extended Euclid’s algorithm in order to computes such that

es ≡ 1 mod (ϕ(n)).

For that, Bob computess, t ∈ Z such that1 = se+ tϕ(n).

• Bob publishesn ande (for example, on his webpage, in the phone book).

n is called themodulusande thepublic key.

• Bob keepss top secret.

s is called thesecret key.

Alice’s message encryption

We assume here that Alice’s message is an integerm such that0 ≤ m ≤ n − 1. In an exercise on
Sheet 2, you will show how to transform a text message into a sequence ofsuch numbers. In fact,
on Sheet 2, you show how to turn a sentence (or a text) into some positive integerM . However, the
integerM might be bigger thann. In that case, what one does is to writeM in its n-adic expansion,
i.e.

M =
s∑

i=0

min
i with 0 ≤ mi ≤ n− 1.

Like this one breaks the messageM up into the piecesm0, . . . ,ms and one encrypts (and decrypts)
each piece separately. But, as already said, for the sake of simplicitiy of theexposition, we suppose
that the message only consists of one single piece0 ≤ m ≤ n− 1.

• Alice looks up Bob’s(n, e) (e.g. in the phone book).

• Alice computesM := me mod (n); we can take0 ≤ M ≤ n − 1. The computation can be
done by fast exponentiation, see exercise on Sheet 2.

• Alice sendsM to Bob.
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Bob’s message decryption

Bob receives the messageM from Alice.

• Bob computesN := M s mod (n) with 0 ≤M ≤ n− 1. That computation can again be done
by fast exponentiation.

He findsN = m because:

M s =
(
me
)s

= mes ≡ m mod (n)

by Corollary 1.13.

Eve’s problem

Eve knows the following:

• Bob’s (n, e) (she can look them up in the phone book, too).

• The encrypted messageM (because she was eavesdropping – secretly listening; that’s why
she’s called Eve).

If Eve can compute the prime factorsp andq of n, then she can decrypt the message very easily:

• Like Bob, she computesϕ(n) = (p− 1)(q − 1).

• Like Bob, she uses the extended Euclid’s algorithm in order to computes such that

es ≡ 1 mod (ϕ(n)).

Now she know the secret keys, too!

• Like Bob, she decrypts the message by computingN := M s mod (n), which is, of course,m
again.

So, one has to prevent Eve from being able to factorn. This one does, in practice, by choosingp and
q very big, e.g. of size around22048, so thatp andq have each more than 600 decimal digits. Then
the currently best known algorithms for factoringn would be too slow to yield a result in less than a
couple of millions of years.
Of course, one does not know whether there is not a much faster algorithm. This insecurity, one has
to live with.

3 Finite fields

If p is a prime number, thenFp := Z/(p) is a finite field withp elements. But, these are not the only
ones. In fact, in this part of the lecture we are going to establish that for each prime powerpn there
is a finite field havingpn elements, calledFpn , and up to isomorphism these are the only finite fields.
It is very important to remember thatFpn 6= Z/(pn), as soon asn > 1 (for instance, inZ/(pn) the
equality0 = ppn−1 shows that0 6= p is a non-unit, but in fields all non-zero elements are units).
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First we treat the example of the finite field with4 elements in order to show that there are other
finite fields thanFp with p a prime. Considerf(X) := X2 + X + 1 ∈ F2[X]. It is an irreducible
polynomial. This one can check by testing that it does not have any zeros inF2: f(0) = 1 6= 0 and
f(1) = 1 6= 0 (always remember that this way of testing irreducibility is only valid for polynomials
of degrees2 and3, since from degree4 onwards, a polynomialf could factor asf = gh with both
g andh having no zero). We recall the notation(f(X)) for the principal ideal generated byf(X),
which consists of all multiples off(X).
We putK := F2[X]/(X2 +X + 1). We represent its elements as

0 := 0 + (f), 1 := 1 + (f), X := X + (f), 1 +X := 1 +X + (f).

It is very simple to write down the addition and the multiplication table explicitly (we did thisin the
lecture). It becomes obvious that every element ofK different from0 has a multiplicative inverse.
As we already know from the general theory of quotient rings thatK is a ring, the existence of the
multiplicative inverses shows thatK is a field. It has 4 elements and is denotedF4.

Definition 3.1. LetR be a commutative ring. If there is a positive integerm such that

1R + 1R + · · · + 1R
︸ ︷︷ ︸

m times

= 0R

in R (where for the sake of clarity we write0R (resp.1R) for the neutral element of addition (resp.
multiplication) ofR – we shall not do this at any other place), then thecharacteristic ofR is defined
to be the minimum suchm.
If no suchm exists, then we say thatR hascharacteristic0.

Example 3.2.Q has characteristic0 and for a prime numberp, the finite fieldFp has characteristicp.
The characteristic ofF4 is 2 (this is clear).

Proposition 3.3. LetR be an integral domain (e.g. a field). Then the characteristic is either0 or a
prime number.

Proof. Suppose the characteristic ofR ism > 0 andm = ab with 1 < a, b < m. Then

0 = 1 + 1 + · · · + 1
︸ ︷︷ ︸

m times

= (1 + 1 + · · · + 1
︸ ︷︷ ︸

a times

) · (1 + 1 + · · · + 1
︸ ︷︷ ︸

b times

).

AsR is an integral domain, it follows1 + 1 + · · · + 1
︸ ︷︷ ︸

a times

= 0 or 1 + 1 + · · · + 1
︸ ︷︷ ︸

b times

= 0 and both contra-

dicts the minimality ofm.

We are now going to construct many more finite fields in a more conceptual way. Our approach is a
generalisation of our construction ofF4. The key is – again – the extended Euclid’s algorithm, now
applied in the polynomial ring.

Theorem 3.4(Euclid, Bézout). LetK be a field and letf(X), g(X) ∈ K[X] not both zero. Then
Euclid’s algorithmcomputes the greatest common divisord(X) of f(X), g(X), notationd(X) =

gcd(f(X), g(X)), that is:
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• d(X) 6= 0 is monic (i.e. highest coefficient equal to1),

• d(X) | f(X), d(X) | g(X),

• for anye(X) 6= 0 such thate(X) | f(X) ande(X) | g(X), one hase(X) | d(X).

Moreover, theextended Euclid’s algorithmgivesr(X), s(X) ∈ K[X] such that

d(X) = f(X)r(X) + g(X)s(X).

The proof is again completely algorithmic.
We presented the theorem about Euclid’s algorithm inZ andK[X] in a completely analogous manner.
In fact, most of the theory can be developed for all rings, in which one has a Euclidean division (i.e. a
division with remainder). Such rings are calledEuclidean rings. You may or may not have seen them
in your algebra classes. In this lecture we just needZ and the polynomial ring over a field, so we will
not go into Euclidean rings in general. On Exercise Sheet 3, you will prove an analogue of Gauß’
fundamental theorem of elementary number theory forK[X] (the general statement, which you may
have seen, is: Every Euclidean ring is a unique factorisation domain.).
We start with a simple, but extremely useful consequence:

Lemma 3.5. Let K be a field andf(X) ∈ K[X] be a non-zero polynomial. Then the following
statements hold:

(a) Suppose there isα ∈ K such thatf(α) = 0 (suchα is called azeroor a rootof f ). Then there is
a polynomialg(X) ∈ K[X] such that

f(X) = (X − α)g(X).

(b) f(X) has at mostdeg(f) many zeros.

(c) Let f ′(X) be the formal derivative off(X); that is, for f(X) =
∑n

i=0 aiX
i, we letf ′(X) =

∑n
i=1 aiiX

i−1. If f(X) = g(X)h(X)2 with g(X), h(X) ∈ K[X] non-zero polynomials, then
h(X) divides thegcd(f(X), f ′(X)).

Proof. (a) We use Euclidean division:

f(X) = q(X) · (X − α) + r(X),

where the restr(X) has degree strictly smaller than the degree of the divisor(X − α), whence the
degree ofr(X) is 0. Thus,r(X) = c is a constant polynomial. Now, we plug inα for X and obtain:

0 = f(α) = q(α) · (α− α) + c = 0 + c = c,

showing that the restr(X) is zero, so that(X − α) dividesf .
(b) follows by induction from (a).
(c) It is easily checked that the Leibniz rule holds for the formal derivative (see Exercise on Sheet 4):

f ′(X) = g′(X)h(X)2 + 2g(X)h′(X)h(X) = h(X)
(
g′(X)h(X) + 2g(X)h′(X)

)
,

showing thath(X) dividesf ′(X) and thus it divides the greatest common divisor off(X) andf ′(X).
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We now turn to the construction of finite fields. The fundamental result is the following, which we
first phrase in some generality and then specialise to finite fields in the corollary.

Proposition 3.6. LetK be a field andf ∈ K[X] an irreducible polynomial of degreen > 0.
ThenK[X]/(f(X)) is a field. Its elements can be represented as

n−1∑

i=0

aiXi := (

n−1∑

i=0

aiX
i) + (f(X)) with a0, a1, . . . , an−1 ∈ K.

Proof. We already know thatK[X]/(f(X)) is a ring. Now we show that every non-zero element has
a multiplicative inverse. Letg + (f(X)) ∈ K[X]/(f(X)) be a non-zero element. Being non-zero
means thatg(X) + (f(X)) 6= 0 + (f(X)), which is equivalent tog(X) 6∈ (f(X)), which is the same
asg not being a multiple off , i.e.f(X) does not divideg(X).
It follows that the greatest common divisor off(X) and g(X) is equal to1, whence there are
r(X), s(X) ∈ K[X] such that

1 = f(X)r(X) + g(X)s(X).

Taking residue classes inK[X]/(f(X)) we obtain

1 = 1 + (f(X)) =
(
g(X) + (f(X))

)(
s(X) + (f(X))

)
= gs,

exhibiting the desired inverse ofg = g(X) + (f(X)).
The representatives listed in the assertion are just the remainders for division byf .

Corollary 3.7. Let p be a prime number andf ∈ Fp[X] an irreducible polynomial of degreen =

deg(f) > 0.
ThenFp[X]/(f(X)) is a finite field havingpn elements, which can be represented as

n−1∑

i=0

aiXi := (
n−1∑

i=0

aiX
i) + (f(X)) with 0 ≤ a0, a1, . . . , an−1 ≤ p− 1.

Proof. In view of the previous proposition, this is clear.

Now we have a big supply of finite fields – under the assumption that there aremany irreducible
polynomials inFp[X]. It is possible to give a brute force proof that for everyn ∈ N, there is an
irreducible monic polynomialf(X) ∈ Fp[X] of degreen. This can be done by counting the number
of reducible monic polynomials of degreen and observing that this number is smaller thanpn (which
is the total number of monic polynomials of degreen), so that there must at least be one irreducible
monic polynomial. We will, however, go a slightly smarter way, which uses the notion of a splitting
field of a polynomial.
The central role in the construction of the field withpn elements is played by the polynomialXpn −
X ∈ Fp[X]. Forn > 1 it is not irreducible, so we cannot apply the previous corollary. Instead, we
will take its splitting field. Although splitting fields may be known to you from a course in algebra,
we shall construct them here again (in a quick and concise way).
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Theorem 3.8. LetK be a field andf(X) ∈ K[X] a monic polynomial of degreen. Then there is a
fieldL satisfying the following properties:

(1) K ⊆ L.

(2) There areα1, . . . , αn ∈ L such that (inL[X]):

f(X) = (X − α1) · . . . · (X − αn).

(3) IfK ⊆ L1 ⊆ L andL1 satisfies (1) and (2), thenL = L1 (i.e.L is the smallest field containingK,
over whichf(X) factors into a product of linear polynomials).

The fieldL is called thesplitting field (corps de décomposition, Zerfällungskörper) off .

Proof. We show the following assertion by induction onn.

For every fieldK and every monic polynomialf(X) ∈ K[X] of degree at mostn, there
is a fieldL such that

(I) K ⊆ L.

(II) There areα1, . . . , αn ∈ L such that (inL[X]):

f(X) = (X − α1) · . . . · (X − αn).

If n = 1, thenf is already linear andL = K trivially satisfies (I) and (II).
Now assume that the assertion has been established for all polynomials of degrees up ton − 1. We
now want to establish it for the polynomialf ∈ K[X] of degreen. For this, we distinguish two cases:
f is reducible:In this case, we factorf(X) = g(X)h(X) with g(X), h(X) ∈ K[X] of degrees
strictly less thann. From the induction hypothesis applied forg(X) ∈ K[X] we deduce the existence
of a fieldL1 satisfying (I) and (II). We apply the induction hypothesis again forh(X) ∈ L1[X] (we
can, of course, viewh(X) as a polynomial ofL1[X] becauseK is a subfield ofL1) and obtain a
field L satisfying (I) and (II) (for the polynomialh(X)). We haveL ⊇ L1 ⊇ K, showing (I) for
f ∈ K[X]. Moreover, it is clear thatf(X) factors into linear factors overL[X] because the roots of
g(X) lie in L1 ⊆ L and those ofh(X) lie in L.
f is irreducible:From Proposition 3.6 we know thatL1 := K[X]/(f(X)) is a field. It containsK (the
classes of the constant polynomials) and the classα := X = X+(f(X)) is a zero off(X) ∈ L1[X].
To see this, let us writef(X) =

∑n
i=0 aiX

i. Then:

f(X) =
n∑

i=0

aiX
i
=

n∑

i=0

ai
(
X + (f(X))

)i
=

n∑

i=0

aiX
i + (f(X)) = f(X) + (f(X))

= 0 + (f(X)) = 0.

(Note the small ambiguity in the notation:a = a + (f(x)) = a for a ∈ K.) Hence, overL1[X]

we havef(X) = (X − α)g(X) with g(X) ∈ L1[X] of degreen − 1. This allows us to apply the
induction hypothesis forg(X) ∈ L1[X], yielding a fieldL ⊇ L1 ⊇ K over whichg(X) factors as a
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product of linear polynomials. Consequently, overL the polynomialf(X) factors into a product of
linear polynomials, establishing the assertion forn.

We now prove the theorem. The above assertion gives us a fieldM satisfying (1) and (2). We now
want to show that there is a fieldL for which (3) also holds. This is very easy. Namely, it suffices to
letL be the smallest subfield ofM which containsα1, . . . , αn.

We are now ready for the construction of a finite field withpn elements.

Proposition 3.9. Letp be a prime number andn ∈ N>0. Considerf(X) = Xpn −X ∈ Fp[X].
Then the splitting fieldL of f(X) overFp is a finite field withpn elements.

Proof. As L is the splitting field, there are elementsα1, . . . , αpn ∈ L such thatf(X) =
∏pn

i=1(X −
αi). By Lemma 3.5 (c), theαi are pairwise distinct because

gcd(f(X), f ′(X)) = gcd(f(X), pnXpn−1 − 1) = gcd(f(X),−1) = 1

(if αi = αj for i 6= j, then takeh(X) = (X − αi) andg(X) = f(X)/(h(X)2)). So, the set
M = {α1, . . . , αpn} haspn elements and it consists precisely of the zeros (inL) of f(X).
We now show thatM is a subfield ofL. Letα, β ∈M , henceαp

n
= α andβp

n
= β.

• 0, 1 ∈M because they clearly satisfyf(0) = 0 = f(1).

• Supposeα 6= 0. Thenαp
n

= α implies( 1
α)p

n
= 1

α , showing thatM contains the multiplicative
inverse of any non-zero element inM .

• Fromαp
n

= α andβp
n

= β, it follows (αβ)p
n

= αβ, showing thatM contains the product of
any two elements ofM .

• Fromαp
n

= α, it follows (−α)p
n

= (−1)p
n
α = −α (note that forp = 2 this equation is also

true), showing thatM contains the negative of any of its elements.

• Fromαp
n

= α andβp
n

= β, it follows (α + β)p
n

= αp
n

+ βp
n

= α + β (see Exercise on
Sheet 4), showing thatM contains the sum of any two elements ofM .

Due to (3) of the definition of a splitting field, one hasL = M and this finishes the proof.

We have thus shown that there is a field withpn elements by constructing it as the splitting field of the
polynomialXpn −X ∈ Fp[X]. Next, we prove that all finite fields withpn elements are of this type.
From that we shall deduce that any two finite fields with the same number of elements are isomorphic,
so that we will obtain a complete classification of all finite fields.

Lemma 3.10. LetK be a finite field and letp be its characteristic. Thenp is a prime number and
there isn ∈ N such that the number of elements ofK is pn.
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Proof. The characteristic ofK cannot be0 because in that caseK would contain infinitely many
elements, namelyN and henceQ. So, the characteristic ofK is p. That means that the kernel of the
ring homomorphism

Z → K, z 7→







1 + 1 + · · · + 1
︸ ︷︷ ︸

z times

if z ≥ 0,

−1 − 1 − · · · − 1
︸ ︷︷ ︸

|z| times

if z ≤ 0.

is the prime ideal(p), whence by the homomorphism theorem (1er théorème d’isomorphisme) we
obtain an injectionFp →֒ K. So,Fp is a subfield ofK and, thus,K is anFp-vector space of some
dimensionn. Hence,K haspn elements.

Proposition 3.11. Letp be a prime number,n ∈ N>0, andK a finite field withpn elements. ThenK
is a splitting field of the polynomialXpn −X overFp.

Proof. This is actually very easy. We check conditions (1), (2) and (3) in the definition of a splitting
field:
(1) Fp ⊆ K; this is clear due to Lemma 3.10.
(2) Leta ∈ K. If a = 0, then clearlyap

n
= a. If a 6= 0, thena(pn−1) = 1 because the multiplicative

groupK× = K \ {0} has orderpn − 1. Hence, we also findap
n

= a. Consequently, all elements
of K are zeros off(X) = Xpn − X ∈ Fp[X]. As we havedeg(f) zeros off in K, f factors into
linear factors overK.
(3) Of course, no proper subfield of a field withpn elements can contain all the zeros off because
their number ispn.

Lemma 3.12. LetA be a finite abelian group. Theexponentexp(A) of A is defined as the minimal
positive integere such thatae = 1 for all elementsa ∈ A. Then the following statements hold:

(a) Leta, b ∈ A. Suppose that1 = gcd(ord(a), ord(b)), thenord(ab) = ord(a) ord(b).

(b) Leta, b ∈ A. Then there arei, j ∈ N such thatord(aibj) = lcm(ord(a), ord(b)) (lcm: lowest
common multiple;ppcm: plus petit commun multiple,kgV: kleinstes gemeinsames Vielfaches).

(c) There isa ∈ A such thatord(a) = exp(A).

(d) A is cyclic⇔ exp(A) = #A.

Proof. (a) Lete ≥ 1 such thataebe = 1. Since1 = gcd(ord(ae), ord(be)), it follows from ae = b−e

thatae = 1 = be. Thus,ord(a) | e andord(b) | e, hence,ord(a) ord(b) = lcm(ord(a), ord(b)) | e.
Of course,(ab)ord(a) ord(b) = 1.
(b) Let

ord(a) = pm1
1 · . . . · pmk

k and ord(b) = pn1
1 · . . . · pnk

k

be the prime factorisations (i.e. thep1, . . . , pk are pairwise distinct prime numbers), where we sort the
primes in such a way thatm1 ≥ n1, . . . ,ms ≥ ns andms+1 < ns, . . . ,mk < nk. Let

a′ := ap
ms+1
s+1 ·...·p

mk
k andb′ := bp

n1
1 ·...·pns

s .



3 FINITE FIELDS 16

It is clear that we have

ord(a′) = pm1
1 · . . . · pms

s and ord(b′) = p
ns+1

s+1 · . . . · pnk
k .

Hence, (a) implies that the order ofa′b′ is

pm1
1 · . . . · pms

s · pns+1

s+1 · . . . · pnk
k = lcm(ord(a), ord(b)).

Of course,(ab)lcm(ord(a),ord(b)) = 1.
(c) Let e denote the lowest common multiple of the orders of all elements inA. It is an immediate
consequence of (b) that there is an elementa ∈ Awhose order ise. So,e = ord(a) | exp(A). Clearly,
exp(A) is less than or equal toe, showing the desired equality.
(d) is an immediate consequence of (c).

Proposition 3.13. LetK be a finite field. Then the group of unitsK× = K \ {0} (group with respect
to multiplication and neutral element1) is a cyclic group of order#K − 1.

Proof. Let #K = pn. Let e := exp(K×). Due to Lemma 3.12 it suffices to show thate = pn − 1.
Supposee < pn − 1. Then every elementa ∈ K satisfiesae+1 = a, so that thepn elements are all
zeros of the polynomialXe+1 −X, which has degreee+ 1. This is, of course, impossible because a
polynomial of degreee + 1 has at moste + 1 zeros (since the coefficients of the polynomial are in a
field).

Definition 3.14. LetK be a field,L a field containingK, andα ∈ L. Consider the evaluation map

eva : K[X]
f(X) 7→f(α)−−−−−−−→ L.

Let g(X) be the unique monic generator of the principal idealker(eva) (recall: K[X] is a principal
ideal domain). In particular, any other polynomialf(X) ∈ K[X] with f(α) = 0 is a multiple
of g(X).
One callsg(X) theminimal polynomial ofa overK.

Proposition 3.15. Let p be a prime number,n ∈ N>0, andK andL finite fields withpn elements.
ThenK andL are isomorphic, i.e. there is a field isomorphismΦ : K → L.

Proof. By Proposition 3.13, the unit groupK× is cyclic of orderpn − 1. Letα ∈ K× be a generator,
i.e. an element ofK× of orderpn − 1. Let g(X) ∈ Fp[X] be the minimal polynomial ofα. It has
degreen, for, if it had a smaller degreem, then the order ofα would be a divisor ofpm − 1, which is
impossible.

The evaluation mapeva : Fp[X]
f(X) 7→f(α)−−−−−−−→ K defines an isomorphism (via the homomorphism

theorem)Fp[X]/(g(X)) ∼= K. We show that alsoFp[X]/(g(X)) ∼= L.
Note thatg(X) | X(Xpn−1 − 1) = Xpn −X (in Fp[X]) becauseα is a zero of both polynomials, so
thatXpn −X is in the principal ideal generated byg(X). We know by Proposition 3.11 thatL is a
splitting field ofXpn −X overFp. Hence, alsog(X) splits inL into linear factors and, thus, there is

β ∈ L such thatg(β) = 0. This means that the evaluation mapevβ : Fp[X]
f(X) 7→f(β)−−−−−−−→ L defines the

desired isomorphism (via the homomorphism theorem)Fp[X]/(g(X)) ∼= L.

Now we can state and prove the complete classification result of finite fields upto isomorphism.
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Theorem 3.16. (a) The number of elements of any finite fieldK is of the formpn, wherep is a prime
number and the characteristic ofK, andn ∈ N>0.

(b) For any primep and anyn ∈ N>0, there is a finite field havingpn elements. Any two such are
isomorphic. We use the notationFpn .

(c) LetK be a subfield ofFpn . Then#K = pe for some divisore of n.

(d) For every divisore | n, there is a unique subfieldK ⊆ Fpn havingpe elements.

Proof. (a) and (b) have been proved above.
(c) The fieldFpn is a field extension ofK, hence,Fpn is aK-vector space of some dimensiond. Thus,
pn = #Fpn = (#K)d = ped.
(d) Letn = ed. Then (geometric sum)

pn − 1 = (pe − 1) (pe(d−1) + pe(d−2) + . . .+ 1)
︸ ︷︷ ︸

=:m

and (again geometric sum)

Xpn−1 − 1 = (Xpe−1 − 1)(X(pe−1)(m−1) +X(pe−1)(m−2) + . . .+ 1),

showingf(X) := (Xpe −X) | (Xpn −X).
The zeros off(X) form a subfieldK of Fpn with pe-elements: it is the splitting field off(X) overFp.
If L ⊆ Fpn is a subfield withpe elements, then all its elements are zeros off(X), whenceL ⊆ K,
henceL = K.

4 Diffie-Hellman and El Gamal for finite fields

Symmetric encryption

Alice and Bob want to communicate secretly. Amessageis, as before, a positive integer1 ≤ m ≤ N

(for some fixed bigN ). A keyis a positive integerK ∈ N.
A symmetric encryption function(for the keyK) is a pair of maps:

f1 : {1, 2, . . . , N} × N → {1, 2, . . . , N}

f2 : {1, 2, . . . , N} × N → {1, 2, . . . , N}

such thatf2(f1(m,K),K) = m and bothf1(m,K) andf2(n,K) can be computed quickly for all
m,n ∈ {1, 2, . . . , N}. One also wants thatm cannot (easily) be computed fromf1(m,K) if K is
unknown. One callsf1(m,K) theencryptionof the messagem for the keyK.
Just to give an idea of a symmetric encryption system (this one is not perfect). Suppose the key is

K =

d−1∑

i=0

ai10i with ai ∈ {0, 1, . . . , 9}
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and the message is

m =
e∑

i=0

mi10i with mi ∈ {0, 1, . . . , 9},

where we imagine thate is much bigger thand. Then we could take:

f1(m,K) =
e∑

i=0

Mi10i,

where theMi are computed as follows:

M0 ≡ m0 + a0 mod (10), . . . , Md−1 ≡ md−1 + ad−1 mod (10)

Md ≡ md + a0 mod (10), . . . , M2d−1 ≡ m2d−1 + ad−1 mod (10)

M2d ≡ m2d + a0 mod (10), . . . , M3d−1 ≡ m3d−1 + ad−1 mod (10),

and so on, untilMe. The functionf2 is defined in the same way, replacing+ by−.
Assumption: Alice and Bob have a common secret: a big integerK ∈ N.
If Alice wants to send messagem to Bob, all she has to do is computeM := f1(m,K) and sendM
to Bob. He can read the message by computingm = f2(M,K). Our assumptions imply that Eve,
who knowsM (and alsof1 andf2), cannot deducem. But, this all relies on the above assumption
that Alice and Bob have this common secret keyK. If they are far away (Bob is in New York and
Alice in Luxembourg, they can only speak on the phone, and Eve listens to alltheir conversations), it
is not so clear how they can get a common secret. That it is possible was demonstrated by Diffie and
Hellman.

Diffie-Hellman key exchange

The players are the same as for RSA: Alice, Bob and Eve.
Task:Alice and Bob want to agree on a secret key, which both of them know, but which is unknown
to Eve. They want to do this, even though Eve is listening to their conversation.
A revolutionary method was found by Diffie and Hellman. In order to illustrate the method, we first
present the idea in a simpler setting, where it turns out to fail, and then present the right version.

First (wrong) attempt

(1) Alice and Bob agree on a big prime numberp and an integer1 < g < p. Eve may knowp andg.

(2) Alice chooses secretlya ∈ N, computesA := ag mod (p) and sendsA to Bob.

(3) Bob chooses secretlyb ∈ N, computesB := bg mod (p) and sendsB to Alice.

(4) Alice receivesB from Bob and computesKAlice := aB ≡ abg mod (p).

(5) Bob receivesA from Alice and computesKBob := bA ≡ abg mod (p).

Note:KAlice = KBob.
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Eve listened to their conversation. She knows:A, B, p andg. She now uses the Euclidean algorithm
to compute1 < h < p such thatgh ≡ 1 mod (p) (i.e. an inverse tog in F×

p ). This allows her to
compute

Ah ≡ agh ≡ a mod (p) andK := aB mod (p),

so thatK = KAlice = KBob. Thus, Eve knows the common ‘secret’K.
A slight modification of the above turns out to prevent Eve from obtaining thesecret!

Correct realisation

The idea is to replace computations in(Fp,+) by computations in(F×
pn , ·) (where we may, but need

not, choosen = 1).

(1) Alice and Bob agree on a big finite fieldF (e.g.Fp or anyFpn) and a generatorg of the cyclic
groupF×. Eve may knowF andg.

(2) Alice chooses secretlya ∈ N, computesA := ga ∈ F× and sendsA to Bob.

(3) Bob chooses secretlyb ∈ N, computesB := gb ∈ F× and sendsB to Alice.

(4) Alice receivesB from Bob and computesKAlice := Ba = (ga)b = gab ∈ F×.

(5) Bob receivesA from Alice and computesKBob := Ab = (gb)a = gab ∈ F×.

Note:KAlice = KBob.

Eve again listened to their conversation. She again knows:A, B, p andg. But, in order to compute
a from A (andp andg) she would have to solve the discrete logarithm problemin the finite fieldF,
which is defined as follows:

Given a finite fieldF and a generatorg of the cyclic groupF× (with respect to multipli-
cation).

ForA ∈ F×, find a such thatga = A ∈ F×.

The solutiona is called a (discrete) logarithm ofA (for the basis/generatorg) because
ga = A.

Up to this day, no efficient algorithm is known to compute a discrete logarithm in abig finite field.
Hence, Eve cannot computea and, thus, cannot obtain the common secretKAlice = KBob, although
she has seen everything that Alice and Bob exchanged!
As a variant, one can replace the discrete logarithm problem in finite fields bythe discrete logarithm
problem in elliptic curves, and obtain an elliptic curves Diffie-Hellman key exchange. This is used,
for instance, in the authentication procedure for the communication between the German passport and
a reader.
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El Gamal encryption

A slight variation of the order of step in the Diffie-Hellman key exchange gives rise to a public key
encryption system, which works similarly to RSA: Bob wants to receive messages (in particular, but,
not only from Alice), and for that purpose he produces a public key, which can be looked up in a phone
book, and a secret key. People (like Alice) who have looked up the publickey can send encrypted
messages to Bob which only he can decrypt using his secret key.

Bob’s preparation step

• Bob chooses a big finite fieldF (e.g.Fp or anyFpn) and a generatorg of the cyclic groupF×.
Eve may knowF andg.

• Bob chooses secretlyb ∈ N and computesB := gb ∈ F×.

• Bob publishesB (andF andg) in the phone book.

Alice’s message encryption

• Alice looks up Bob’sB (andF andg) in the phone book.

• Alice chooses secretlya ∈ N and computesA := ga ∈ F× (just like in the Diffie-Hellman key
exchange).

• Alice computesKAlice := Ba = (ga)b = gab ∈ F×.

• Alice encrypts the messageM := f1(m,KAlice).

• Alice sendsM andA to Bob.

Bob’s message decryption

• Bob receivesM andA from Alice.

• Bob computesKBob = Ab = (ga)b = gab ∈ F×. Note that againKAlice = KBob.

• Bob decypts the messagem = f2(M,KBob).

And Eve?

Eve knowsA, B (andF andg) andM . As in the Diffie-Hellman key exchange she is faced with
computingb fromB ora fromA in order to get hold ofKAlice = KBob (which we assume is necessary
for the message decryption). This is the same discrete logarithm problem in thefinite field F, and,
hence, currently undoable if the field is big enough.
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5 Legendre symbol

We first prove two lemmas to be used later on. They could already have beentreated at earlier places
in the lecture.

Lemma 5.1. (a) Letm ∈ N≥2. There is a group isomorphism

(Z/2mZ)× ∼= Z/2Z × Z/2m−2Z.

The factors are generated by the classes of−1 and5 in (Z/2mZ)×, respectively.

(b) Letp > 2 be a prime number andm ∈ N≥1. There is a group isomorphism

(Z/pmZ)× ∼= Z/(p− 1)Z × Z/pp−1Z.

Proof. Exercise.

Lemma 5.2. Let p > 2 be a prime number. There arep−1
2 squares inF×

p (a square inF×
p is an

elementa such that there isb ∈ F×
p such thata = b2) and there are equally many nonsquares.

Proof. We consider the group homomorphism

ϕ : F×
p

x 7→x2

−−−→ F×
p .

Its kernel is clearly{−1, 1} and its image is the set of squaresF×2
p in F×

p . Thus the homomorphism
theorem (1st isomorphism theorem) gives the isomorphism

ϕ : F×
p /{1,−1} ∼= F×2

p ,

from which the claimed formula follows.

Definition 5.3. LetN ∈ N≥1. An integera ∈ Z is calledquadratic residue moduloN if there is
b ∈ Z such that

a ≡ b2 mod N.

Otherwise, we call it aquadratic nonresidue.

Lemma 5.4. (a) LetN ∈ N≥1. Whether or nota is a quadratic residue moduloN only depends on
the class ofa in Z/NZ.

(b) SupposeN =
∏k
i=1 p

ni
i in its factorisation into prime powers (that is, thepi are distinct primes).

Thena is a quadratic residue moduloN if and only if it is a quadratic residue modulopni
i for all

i ∈ {1, . . . , k}.

(c) Letp ≥ 2 be a prime number,n ∈ N anda ∈ Z such thatp ∤ a. Then the following statements
are equivalent:

(i) a is a quadratic residue modulopn.

(ii) a is a quadratic residue modulop.
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(d) Leta ∈ Z be odd. Then the following statements are equivalent:

(i) a is a quadratic residue modulo2n.

(ii) n = 1 or (n = 2 anda ≡ 1 mod 4) or (n ≥ 3 anda ≡ 1 mod 8).

Proof. (a) is clear since it is an assertion about the ringZ/NZ.
(b) This follows immediately from the Chinese Remainder Theorem which givesthe isomorphism

Ψ : Z/NZ →Z/pni
i Z × · · · × Z/pnk

k Z

a 7→(a1, . . . , ak)

b 7→(b1, . . . , bk).

‘⇒’: If a = b2, thenai = b2i for all i ∈ {1, . . . , k}, showing thatai is a square modulopni
i .

‘⇐’: Suppose nowai = b2i for all i ∈ {1, . . . , k}. ThenΨ(a) = (a1, . . . , ak) = (b21, . . . , b
2
k) =

Ψ(b2).
(c) ‘(i) ⇐ (ii)’: If a ≡ b2 mod pn, that is,pn | (b2 − a), hencep | (b2 − a), thusa ≡ b2 mod p.
‘(ii) ⇒ (i)’: Supposea ≡ b2 mod p. As p ∤ a, it follows p ∤ b, thusb is a unit in(Z/pnZ)×. Hence,
there isc ∈ Z such thata ≡ b2c mod pn andc ≡ 1 mod p.
Claim: For all i ≥ 0 we havecp

i ≡ 1 mod pi+1.
We show that claim by induction. The casei = 0 is true by assumption. Suppose the assertion is true
for i, we want to prove it fori + 1. So, we knowcp

i
= 1 + pi+1x for somex ∈ Z. We take thep-th

power and expand it

cp
i+1

= (cp
i
)p = (1 + pi+1x)p =

p
∑

k=0

( pk ) p(i+1)kxk

= 1 + ( p1 ) pi+1x+

p
∑

k=2

( pk ) p(i+1)kxk ≡ 1 mod pi+2.

Thus,cp
n−1 ≡ 1 mod pn. We exploit this as follows. Setd := c

pn−1+1
2 . Then

d2 = (c
pn−1+1

2 )2 = cp
n−1+1 = cp

n−1 · c ≡ c mod pn.

Hence,a ≡ b2c ≡ b2d2 = (bd)2 mod pn.
(d) ‘(i) ⇒ (ii)’: Let a = 2m+ 1 be any odd number (withm ∈ Z). Then its square is congruent to1

modulo8 (hence also1 modulo4 and1 modulo2):

a2 = (2m+ 1)2 = 4m2 + 4m+ 1 = 4m(m+ 1) + 1 ≡ 1 mod 8,

where we used thatm(m+ 1) is necessarily even as it is the product of two consecutive integers.
‘(ii) ⇒ (i)’: The casesn = 1 andn = 2 are trivial as1 = 12 is a square. Let us hence assumen ≥ 3

anda ≡ 1 mod 8. From Lemma 5.1 it follows thata ≡ 52k mod 2n for somek ∈ N: in general
we knowa ≡ (−1)r5s mod 2n for somer, s ∈ Z; thus1 ≡ a ≡ (−1)r5s mod 8, implying 2 | r
and2 | s.
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This lemma reduces the calculation whether or nota is a quadratic residue moduloN to the calculation
whether or nota is a quadratic residue modulop for the primesp dividing N . This leads to the
introduction of the Legendre symbol.

Definition 5.5. Letp > 2 be a prime number anda ∈ Z. TheLegendre symbolis defined as

(
a

p

)

:=







0 if p | a,
1 if p ∤ a anda is a quadratic residue modulop,

−1 if p ∤ a anda is a quadratic nonresidue modulop.

Note that the definition only depends on the class ofa modulop.

Proposition 5.6(Euler). Letp > 2 be a prime number anda ∈ Z. Then the congruence
(
a

p

)

≡ a
p−1
2 mod p

holds.

Proof. If p | a, the result is straight forward:
(
a

p

)

= 0 anda
p−1
2 ≡ 0

p−1
2 = 0 mod p.

We now assumep ∤ a, that isa ∈ F×
p . We consider the group homomorphism

ϕ : F×
p

x 7→x
p−1
2−−−−−→ F×

p .

Recall thatF×
p is a cyclic group of orderp − 1 and note thatϕ(x2) = (ϕ(x))2 = xp−1 = 1 for all

x ∈ F×
p . This implies that the image is{1,−1} ⊆ F×

p and that the squaresF×2
p are in the kernel. The

homomorphism theorem (1st isomorphism theorem) gives an isomorphism

ϕ : F×
p / ker(ϕ) ∼= im(ϕ) = {−1, 1},

showing that the order ofker(ϕ) is p−1
2 . By Lemma 5.2 there arep−1

2 squares inF×
p , henceker(ϕ) =

F×2
p . This proves the proposition.

Corollary 5.7. Letp > 2 be a prime number. The Legendre symbol defines a group homomorphism

Fp → {−1, 1}, a 7→
(
a

p

)

.

In particular, for all a, b ∈ Z one has
(
ab

p

)

=

(
a

p

)(
b

p

)

.

Proof. This follows immediately from Proposition 5.6.
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6 Gauß’ reciprocity law

We first state Gauß’ reciprocity law. Its proof will be given later.

Theorem 6.1(Gauß’ reciprocity law). Letp 6= q be two distinct odd prime numbers.

(a)
(
−1
p

)

= (−1)
p−1
2 =

{

1 if p ≡ 1 mod 4,

−1 if p ≡ 3 mod 4.

(b)
(

2
p

)

= (−1)
p2

−1
8 =

{

1 if p ≡ 1, 7 mod 8,

−1 if p ≡ 3, 5 mod 8.

(c)
(
q
p

)

=
(
p
q

)

(−1)
p−1
2

q−1
2 . In particular, if p ≡ 1 mod 4 or q ≡ 1 mod 4, then

(
q
p

)

=
(
p
q

)

.

Let us remark that (a) is a direct consequence of Euler’s result Proposition 5.6.

Example 6.2. In the following examples we apply Gauß’ reciprocity law and the fact that the Legendre
symbolnp only depends on the residue class ofn modulop.

•
(

100
101

)
=
(

4·25
101

)
=
(

4
101

) (
25
101

)
= 1 · 1 = 1.

•
(

500
101

)
=
(

4·125
101

)
=
(

4
101

) (
25
101

) (
5

101

)
=
(

101
5

)
=
(

1
5

)
= 1.

•
(

127
31

)
=
(

3
31

)
= −

(
31
3

)
= −

(
1
3

)
= −1.

A generalisation of the Legendre Symbol is the Jacobi Symbol. We will use it for primality testing
later this term.

Definition 6.3. Letm ≥ 3 be an odd natural number and writem = p1 · · · · · pk for its factorisation
into (not necessarily distinct) prime numbers. Fora ∈ Z, theJacobi symbolis defined as

( a

m

)

:=

k∏

i=1

(
a

pi

)

,

where the Legendre symbol is used on the right hand side.

If m is a prime number, then the Jacobi symbol
(
a
m

)
equals the Legendre symbol. However, ifm

is not a prime number, then one must not interpret the Jacobi symbol like the Legendre symbol. For
instance, (−1

21

)

=

(−1

3

)(−1

7

)

= (−1) · (−1) = 1,

but−1 is not a square modulo21 (see Lemma 5.4).

Lemma 6.4. Letm =
∏k
i=1 pi ≥ 3 be an odd integer (and thepi are primes) and leta, b ∈ Z.

(a) The Jacobi symbol
(
a
m

)
only depends on the residue class ofa modulom.

(b)
(
ab
m

)
=
(
a
m

) (
b
m

)
.
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Proof. (a) This follows immediately from the Chinese Remainder Theorem: Ifa ≡ b mod m, then

a ≡ b mod pi for all i ∈ {1, . . . , k}. But we already know for the Legendre symbol that
(
a
pi

)

=
(
b
pi

)

, which gives the assertion.

(b)
(
ab
m

)
=
∏k
i=1

(
ab
pi

)

= (
∏k
i=1

(
a
pi

)

) · (
∏k
i=1

(
a
pi

)

) =
(
a
m

) (
b
m

)
.

We will now extend Gauß’ reciprocity law from the Legendre to the Jacobi symbol. For this we first
include a lemma.

Lemma 6.5. (a) The map

ǫ : (Z/4Z)× → {+1,−1}, m 7→ (−1)
m−1

2

is a group homomorphism.

(b) The map

w : (Z/8Z)× → {+1,−1}, m 7→ (−1)
m2

−1
8

is a group homomorphism.

Proof. (a) We havemk−1
2 −

(
m−1

2 + k−1
2

)
= 2 · m−1

2
k−1
2 ≡ 0 mod 2. This shows(−1)

mk−1
2 =

(−1)
m−1

2 (−1)
k−1
2 .

(b) We havem
2k2−1

8 −
(
m2−1

8 + k2−1
8

)
= 8 · m2−1

8
k2−1

8 ≡ 0 mod 2. This shows(−1)
m2k2

−1
8 =

(−1)
m2

−1
8 (−1)

k2
−1
8 .

Theorem 6.6(Jacobi’s reciprocity law). Letm 6= k be two distinct odd integers at least3.

(a)
(
−1
m

)
= (−1)

m−1
2 = ǫ(m).

(b)
(

2
m

)
= (−1)

m2
−1
8 = w(m).

(c)
(
k
m

)
=
(
m
k

)
(−1)

k−1
2

m−1
2 .

Proof. Letm =
∏r
i=1 pi andk =

∏s
i=1 qi be the factorisations ofm andk into prime numbers (not

necessarily distinct).

(a)
(
−1
m

)
=
∏r
i=1

(
−1
pi

)

=
∏r
i=1 ǫ(pi) = ǫ(

∏r
i=1 pi) = ǫ(m), where we used Gauß’ reciprocity law

Theorem 6.1 (a) and Lemma 6.5 (a).
(b)
(

2
m

)
=
∏r
i=1

(
2
pi

)

=
∏r
i=1w(pi) = w(

∏r
i=1 pi) = w(m), where we used Gauß’ reciprocity law

Theorem 6.1 (b) and Lemma 6.5 (b).
(c) We now use Gauß’ reciprocity law Theorem 6.1 (c) and Lemma 6.5 (a):
(
k

m

)(m

k

)

=
(

r∏

i=1

(
k

pi

)
)(

s∏

j=1

(
m

qj

)
)

=
(

r∏

i=1

s∏

j=1

(
qj
pi

)
)(

s∏

j=1

r∏

i=1

(
pi
qj

)
)

=
s∏

j=1

r∏

i=1

(
(
qj
pi

)(
pi
qj

)
)

=
s∏

j=1

r∏

i=1

(−1)
pi−1

2

qj−1

2 =
s∏

j=1

r∏

i=1

ǫ(pi)
qj−1

2 =
s∏

j=1

ǫ(m)
qj−1

2

=







1 if ǫ(m) = 1
∏s
j=1(−1)

qj−1

2 =
∏s
j=1 ǫ(qj) = ǫ(k) if ǫ(m) = −1

.
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This shows
(
k
m

) (
m
k

)
= (−1)

k−1
2

m−1
2 .

Example 6.7.
(

888
1999

)
=
(

2
1999

) (
4

1999

) (
111
1999

)
=
(

111
1999

)
= −

(
1999
111

)
= −

(
1

111

)
= −1. We used that

1999 ≡ 7 mod 8 (hence
(

2
1999

)
= 1) and111 ≡ 3 mod 4, 1999 ≡ 3 mod 4, 1999 = 111 · 18+1.

We have thus computed the Legendre symbol
(

888
1999

)
using the rules of the Jacobi symbol without

factoring111, just doing division with remainder. This is an important advantage because it is very
hard to factor big numbers in practice!

Next we will prove Gauß’ reciprocity law Theorem 6.1 by using Gauß sums,which allow to write

down a closed formula for
(
p
q

)

for distinct odd primesp, q.

Lemma 6.8. Letp be a prime number andn ∈ N≥1 not divisible byp. There is a finite field extension
Fp(n) of Fp such thatFp(n)× contains a cyclic subgroup of ordern.

Proof. Define Fp(n) as the splitting field overFp of the polynomialXn − 1 ∈ Fp[X], which is
separable asgcd(Xn−1, nXn−1) = 1. Thus it hasn distinct roots, all of which are elements of order
dividing n. We know thatFp(n)× is a cyclic group by Proposition 3.13, hence there are preciselyn

elements or order dividingn and these form a cyclic subgroup of ordern, as required.

For the rest of this section and the proof of Theorem 6.1 we fix two distinct odd prime numbersp, q.

Lemma 6.9. For any1 6= β ∈ Fp(q) of orderq we have

q−1
∑

k=0

βk = 0 ∈ Fp(q).

Proof. (1 − β)
∑q−1

k=0 β
k =

∑q−1
k=0 β

k −∑q
k=1 β

k = β0 − βq = 1 − 1 = 0.

We now fix an elementα of Fp(q)
× of order equal toq, which exists by Lemma 6.8.

Definition 6.10. TheGauß sum forq modulop (with respect toα) is defined as:

Sp(q) :=

q−1
∑

k=1

(
k

q

)

αk ∈ Fp(q).

Proposition 6.11.Sp(q)2 =
(
−1
q

)

· q ∈ Fp(q)
×.

Proof. We first have by definition

Sp(q)
2 =

(
q−1
∑

n=1

(
n

q

)

αn
)
·
(
q−1
∑

m=1

(
m

q

)

αm
)

=

q−1
∑

n=1

q−1
∑

m=1

(
nm

q

)

αn+m.

We rewrite this as

Sp(q)
2 =

∑

n∈(Z/qZ)×

∑

m∈(Z/qZ)×

(
nm

q

)

αn+m.
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Note now that multiplication byn ∈ (Z/qZ)× defines a group automorphism of(Z/qZ)×; that is,
every elementm ∈ (Z/qZ)× can be written asm = nr for a uniquer ∈ (Z/qZ)×. Thus we may
make the variable substitutionm = nr:

Sp(q)
2 =

∑

n∈(Z/qZ)×

∑

r∈(Z/qZ)×

(
n(rn)

q

)

αn+rn =
∑

r∈(Z/qZ)×

(
r

q

)
∑

n∈(Z/qZ)×

(α1+r)n.

We now use Lemma 6.9 to obtain

Sp(q)
2 =

∑

r∈(Z/qZ)×

(
r

q

)

·
{

−1 if α1+r 6= 1,

q − 1 if α1+r = 1.

Thus we obtain

Sp(q)
2 = (q − 1)

(−1

q

)

−
q−2
∑

r=1

(
r

q

)

= q

(−1

q

)

−
q−1
∑

r=1

(
r

q

)

= q

(−1

q

)

,

where we used
(
−1
q

)

=
(
q−1
q

)

and the fact that in(Z/qZ)× contains as many squares as non-squares
(Lemma 5.2), whence the finial sum cancels out.

Proposition 6.12(Closed formula for the Legendre symbol with Gauß sums).
(
p

q

)

=
Sp(q)

p

Sp(q)
∈ Fp(q).

Proof. We first have by definition

Sp(q)
p =

(
q−1
∑

n=1

(
n

q

)

αn
)p

=

q−1
∑

n=1

(
n

q

)

αnp =

q−1
∑

n=1

(
np2

q

)

αnp,

where we used ‘little Fermat’ Corollary 1.12 and the fact that(−1)p = −1; the final equality is trivial.
Note now that multiplication byp defines a group automorphism of(Z/qZ)×; that is, every element
r ∈ (Z/qZ)× can be written asr = np for a uniquen ∈ (Z/qZ)×. Thus we may make the variable
substitutionnp = r:

Sp(q)
p =

∑

r∈(Z/qZ)×

(
rp

q

)

αr.

Next we exploit the multiplicativity of the Legendre symbol

Sp(q)
p =

(
p

q

)
∑

r∈(Z/qZ)×

(
r

q

)

αr =

(
p

q

)

Sp(q),

which is the claimed result, sinceSp(q) is invertible by Proposition 6.11.

We can now do the main part of the proof of Gauß’ reciprocity law.
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Proof of Theorem 6.1 (c).We first combine Proposition 6.11 with Euler’s result 5.6:

Sp(q)
2 = q ·

(−1

q

)

= q · (−1)
q−1
2 ∈ Fp(q)

×.

We obtain from this equality the following equivalence:
(

q · (−1)
q−1
2

p

)

= 1 ⇔ Sp(q) ∈ Fp

because on the one hand ifSp(q) ∈ Fp, thenq · (−1)
q−1
2 is a square inFp; on the other hand, as square

roots in fields are unique up to sign, ifq · (−1)
q−1
2 is a square inFp, thenSp(q) must belong toFp.

Now recall that an elementx in some finite extension ofFp lies inFp if and only if xp = x. Thus we
have the equivalence

(

q · (−1)
q−1
2

p

)

= 1 ⇔ Sp(q) = Sp(q)
p,

which by Proposition 6.12 gives the equivalence
(

q · (−1)
q−1
2

p

)

= 1 ⇔
(
p

q

)

= 1.

As the only possible values for the Legendre symbols in question here are−1 or 1, we have shown
the equality

(

q · (−1)
q−1
2

p

)

=

(
p

q

)

.

It suffices to interpret this in the desired way:
(

q · (−1)
q−1
2

p

)

=

(−1

p

) q−1
2

·
(
q

p

)

= (−1)
p−1
2

· q−1
2 ·

(
q

p

)

by Theorem 6.1 (a), which we already proved above.

We must still give the proof of part (b) of Gauß’ reciprocity law. It is essentially the same arguments
again withq replaced by8.

Proof of Theorem 6.1 (b).Let us fix a generatorγ of the group of elements of order dividing8 in
Fp(8), which exists by Lemma 6.8.
TheGauß sum for2 modulop is defined as

Sp(2) = γ + γ−1 ∈ Fp(8).

Note thatγ4 = −1. We use this in the following calculation:

γ2 + γ−2 = γ2 + γ6 = γ2 + γ4γ2 = γ2 − γ2 = 0.

This implies
Sp(2)2 = (γ + γ−1)2 = γ2 + 2 + γ−2 = 2 ∈ Fp(8)×.
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As in the proof of Theorem 6.1 (c) this gives the equivalences:
(

2

p

)

= 1 ⇔ Sp(2) ∈ Fp ⇔ Sp(2) = Sp(2)p.

We hence also calculate thep-th power ofSp(2). Assume firstp ≡ 1,−1 mod 8. Then (using again
‘Little Fermat’ Corollary 1.12)

Sp(2)p = (γ + γ−1)p = γp + γ−p = γ + γ−1 = Sp(2).

Assume nowp ≡ 5,−5 mod 8. Then we have

Sp(2)p = γp + γ−p = γ5 + γ−5 = γ4γ + (γ4)−1γ−1 = −(γ + γ−1) = −Sp(2).

Thus, we obtain
(

2
p

)

= 1 if and only if p ≡ 1,−1 mod 8, which can be equivalently expressed as

(−1)
p2

−1
8 = 1. This consequently yields the claimed equality

(
2
p

)

= (−1)
p2

−1
8 .

7 Carmichael numbers

Let us recall ‘little Fermat’:For a primep one has

ap−1 ≡ 1 mod p for all a ∈ Z such thatp ∤ a.

Does the converse also hold? That is: Letn ∈ N≥2 not be prime. Is therea ∈ Z with gcd(a, n) = 1

such that
an−1 6≡ 1 mod n?

The answer is no. Letn = 561. Thena560 ≡ 1 mod 561 for all a ∈ Z such thatgcd(a, 561) = 1.
The proof is given below.

Definition 7.1. A natural numbern ∈ N is calledCarmichael numberif n is not prime and

an−1 ≡ 1 mod n

for all a ∈ Z such thatgcd(a, n) = 1.

We are now going to characterise Carmichael numbers.

Proposition 7.2. LetN ∈ N≥2. The following statements are equivalent:

(i) N is a prime or a Carmichael number.

(ii) The exponent of(Z/NZ)× is a divisor ofN − 1.

(iii) For every prime numberp such thatp dividesN

• p2 ∤ N (numbers that are not divisible by the square of any prime are calledsquarefree)
and
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• (p− 1) | (N − 1).

Before the proof let us check that561 is indeed a Carmichael number:

n = 561 = 3 · 11 · 17.

We have
(3 − 1) | 560, (11 − 1) | 560 and(17 − 1) | 560 = 16 · 35.

Other Carmichael numbers are5 · 13 · 17 and7 · 13 · 19.

Proof. ‘(i) ⇔ (ii)’: This equivalence is by definition of Carmichael numbers and the exponent.
‘(ii) ⇒ (iii)’: We assume that the exponent of(Z/NZ)× is a divisor ofN − 1. LetN = pr11 p

r2
2 · · · prss

be the factorisation ofN into distinct prime powers, whereri ≥ 1 for i ∈ {1, . . . , s}. The Chinese
Remainder Theorem reads

(Z/NZ)× ∼= (Z/pr11 Z)× × (Z/pr22 Z)× × · · · × (Z/prss Z)×.

We know that the order of(Z/prii Z)× is (pi−1)pri−1
i , and that this group contains an element of order

pi − 1 by Lemma 5.1. Thus the exponent of(Z/NZ)× is divisible bypi − 1 for all i ∈ {1, . . . , s}.
Suppose now thatN is not squarefree. Then without loss of generalityr1 > 1. Then there is an
element of orderp1 in (Z/pr11 Z)×. Thus also it follows that(Z/NZ)× contains such an element,
whencep1 divides the exponent of(Z/NZ)×, hencep1 dividesN − 1. As p1 also dividesN , it
divides1, which is a contradiction.
‘(iii) ⇒ (ii)’: Let N = p1p2 · · · ps be the factorisation ofN into distinct primes, which is possible
sinceN is squarefree. The Chinese Remainder Theorem

(Z/NZ)× ∼= (Z/p1Z)× × (Z/p2Z)× × · · · × (Z/psZ)×

together with with fact that(Z/piZ)× is cyclic (Proposition 3.13) implies that for eachi ∈ {1, . . . , s}
there is an elementgi ∈ (Z/NZ)× of orderpi−1. Lemma 3.12 implies that there isg ∈ (Z/NZ)× of
orderlcm(p1−1, p2−1, . . . , ps−1) =: e. Asae ≡ 1 mod N for all a ∈ Z such thatgcd(a,N) = 1,
it follows thate is the exponent of(Z/NZ)×.
Since(pi − 1) | (N − 1) for all i ∈ {1, . . . , s}, it follows that lcm(p1 − 1, p2 − 1, . . . , ps − 1) and
hence the exponent of(Z/NZ)× dividesN − 1.

Proposition 7.3. Every Carmichael number is odd and has at least three prime divisors.

Proof. LetN be a Carmichael number.
If N were even, thenN − 1 would be odd. But(p− 1)|(N − 1) for all p | N would imply that only
2 can be a prime divisor ofN . AsN is squarefree, it followsN = 2. This is a contradiction because
2 is prime.
AssumeN = pq with two distinct prime numbersp andq. We know thatp − 1 dividesN − 1 =

pq − 1 = (p− 1)q + (q − 1), whencep− 1 dividesq − 1. Exchanging the roles ofp andq we obtain
thatq − 1 dividesp− 1, so that we getp = q, a contradiction again.
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8 The Solovay-Strassen primality test

We have seen that the cryptographic systems RSA, Diffie-Hellman, El Gamal,etc. need ‘big’ prime
numbers. How does one find ‘big’ prime numbers? How does one know whether a ‘big’ number is
prime?
A deterministic primality testis an algorithm:
Input: m ∈ N≥2

Output: true⇒m is a prime number.
false⇒m is not a prime number.

A probabilistic primality testis an algorithm:
Input: m ∈ N≥2

Output: true⇒m is a prime number with ‘high probability’.
false⇒m is not a prime number.

A prime number test doesnot compute a factorisation ofm. The idea is to decide whetherm is a
prime number or notwithout factorisingm. The reason for this is that factorisation of a big number
is in practice often undoable (recall that the security of RSA relies precisely on this). In practice
probabilistic primality tests are usually faster than deterministic ones, and for everyday cryptographic
purposes probabilistic tests suffice: if the probability that my banking application is corrupted is less
than10−1000, I shouldn’t be worried.
In this section we present the so-called Solovay-Strassen primality test. It isa probabilistic one. We,
however, start with a different primality test, which is deterministic.
Let us recall ‘little Fermat’ again:For all a ∈ Z we haveap−1 ≡ 1 mod p if p is prime andp ∤ a.
Recall that the proof is just that(Z/pZ)× = Fp \ {0} is a group of cardinalityp− 1, and any element
raised to the order of the group equals the neutral element. But, we know more: F×

p is even a cyclic

group. Letb be a generator of it. Thenc := b
p−1
2 satisfiesc2 = 1 ∈ F×

p , hence

c = b
p−1
2 = −1 ∈ F×

p .

This can be turned around to provide a deterministic primality test.

Proposition 8.1. LetN ∈ N≥3 be odd. Suppose that for alla ∈ (Z/NZ)× we havea
N−1

2 ≡ ±1

mod N . We suppose that one of the two following statements holds:

(1) N ≡ 3 mod 4.

(2) There isb ∈ (Z/NZ)×: b
N−1

2 ≡ −1 mod N .

ThenN is a prime number.

Proof. Exercise.

Corollary 8.2. LetN ∈ N≥3 be odd. Then the following two statements are equivalent:

(i) N is prime.

(ii) For all a ∈ (Z/NZ)× we have (for the Jacobi symbol):

a
N−1

2 ≡
( a

N

)

mod N
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Proof. ‘(i) ⇒ (ii)’: This is just Euler’s result: Proposition 5.6.
‘(ii) ⇒ (i)’: Assume thatN is not prime. Squaring (ii) shows thatN is Carmichael number and
hence squarefree. Letp be a prime divisor ofN (necessarily odd) and letg ∈ Z be a generator of

(Z/pZ)×. Note that the Legendre symbol
(
g
p

)

is−1 (Exercise). By the Chinese Remainder Theorem

there existsb ∈ (Z/NZ)× such thatb ≡ g mod p andb ≡ 1 mod q for any prime divisorq | N ,
q 6= p. Hence, the Jacobi symbol

(
b
N

)
equals−1. Thus Proposition 8.1 shows thatN is prime, a

contradiction.

Lemma 8.3. LetN ∈ N≥3 be odd and supposeN is not a prime. Consider the set

A := {a ∈ (Z/NZ)× | aN−1
2 ≡

( a

N

)

mod N}.

Then#A ≤ 1
2ϕ(N) = 1

2#(Z/NZ)×.

Proof. We consider the group homomorphism

ψ : (Z/NZ)× → (Z/NZ)×, a 7→ a
N−1

2 ·
( a

N

)

.

Note thatA is equal toker(ψ). By Corollary 8.2 and the assumption thatN is not prime, there isb ∈
(Z/NZ)× such thatb

N−1
2 6≡

(
b
N

)
mod N , thusim(ψ) ) {1}, so# im(ψ) ≥ 2. The isomorphism

theorem impliesim(ψ) ∼= (Z/NZ)×/A, thus by Lagrange’s theorem2 ≥ # im(ψ) = ϕ(N)/#A,
implying the assertion.

We can now describe the Solovay-Strassen primality test:

Algorithm 8.4 (Solovay-Strassen primality test).
Input: N ∈ N≥3 odd,B ∈ N (the ‘bound’).
Output: true or false.

(1) Seti = 0.

(2) Choose a ‘random’a ∈ (Z/NZ)×.

(3) Calculate the Jacobi symbolg :=
(
a
N

)
.

(4) Calculatea
N−1

2 mod N by fast exponentiation moduloN .

(5) If g ≡ h mod N ,

• then replacei by i+ 1.

If i > B, then returntrue and stop. Ifi ≤ B, then go back to step (2).

• otherwise, returnfalse and stop.

Remark 8.5. LetN ∈ N≥3 be odd.

(a) If the Solovay-Strassen algorithm for(N,B) returnsfalse, thenN is not a prime number by
Corollary 8.2.
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(b) If the Solovay-Strassen algorithm for(N,B) returnstrue, thenN is a prime number with ‘prob-
ability’ at least 1 − 1

2B , in the following (slightly imprecise) sense: IfN is not prime, then by

Lemma 8.3 the ‘probability’ that the ‘random’ elementa satisfies the congruencea
N−1

2 ≡
(
a
N

)

mod N is less than1
2 . If the ‘random’ choice ofa is really random (like tossing a coin) and

independent of this congruence condition, then the probability of satisfyingthe congruenceB
consecutive times is at most1

2B .

In this course we did not and we are not going to treat ‘random numbers’and generators of random
numbers. The reader should be aware that it is impossible to generate reallyrandom numbers by a
deterministic device like a computer. So randomness will only be some ‘fake randomness’, which is
– if well done – sufficient for all practical purposes.

9 The Riemannζ-function and prime numbers

In the rest of the lecture we will prove the prime number theorem. The exposition will follow the book
Funktionentheorieby Freitag and Busam.

Definition 9.1. Denote byP the set of prime numbers.
Define theprime counting functionas

π : R≥0 → N, x 7→ #{p ∈ P | p ≤ x},

that is, the function that counts the number of primes less than or equal tox.

Theorem 9.2(Prime number theorem; Hadamard, de la Vallée-Poussin).

lim
x→∞

π(x)

x/ log(x)
= 1.

In words: Asymptotically, the prime number functionπ(x) is described by x
log(x) .

The proof of this theorem will occupy the rest of the lecture.
In order to explain the meaning of this theorem, let us look at the following subsets ofN:

• {n ∈ N | 2 | n}, the set of even numbers,

• {n ∈ N | ∃m ∈ N : n = m2}, the set of squares,

• P, the set of primes.

All three sets are infinite and countable. Can we distinguish nevertheless ‘how infinite’ they are? In
order to do so, we count the number of elements in this set up to the boundx and then compare how
these numbers behave forx→ ∞.

• #{n ≤ x | 2 | n} = ⌊x⌋ = x+ r(x) with |r(x)| ≤ 1, numbers,

• #{n ∈ N | ∃m ∈ N : n = m2} = ⌊√x⌋ =
√
x+ r(x) with |r(x)| ≤ 1,

• π(x) = x
log(x) + r(x) with limx→∞ r(x) log(x)

x = 0.
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In this sense, the set of even numbers is much bigger than the set of primes,which in turn is much
bigger than the set of squares.
But, there is even more contained in the prime number theorem: Suppose one knows all prime num-
bers up tox; this knowledge is not enough to predict the next prime number; in order to find it, one
has to check all numbers starting fromx for primality. This is to say that ‘locally’ (in a small interval)
primes behave very randomly. The prime number theorem, however, says that if one looks ‘globally’,
then the set of prime numbers has much more structure (we know its growth!).
This statement can be made more precise if one takes error bounds into account, which we are not
really going to do because of time constraints. Very importantly, the famous still unproved Riemann
Hypothesis predicts a very strong error term, which in turn would mean that the set of primes is even
more regular than we know as of today.

Definition 9.3. TheRiemannζ-function is defined as

ζ(s) :=
∞∑

n=1

n−s

for s ∈ C such thatRe(s) > 1. Heren−s = exp(−s log(n)).

Lemma 9.4. The series defining the Riemannζ-function converges absolutely and uniformly on{s ∈
C | Re(s) > 1 + δ} for anyδ > 0 and thus defines a holomorphic functionζ : {s ∈ C | Re(s) >

1} → C.

Proof. One has the estimate

|n−s| = | exp(−(σ + it) log(n))| = | exp(−σ log(n))| = |n−σ| ≤ | 1

n1+δ
|.

It is easy to prove that
∑∞

n=1
1

n1+δ converges (of course, absolutely, since all terms are positive any-
way). General theory about complex power series implies the assertions.

The relation to prime numbers is established by the following great insight of Euler:

Proposition 9.5. For anys ∈ C with Re(s) > 1, we have

ζ(s) =
∏

p∈P

(1 − p−s)−1.

In particular, ζ(s) 6= 0 for all s ∈ C such thatRe(s) > 1.

Proof. Note that1 = (1 − p−s) · (∑∞
k=0 p

−ks), whence we find (geometric series)

(1 − p−s)−1 =
∞∑

k=0

p−ks.

Let us multiply these together for the firstm primes, where we number the primesp1, p2, . . . in the
natural way.

m∏

r=1

(1 − p−sr )−1 =

m∏

r=1

∞∑

k=0

p−ksr =

∞∑

k1,...,km=0

(pk11 p
k2
2 · · · pkm

m )−s.
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Since every positive integer is uniquely the product of prime numbers (Theorem 1.3), we find

m∏

r=1

(1 − p−sr )−1 =
∑

n∈Am

n−s,

whereAm is the subset ofN≥1 consisting of those integers only divisible by the firstm primes. We
clearly haveN≥1 =

⋃∞
m=1 Am. Thus we obtain

lim
m→∞

m∏

r=1

(1 − p−sr )−1 =
∞∑

n=1

n−s,

where we use that the series converges absolutely and may hence be reordered. As furthermore

∑

p∈P

|1 − (1 − p−s)−1| =
∑

p∈P

∞∑

k=1

|p−ks| ≤
∞∑

n=1

|n−s|,

we find (using an exercise on Sheet 11) that the infinite product does not have any zeros fors ∈ C

such thatRe(s) > 1.

Definition 9.6. TheMangoldt functionis defined as

Λ(n) :=

{

log(p) if n = pr with p prime andr ∈ N≥1,

0 otherwise.

TheChebychev functionis defined as

ψ(x) :=
∑

1≤n≤x

Λ(n).

Proposition 9.7. For s ∈ C with Re(s) > 1 we have

−ζ
′(s)

ζ(s)
=

∞∑

n=1

Λ(n)n−s.

Proof. We first compute the derivative off(s) := 1 − p−s = 1 − exp(−s log(p)):

f ′(s) = log(p) exp(−s log(p)) = log(p)p−s.

Hence we find for the logarithmic derivative

log(f(s))′ =
f ′(s)

f(s)
=

log(p)p−s

1 − p−s
= log(p)p−s

∞∑

k=0

p−ks = log(p)
∞∑

k=1

p−ks.

Thus

−
(
log(ζ(s))

)′
= −ζ(s)

′

ζ(s)
= − log(

∏

p∈P

(1 − p−s)−1)′ =

−
∑

p∈P

log((1 − p−s)−1)′ =
∑

p∈P

log(1 − p−s)′ =
∑

p∈P

log(p)
∞∑

k=1

p−ks,
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where we used that
∑

p∈P
log(1 − p−s) is absolutely converging by an Exercise on Sheet 11. Write

s = σ + it with σ > 1. Choose0 < ǫ < σ − 1. There isN such that for alln > N we have
log(n) < nǫ, hencelog(n)

ns ≤ 1
ns−ǫ . Thus we have the estimate

∑

p∈P

∞∑

k=1

| log(p)p−ks| ≤
∞∑

n=1

log(n)

nσ
≤

∞∑

n=N+1

1

nσ−ǫ
+

N∑

n=1

log(n)

nσ
;

the series hence converges absolutely and may be reordered. But, reordering precisely yields the
assertion.

The next lemma shows that the contribution of the proper prime powerspn for n ≥ 2 to the Chebychev
functionψ is ‘small’ in a precise sens:

Lemma 9.8. Define
Θ(x) :=

∑

p∈P,p≤x

log(p).

Then
ψ(x) = Θ(x) +O(log(x)

√
x)

(i.e.Ψ(x) − Θ(x) = O(log(x)
√
x)).

Proof. We bound the number of proper prime powerspn for n ≥ 2 up to x, that is #{pn ≤
x | p prime, n ≥ 2}. If pn ≤ x, thenp ≤ x1/n and consequentlylog(2) ≤ log(p) ≤ 1

n log(x),
which implies the upper bound

n ≤ log(x)

log(2)
.

We have

#{pn ≤ x | p prime, n ≥ 2} ≤
∑

2≤n≤
log(x)
log(2)

∑

p≤x1/n

1 =
∑

2≤n≤
log(x)
log(2)

x1/n

=
√
x+

∑

3≤n≤
log(x)
log(2)

x1/n = O(
√
x)

becauselog(x)
log(2)x

1/3 = O(
√
x) as log(x) = O(xα) for anyα > 0. The assertion of the lemma now

follows immediately fromlog(p) ≤ log(x).

Proposition 9.9. (a) The following statements are equivalent:

(i) Θ(x) =
∑

p∈P,p≤x log(p) = x+ o(x).

(ii) ψ(x) =
∑

1≤n≤x Λ(n) = x+ o(x).

(b) The validity of any of the two implies the prime number theorem 9.2.
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Proof. (a) The equivalence of (i) and (ii) is immediate from Lemma 9.8 in view oflog(x)
√
x = o(x).

(b) We define the remainder function as

r(x) =
Θ(x) − x

x
, so thatΘ(x) = x(1 + r(x)).

Assertion (i) is equivalent tolimx→∞ r(x) = 0. The crude estimatelog(p) ≤ log(x) for any prime
p ≤ x gives

Θ(x) ≤ π(x) log(x)

and thus
π(x) ≥ x

log(x)
(1 + r(x)).

We also need show an inequality in the other way. Let0 < q < 1, which we will choose later
specifically. We have the trivial inequalityπ(xq) ≤ xq. It implies

Θ(x) ≥
∑

xq≤p≤x

log(p) ≥ log(xq) ·(π(x)−π(xq)) = q log(x)(π(x)−π(xq)) ≥ q log(x)(π(x)−xq).

We thus obtain

π(x) ≤ Θ(x)

q log(x)
+ xq =

x

log(x)
· 1 + r(x)

q
+ xq =

x

log(x)
·
(

1 +
1 − q + r(x)

q
+

log(x)

x1−q

)

,

which is valid for all0 < q < 1 and allx. The idea now is to chooseq in dependence ofx such that
q → 1 (for x → ∞) and such that the term on the right still tends to zero forx → ∞. This can be
achieved byq := 1 − 1/

√

log(x). The only non-trivial thing to check is:

log(x)

x1−q
=

log(x)

x1/
√

log(x)
= o(1)

by an exercise from Sheet 11.

In order to prove the prime number theorem in the next two sections, we shallprove the statement
from Proposition 9.9.

10 On the analytic continuation of the Riemann zeta function

We have verified (and the verification was really easy) thatζ(s) =
∑∞

n=1
1
ns defines a holomorphic

function on{Re(s) > 1}. You also know from your first course in analysis that the harmonic series
∑∞

n=1
1
n diverges, hence, it does not make sense to evaluate the series definingζ at1.

The key to the prime number theorem is in fact to continueζ meromorphically just a little bit left of
{Re(s) ≥ 1} in such a way that the only pole is at1 (that manifests itself in the divergence of the
harmonic series).
Since we are going to use it a lot, let us remark

|ts| = | exp(s log(t))| = | exp(σ log(t) + iτ log(t))| = | exp(σ log(t))| · | exp(iτ log(t))|
= | exp(σ log(t))| = tσ,

wheres = σ + iτ andt ∈ R>0.
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Proposition 10.1. (a) Defineβ : R → R asβ(t) := t− ⌊t⌋ − 1/2 (draw sketch). The integral

F (s) :=

∫ ∞

1

β(t)

t1+s
dt

converges absolutely forRe(s) > 0 and defines a holomorphic function in this area.

(b) For Re(s) > 1 we have the equality

ζ(s) =
1

2
+

1

s− 1
− sF (s).

Proof. (a) We use the estimate| β(t)
t1+s | < | 1

t1+σ |. It implies that (withs = σi+ τ )

|
∫ b

a

β(t)

t1+s
|dt ≤

∫ b

a

1

t1+σ
dt ≤ − 1

σ
t−σ|ba =

1

σ

(
1

aσ
− 1

bσ

)

.

In particular,|F (s)| ≤ 1
σ and the integral converges. From general facts it follows that the function

FN (s) :=
∫ N
1

β(t)
t1+sdt is holomorphic (this is not very difficult to prove). Note that

|F (s) − FN (s)| = |
∫ ∞

N

β(t)

t1+s
dt| ≤ 1

σNσ
≤ 1

βNβ

for any β > 0. Hence in any open neighbourhood ofs which is contained in{Re(z) ≥ β} the
sequence of holomorphic functionsFN converges toF uniformly, implying thatF is holomorphic
there, since locally uniformly convering sequences of holomorphic functions are holomorphic.
(b) The maybe at first sight strange choice ofβ is explained by the formula

∫ n+1

n
β(t)

(
t−s
)′
dt =

1

2

(
(n+ 1)−s + n−s

)
−
∫ n+1

n
t−sdt,

which is just integration by parts, using that on the open interval(n, n+1) we haveβ(t) = t−(n+ 1
2).

Hence (recalling the well known formulas(t−s)′ = −s 1
ts+1 and

∫
t−sdt = 1

1−s t
1−s),

−sFN (s) =
N−1∑

n=1

∫ n+1

n
β(t)

(
t−s
)′
dt

=
1

2

N−1∑

n=1

(
(n+ 1)−s + n−s

)
−
∫ N

1
t−sdt

=

N∑

n=1

1

ns
− 1

2

(
N−s + 1

)
+
N1−s − 1

s− 1

Taking the limitN → ∞ yields the proposition, asRe(s) > 1.

Corollary 10.2. The functions 7→ (s − 1)ζ(s) can be continued to a holomorphic function on the
open set{Re(s) > 0}. Its value at1 is 1.
Thus, the Riemann-zeta functionζ(s) can be continued to a meromorphic function on the open set
{Re(s) > 0} (still denotedζ) having a single pole ats = 1 of order1 and residue1.



10 ON THE ANALYTIC CONTINUATION OF THE RIEMANN ZETA FUNCTION 39

Proof. This is clear since we have(s− 1)ζ(s) = 1 + s−1
2 − s(s− 1)F (s) by Proposition 10.1.

Proposition 10.3. For everym ∈ N there is a constantCm > 0 such that them-th derivative of the
Riemann-zeta function satisfies ∣

∣
∣ζ(m)(s)

∣
∣
∣ ≤ Cm |s|

for all s such thatRe(s) > 1 and| Im(s)| ≥ 1.

Proof. Let us first takeσ = Re(s) ≥ 2. Then

|ζ(s)| ≤
∞∑

n=1

| 1

ns
| =

∞∑

n=1

1

nσ
≤

∞∑

n=1

1

n2
= ζ(2),

so the Riemann-zeta function is bounded there. By the way, the valueζ(2) is π2/6, as one usually
shows in a course on real analysis. In the same way one gets|ζ(m)(s)| ≤ ζ(m)(2).
Thus we assume now1 < σ < 2 and|τ | ≥ 1 with τ = Im(s). We useζ(s) = 1

2 + 1
s−1 − sF (s) from

Proposition 10.1. It is clear that in this area1
2 + 1

s−1 is bounded by a constant; the same statement is
true for all its derivatives. It suffices thus to show that for everym ∈ N them-th derivative|F (m)(s)|
is bounded by a constant. Note that fort ≥ 1 one has| log(t)| ≤ cmt

1
2m for some constantcm. Thus

we obtain

|F (m)(s)| =

∣
∣
∣
∣

∫ ∞

1
(− log(t))m

β(t)

ts+1
dt

∣
∣
∣
∣
≤ cm

∫ ∞

1

1

t
3
2

dt <∞,

a converging integral. This finishes the proof.

Proposition 10.4. The meromorphically continued Riemann-zeta functionζ(s) has no zero on the
closed half plane{Re(s) ≥ 1}. Moreover, there isδ > 0 such that for alls = σi+ τ ∈ C with σ > 1

and|τ | ≥ 1 one has

|ζ(s)| ≥ δ
1

|τ |4 .

Proof. We show this proposition in a number of steps.

(1) Let us first remark that the statement is true forσ > 2 because then

|ζ(s)| ≥ 1 − |ζ(s) − 1| ≥ 1 −
∞∑

n=2

1

n2
= 2 − ζ(2) = 2 − π2

6
> 0.35.

So, we can restrict to1 < σ ≤ 2, which we will use below.

(2) We take the logarithm of the Euler product of the Riemann-zeta function and use the well-known
Taylor expansion oflog(1 − z) valid for |z| < 1:

log(ζ(s)) = log




∏

p∈P

(1 − p−s)−1



 =
∑

p∈P

− log(1 − p−s) =
∑

p∈P

∞∑

m=1

p−ms

m
=

∞∑

n=1

bnn
−s,

wherebn =

{
1
m if n = pm for p ∈ P,m ∈ N,

0 otherwise.
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(3) Leta ∈ C such that|a| = 1. ThenRe(a4) + 4 Re(a2) + 3 ≥ 0.

Note (a + (a))4 = a4 + (a)4 + 4(a2 + (a)2) + 6 (usingaa = |a|2 = 1). We rewrite this and
obtain

0 ≤
(
2 Re(a)

)4
= 2 Re(a4) + 8 Re(a2) + 6,

yielding the claim.

(4) Applying (1) witha = n−iτ/2 gives

Re(n−2iτ ) + 4 Re(n−iτ ) + 3 ≥ 0.

Multiplying with the real numbern−σ yields

Re(n−(σ+2iτ)) + 4 Re(n−(σ+iτ)) + 3n−σ ≥ 0.

(5) Taking the sum
∑∞

n=1 bn• we get

Re(
∞∑

n=1

bnn
−(σ+2iτ)) + 4 Re(

∞∑

n=1

bnn
−(σ+iτ)) + 3

∞∑

n=1

bnn
−σ ≥ 0.

Using | exp(z)| = exp(Re(z)) we get forRe(s) = σ > 1 by takingexp (in order to get rid
of log):

|ζ(σ + i2τ)| · |ζ(σ + iτ)|4 · |ζ(σ)|3 ≥ 1. (10.1)

(6) From the Euler product it follows thatζ(s) 6= 0 for all s ∈ C with Re(s) > 1. Let us now assume
Re(s) = 1 in order to derive the first assertion. Let us suppose thatζ(s) = 0 for s = 1 + it. Then
we rewrite Equation (10.1) as

∣
∣
∣
∣
∣
∣
∣
∣

ζ(σ + it) −
=0

︷ ︸︸ ︷

ζ(1 + it)

σ − 1

∣
∣
∣
∣
∣
∣
∣
∣

4

· |ζ(σ + i2t)| · |ζ(σ)(σ − 1)|3 ≥ 1

|σ − 1| .

Lettingσ tend to1 from the right, we obtain on the left hand side the value|ζ ′(1 + it)|·|ζ(1+i2t)|,
whereas the right hand side diverges. This contradiction shows thatζ does not possess a zero on
the vertical axisRe(s) = 1.

(7) Rewriting Equation (10.1) gives

|ζ(s)| ≥ (σ − 1)3/4
(

1

|ζ(σ + i2τ)|

)1/4

·
(

1

ζ(σ)(σ − 1)

)3/4

.

By Corollary 10.2 we know thatζ(σ)(σ − 1) is a continuous function on the closed interval
1 ≤ σ ≤ 2, whence it is bounded above by some positive constantC1 > 0. By Proposition 10.3
we have

|ζ(σ + i2τ)| ≤ C2|τ |
for some constantC2 > 0 Putting these estimates together we have

|ζ(s)| ≥ C3(σ − 1)3/4
1

|τ |1/4

with some constantC3 > 0.
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(8) In view of the formula we aim at, we put

σ(τ) := 1 + ǫ
1

|τ |5 ,

for someǫ > 0 to be chosen below. With this definition we get forσ ≥ σ(τ)

|ζ(s)| ≥ C3 ·
ǫ3/4

|τ |15/4 · 1

|τ |1/4 = C3 · ǫ3/4 ·
1

|τ |4 .

This inequality is precisely of the required form (that’s whyσ(τ) was chosen this way); note that
it holds for any choice ofǫ > 0.

(9) We still have to treat the caseσ < σ(τ). Due to the existence of the derivative we have

ζ(σ + iτ) = ζ(σ(τ) + iτ) −
∫ σ(τ)

σ
ζ ′(u+ iτ)du.

By Proposition 10.3 we have (since|s| ≥ |τ |)

|ζ ′(σ + iτ)| ≤ C4|τ |.

Thus we obtain the estimate

|ζ(σ + iτ)| ≥ |ζ(σ(τ) + iτ)| − C4 · (σ(τ) − 1) · |τ |.

Using the estimate from (6) we get

|ζ(σ + iτ)| ≥ C3(σ(τ) − 1)3/4
1

|τ |1/4 − C4 · (σ(τ) − 1) · |τ |

= C3(ǫ
1

|τ |5 )3/4
1

|τ |1/4 − C4 · (ǫ
1

|τ |5 ) · |τ | = (C3ǫ
3/4 − C4ǫ)

1

|τ |4 .

We now chooseǫ > 0 small enough such thatδ := C3ǫ
3/4 − C4ǫ > 0. This finishes the estimate

also forσ < σ(τ).

These estimates will be applied to the function (defined as in Proposition 9.7)

D(s) := −ζ
′(s)

ζ(s)
=

∞∑

n=1

Λ(n)n−s.

It will play the major role in the proof of the prime number theorem.

Corollary 10.5. The functionD(s) has a pole of first order at1 of residue1 and the function(s −
1)D(s) can be continued analytically to an open set that contains{z ∈ C | Re(z) ≥ 1}. Moreover,
there is a constantC > 0 such that

|D(s)| ≤ C|τ |5

for all s = σ + iτ with σ > 1 and|τ | ≥ 1.
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Proof. We have

(s− 1)D(s) = −(s− 1)ζ(s)′

ζ(s)
= −

(
(s− 1)ζ(s)

)′ − ζ(s)

ζ(s)
= 1 −

(
(s− 1)ζ(s)

)′

ζ(s)
.

Using Corollary 10.2 and the first assertion of Proposition 10.4, this function has the value1 at1 and
is analytic everywhere on{Re(s) > 0}, whereζ(s) 6= 0, that is, at least forRe(s) ≥ 1. The estimate
follows immediately from the estimates in Propositions 10.3 and 10.4.

11 A Tauberian Theorem

In this section we will prove the prime number theorem 9.2 by proving that the remainder termr(x) =
ψ(x)−x

x in

ψ(x) =
∑

1≤n≤x

Λ(n) = x(1 + r(x))

tends to0 asx tends to∞. That this suffices was proved in Proposition 9.9.
Fork ∈ N we define for real positivex

Ak(x) :=
1

k!

∑

n≤x

Λ(n)(x− n)k.

We have the following obvious statements:

• ψ(x) = A0(x),

• A′
k+1(x) = Ak(x) for all k ∈ N,

• Ak+1(x) =
∫ x
1 Ak(t)dt, and

• Ak(x) is continuous ifk ≥ 1 and piece-wise continuous for allk ∈ N.

We also generalise the remainder term by defining it by the equation

Ak(x) =
xk+1

(k + 1)!
(1 + rk(x)).

Note thatr0(x) = r(x) and thatrk(x) is continous ifk ≥ 1.
The strategy is to conclude the convergence ofr0(x) from the convergence ofrk(x) by descend-
ing thek down to0. We will even be able to obtain an error term. This is done by the following
proposition.

Proposition 11.1. Letk ∈ N. If rk+1(x) = O(1/ log(x)1/N ), thenrk(x) = O(1/ log(x)1/(2N))

Proof. As all Λ(n) are positive, the functionsAk(x) are monotonously increasing (for the variablex).
Thus one has for all0 < h < 1:

hxAk(x) = hx · xk+1

(k + 1)!
(1 + rk(x)) = h(k + 2) · xk+2

(k + 2)!
(1 + rk(x))

≤
∫ x+hx

x
Ak(t)dt = Ak+1(x+ hx) −Ak+1(x)

=
1

(k + 2)!

(

(x+ hx)k+2(1 + rk+1(x+ hx)) − xk+2(1 + rk+1(x))
)

.
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Rewriting gives:

1 + rk(x) ≤
1

h(k + 2)

(

(1 + h)k+2
(
1 + rk+1(x+ hx)

)
−
(
1 + rk+1(x)

))

.

Let now ǫ(x) :=
∑

0≤ξ≤1 |rk+1(x + ξx)| < ∞ (for, rk+1(x) is continuous). From the assumption
rk+1(x) = O(1/ log(x)1/N ) we obtainǫ(x) = O(1/ log(x)1/N ); in particular, forx → ∞, ǫ(x)
tends to0. Plugging in the definition ofǫ(x) yields

rk(x) ≤
1

h(k + 2)

(

(1 + h)k+2
(
1 + ǫ(x)

)
−
(
1 − ǫ(x)

))

− 1

=

(
(1 + h)k+2 + 1

)
ǫ(x)

h(k + 2)
+

(1 + h)k+2 − (1 + h(k + 2))

h(k + 2)

=

(
(1 + h)k+2 + 1

)
ǫ(x)

h(k + 2)
+

∑k+2
m=2 ( k+2

m )hm

h(k + 2)
.

We now specialiseh :=
√

ǫ(x). This is less than1 for x big enough. We obtain

rk(x) ≤ C1 ·
√

ǫ(x)

for some constantC1 > 0.
In a very similar way (we omit the details) one also obtains

rk(x) ≥ −C2 ·
√

ǫ(x)

for some constantC2 > 0. Thus,|rk(x)| ≤ C
√

ǫ(x) = O(1/ log(x)1/(2N)).

The final aim is to prove the following proposition.

Proposition 11.2. For N ∋ k ≥ 7 we haverk(x) = O(1/ log(x)).

Corollary 11.3. We haver(x) = O(1/ log(x)1/128).
In particular, limx→∞ r(x) = 0 and the prime number theorem follows.

Proof. We start withr7(x) = O(1/ log(x)) from Proposition 11.2 and apply Proposition 11.1 seven
times (note128 = 27).

We keep writings = σ + iτ with σ, τ ∈ R. We also introduce the notation
∫ σ+i∞

σ−i∞
f(s)ds :=

∫ ∞

−∞
f(σ + iτ)dτ.

We start with a very useful lemma; it is based on the residue theorem and exploits it in order to get a
function that is constant zero for real values on(0, 1] and positive for alla > 1. It will allow to ‘cut
off’ an infinite series.

Lemma 11.4. For k ∈ N≥2 and allσ > 0 we have

1

2πi

∫ σ+i∞

σ−i∞

as

s · (s+ 1) · . . . · (s+ k)
ds =

{

0 if 0 < a ≤ 1,
1
k!(1 − 1

a)
k if 1 < a.
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Proof. In order to compute the integral
∫ σ+i∞
σ−i∞ we compute

∫ σ+iR
σ−iR and then letR tend to infinity. In

order to abbreviate, let us write

f(z) :=
az

z · (z + 1) · . . . · (z + k)
.

Note thatf(z) is meromorphic with poles only at0,−1,−2, . . . ,−k. We have to distinguish the two
cases.

(1) 0 < a ≤ 1.

In this case, the absolute value|az| = aRe(z) is bounded byaσ > 0 for all z ∈ C with Re(z) ≥ σ.
Moreover, for allz ∈ C with |z| = R we have|f(z)| ≤ aσ

R(R−1) . Sincef does not have any

poles on the right half plane, Cauchy’s integral theorem tells us that the integral
∫ σ+iR
σ−iR f(z)dz +

∫

γR
f(z)dz vanishes, whereγR is the arc on the circle of radiusR around0 starting atσ+ iR and

running through the right half plane toσ− iR. The above estimate showslimR→∞

∫

γR
f(z)dz =

0, thuslimR→∞

∫ σ+iR
σ−iR f(z)dz = 0.

(2) 1 < a.

In this case we cannot argue as before, as the integral along the arc onthe circle of radiusR
through the right half plane ‘explodes’. We thus have to take the other way, through the left half
plane. By the very same arguments as above, the integral along the circle through the left half
plane tends to0 for R→ ∞.

However, there are poles in the left half plane! This explains the great difference in the behaviour.
We may not use Cauchy’s integral theorem. Instead, the answer is givenby the residue theorem:
ForR > k (so as to see all poles) we obtain

lim
R→∞

∫ σ+iR

σ−iR
f(z)dz = 2πi

k∑

m=0

Res(f ;−m) = 2πi
k∑

m=0

(−a)−m
m!(k −m)!

= 2πi
1

k!
(1 − 1

a
)k,

as required. (We used the standard formula for computing residues of functions with a simple
pole of order1.)

We use the previous lemma in order to give a description ofAk(x) in terms of an integral, which we
subsequently will estimate.

Proposition 11.5. For all k ∈ N≥1 and allσ > 1 we have

Ak(x) =
1

2πi

∫ σ+i∞

σ−i∞

D(s)xs+k

s · (s+ 1) · . . . · (s+ k)
ds.
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Proof. We obtain the proposition from the following calculation (based on Lemma 11.4).

Ak(x) =
∑

1≤n≤x

Λ(n)
1

k!
(n− x)k

=
∞∑

n=1

Λ(n)xk

{
1
k!(1 − n

x )k if x > n,

0 if x ≤ n

=

∞∑

n=1

Λ(n)xk
1

2πi

∫ σ+i∞

σ−i∞

(
x
n

)s

s · (s+ 1) · . . . · (s+ k)
ds

(∗)
=

1

2πi

∫ σ+i∞

σ−i∞

∑∞
n=1 Λ(n)xk

(
x
n

)s

s · (s+ 1) · . . . · (s+ k)
ds

=
1

2πi

∫ σ+i∞

σ−i∞

D(z)xs+k

s · (s+ 1) · . . . · (s+ k)
ds.

For the equality
(∗)
= one uses that

∫ σ+i∞

σ−i∞

∣
∣
∣
∣
∣

(∑∞
n=N+1 Λ(n) 1

ns

)
xs

s · (s+ 1) · . . . · (s+ k)

∣
∣
∣
∣
∣
ds ≤

∫ σ+i∞

σ−i∞

(∑∞
n=N+1 Λ(n) 1

nσ

)
xσ

|s · (s+ 1) · . . . · (s+ k)|ds

tends to0 for N → ∞ (note that the infinite sum in the numerator does not involve the integration
variable!). This implies that

∣
∣
∣
∣
∣

∫ σ+i∞

σ−i∞

∑∞
n=1 Λ(n)xk

(
x
n

)s

s · (s+ 1) · . . . · (s+ k)
ds−

N∑

n=1

Λ(n)xk
∫ σ+i∞

σ−i∞

(
x
n

)s

s · (s+ 1) · . . . · (s+ k)
ds

∣
∣
∣
∣
∣

tends to0 for N → ∞, showing
(∗)
= .

Now it remains to estimate the integral of Proposition 11.5. For this, one uses thefollowing general
result due to Riemann and Lebesgue.

Proposition 11.6. Let I = (a, b) ⊆ R an open, but not necessarily finite, interval of the real line and
f : I → C a function satisfying

• f is bounded onI,

• f is continously differentiable, and

• f andf ′ are absolutely integrable onI.

Then for anyx ∈ R>0 the functiong(t) := f(t)xit is absolutely integrable onI and one has

∫ b

a
f(t)xitdt = O(1/ log(x)).

Proof. We choose sequences(an) and(bn) such that

an
n→∞−−−→ a, bn

n→∞−−−→ b, anda < an < bn < b for all n.
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Then we have by definition and integration by parts

∫ b

a
f(t)xitdt = lim

n→∞

∫ bn

an

f(t)xitdt

=
1

i log(x)
lim
n→∞

∫ bn

an

f(t)eitdt

=
1

log(x)
lim
n→∞

∫ bn

an

f(t)

(
1

i
eit
)′

dt

=
1

log(x)
lim
n→∞

(
(
f(bn)e

ibn − f(an)e
ian
)
−
∫ bn

an

f ′(t)eitdt

)

.

As f is bounded,limn→∞ |f(bn)e
ibn − f(an)e

ian | is bounded above by a constant. Furthermore,

sincef ′ is absolutely integrable onI, alsolimn→∞

∣
∣
∣

∫ bn
an
f ′(t)eitdt

∣
∣
∣ is bounded above by a constant,

implying the proposition.

We can now finish the proof of the prime number theorem.

Proof of Proposition 11.2.We must prove

Ak(x) =
xk+1

(k + 1)!
+O(xk+1/ log(x)).

We proceed in several steps.

(1) Let γ be the path starting at1 − iR, going in a straight line up to1 − i, then going right to
2 − i, then going straight down to2 − iR and finally left back to1 − iR. As the function
f(s) := as

s·(s+1)·...·(s+k) is analytic inside and on this curve, Cauchy’s integral theorem tells us
that

∫

γ f(s)ds vanishes. Note that inside the area of this path we have the estimate (for fixedx)

∣
∣
∣
∣

D(s)xs+k

s · (s+ 1) · . . . · (s+ k)

∣
∣
∣
∣
≤ C1|τ |5−7−1 ≤ C1|τ |−3.

In particular, the integral along the lower horizontal segment tends to0 asR tends to∞.

Making a similar argument on the upper part, we obtain from Proposition 11.5

Ak(x) =
1

2πi

∫

L

D(s)xs+k

s · (s+ 1) · . . . · (s+ k)
ds,

whereL is the path starting at1− i∞, going up in a straight line to1− i, then going right to2− i,
then going up in a straight line to2 + i, then going left to1 + i, and finally going up in a straight
line to1 + i∞.

(2) We now estimate the integral on the vertical part from1 − i∞ up to1 − i by Proposition 11.6. It
yields (in view of the boundedness off(s) proved in (1)):

∣
∣
∣
∣

∫ 1−i

1−i∞

D(s)xk+s

s · (s+ 1) · . . . · (s+ k)
ds

∣
∣
∣
∣
= O(xk+1/ log(x)).
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So, this part will vanish in the error term. The same argument applies to give

∣
∣
∣
∣

∫ 1+i∞

1+i

D(s)xk+s

s · (s+ 1) · . . . · (s+ k)
ds

∣
∣
∣
∣
= O(xk+1/ log(x)).

(3) It remains to evaluate the integral on the path starting at1−i, going right to2−i, then going up in a
straight line to2+i, and finally going left to1+i. We shall again use the residue theorem to do so.
As (s−1)D(s) has an analytic continuation to an open set containing{z ∈ C | Re(z) ≥ 1}, there
is 0 < σ < 1 such thatD(s) is a meromorphic function on{z ∈ C | σ/2 < Re(z) < 3, |τ | ≤ 2}
having a unique pole atz = 1 with residue1. Thus,

Res(
D(s)xk+s

s · (s+ 1) · . . . · (s+ k)
; 1) =

xk+1

(k + 1)!
.

Let δ be the path starting atσ − i, going right to2 − i, going up to2 + i, going left toσ + i and
going back down toσ − i. The residue theorem gives:

1

2πi

∫

δ

D(s)xk+s

s · (s+ 1) · . . . · (s+ k)
ds =

xk+1

(k + 1)!
.

This looks like the result we are aiming at! So, it remains to prove that the contribution of the part
of the pathδ that is left of the vertical line at1 only contributes to the error term.

(4) We first take care of the integral over the vertical line fromσ + i to σ − i by Proposition 11.6. It
yields:

∣
∣
∣
∣

∫ σ−i

σ+i

D(s)xk+s

s · (s+ 1) · . . . · (s+ k)
ds

∣
∣
∣
∣
= O(xk+σ/ log(x)).

So, this part will vanish in the error term, as required.

(5) It remains to treat the integrals over the vertical lines from1 + i to σ + i and fromσ − i to 1− i.
As the second one works precisely as the first one, we focus on the first one. On this part the
continous function D(s)xk+s

s·(s+1)·...·(s+k) can be bounded above by some constant. Thus, it remains to
estimate

xk+1

∫ 1

σ
xudu =

xk+1

log(x)

∫ 1

σ
eudu =

xk+1

log(x)
(e− eσ),

which also vanishes in the error term.



Théorie des nombres et applications à la cryptographie
Semestre d’été 2013

Université du Luxembourg Feuille 1
Prof. Dr. Gabor Wiese 19/02/2013

Ces exercices sont à rendre le 26/02/2013 au début du cours. L’un/une d’entre vous présentera un des
exercices lors du cours du 05/03/2013.

1. (a) Calculerd := pgcd(252, 225) par l’algorithme d’Euclide.

Trouvera, b ∈ Z tels qued = 252 · a + 225 · b (identité de Bézout).

(b) Soientn = 252 ete = 71. Trouvers ∈ N tel que1 ≤ s ≤ 252 etes ≡ 1 mod (n).

2. Soientp1, p2, . . . , pr des nombres premiers distincts. On posen = p1·p2 · · · pr. Soitm ≡ 1 mod(ϕ(n)),
oùϕ(n) est la fonction d’Euler, c’est-à-dire, le nombre d’unités de l’anneauZ/(n).

Démontrer que pour toutx ∈ Z/(n) on a :xm = x (égalité dansZ/(n)).
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Semestre d’été 2013

Université du Luxembourg Feuille 2
Prof. Dr. Gabor Wiese 26/02/2013

Ces exercices sont à rendre le 05/03/2013 au début du cours. L’un/une d’entre vous présentera un des
exercices lors du cours du 12/03/2013.

1. Dans cet exercice nous allons voir comment transformer une phrase (pour simplifier en majuscules
sans accents) en un entier. Pour ceci, nous allons utiliser le tableau suivant.

Lettre 0 1 . . . 9 A B . . . Z . , : ; ! ? espace

Entier 0 1 . . . 9 10 11 . . . 35 36 37 38 39 40 41 42

La phrase « Tu es. » est transformée en un entier ainsi :
T=29, U=30, espace=42, E=14, S=28 , .=36

29 + 30 · 43 + 42 · 432 + 14 · 433 + 28 · 434 + 36 · 435 = 5389222451.

(a) Décrire en détail la procédure inverse pour transformer un entier en phrase.

Indication : Utiliser la division euclidienne.

(b) Quelle phrase est représentée par l’entier 9965219185703 ?

2. Dans cet exercice nous voyons comment marche « l’exponentiation rapide ».

Soitn un entier positif donné en notation binairen = (ar, ar−1, . . . , a1, a0)2 avec des chiffresai ∈ {0, 1}

pouri = 0, . . . , r, c’est-à-dire

n =
r∑

i=0

ai2
i.

Exemples :3 = (1, 1)2 = 1 · 21 + 1 · 20, 10 = (1, 0, 1, 0)2 = 1 · 23 + 0 · 22 + 1 · 21 + 0 · 20.

Soit x ∈ Z (ou dans n’importe quel autre anneau). Nous voulons calculerxn en faisant aussi peu de
multiplications que possible. Observer :

xn = x(
P

r

i=0
ai2

i) = (x(20))a0 · (x(21))a1 · (x(22))a2 · . . . · (x(2r))ar .

Nous calculonsx10 : Si l’on le fait de la manière naivex · x · x · x · x · x · x · x · x · x, on a besoin de 9
multiplications. Nous pouvons y arriver avec seulement4 multiplications, notamment :

e1 := x · x = x2, e2 := e1 · e1 = x4, e3 := e2 · e2 = x8, e1 · e3 = x10

(a) Imiter le calcul dex10 pour calculerx20. Combien de multiplications vous faut-il ?

(b) Soitn = (ar, ar−1, . . . , a1, a0)2. Démontrer qu’on n’a jamais besoin de plus de2r multiplications.
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Ces exercices sont à rendre le 12/03/2013 au début du cours. L’un/une d’entre vous présentera un des
exercices lors du cours du 19/03/2013.

1. Dans cet exercice vous allez construire un corps de cardinal9.

(a) Trouver un couplea, b ∈ F3 tels queX2 + aX + b est un polynôme irréductible dansF3[X].

(b) SoitK := F3[X]/(X2 + aX + b) pour le couple(a, b) de (a). Dresser la liste de tous les éléments
deK.

(c) Calculer un inverse pour tout élément non nul deK.

(Cela montre queK est un corps commutatif, car nous savons queK est un anneau commutatif.)

2. SoitK un corps. Dans cet exercice vous allez démontrer un analogue pour l’anneau des polynômes
K[X] du théorème principal de la théorie élémentaire des nombres. Vous pouvez ledéduire de l’algo-
rithme d’Euclide et de l’identité de Bézout ainsi :

(a) Soitf ∈ K[X] un polynôme de degrén := deg(f) > 0. Démontrer qu’il existe une famille finie
de polynômes irréductiblesp1(X), . . . , pr(X) ∈ K[X] tels que

f(X) = p1(X) · p2(X) · . . . · pr(X).

(b) Soitp(X) ∈ K[X] un polynôme de degrén := deg(p) > 0. Démontrer que les assertions sui-
vantes sont équivalentes :

(i) p(X) est un polynôme irréductible.

(ii) p(X) est un élément premier dans l’anneauK[X].

(Se rappeler que, par définition,p(X) est un élément premier dansK[X] si et seulement si
pour toutg(X), h(X) ∈ K[X] tels quep(X) | g(X)h(X), on a quep(X) diviseg(X) ou
h(X).)

(c) Soitf(X) ∈ K[X] un polynôme unitaire (c’est-à-dire que le coefficient du monôme dominant est
égal à 1) de degrén := deg(f) > 0.

Démontrer quef(X) s’écrit comme produit fini de polynômes unitaires et irréductibles : Il existe
r ∈ N et de polynômes unitaires et irréductiblesp1(X), . . . , pr(X) tels que

f(X) = p1(X) · p2(X) · . . . · pr(X).

Démontrer aussi qu’à numérotation près, les polynômes unitaires et irréductibles apparaissant dans
le produit sont uniques, c’est-à-dire : Sif(X) = q1(X) ·q2(X) · . . . ·qs(X) est un autre tel produit,
alorsr = s et il existeσ dans le groupe symétrique sur les lettres{1, . . . , r} (c’est-à-dire, le groupe
de toutes les permutations de{1, . . . , r}) tel queqi(X) = pσ(i)(X) pour touti ∈ {1, . . . , r}.
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Ces exercices sont à rendre le 19/03/2013 au début du cours. L’un/une d’entre vous présentera un des
exercices lors du cours du 26/03/2013.

1. Cet exercice vérifie la règle de Leibniz (c’est-à-dire la règle du produit) pour la dérivée d’un polynôme.

Soit K un corps. La dérivée formelle du polynômef(X) =
∑n

i=0
aiX

i ∈ K[X] est définie par
f ′(X) =

∑n
i=1

aiiX
i−1.

Soientf(X), g(X) ∈ K[X] eth(X) = f(X)g(X). Démontrer :

h′(X) = f ′(X)g(X) + f(X)g′(X).

2. SoitK un corps fini de cardinalpn oùp est premier.

(a) Démontrer :(α + β)p = αp + βp pour toutα, β ∈ K.

(b) Déduire de (a) :(α + β)pd

= αpd

+ βpd

pour toutd ∈ N.

(c) Démontrer que l’application
F : K → K, x 7→ xp

définit un isomorphisme de corps (que l’on appellemorphisme de Frobenius).

(d) Calculer l’ordre deF (dans le groupe des automorphismes de corps deK).

(e) Soient1 ≤ d ≤ n et F d = F ◦ F ◦ · · · ◦ F
︸ ︷︷ ︸

d fois

. Démontrer queK〈F d〉 := {x ∈ K | F d(x) = x} est

un sous-corps deK et calculer le cardinal deK〈F d〉.
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Ces exercices sont à rendre le 26/03/2013 au début du cours. L’un/une d’entre vous présentera un des
exercices lors du cours du 09/04/2013.

1. (a) Démontrer que le polynômef(X) = X4 + X3 + X2 + X + 1 ∈ F2[X] est irréductible.

(b) ConsidérerK = F2[X]/(f(X)). Nous savons que c’est un corps de cardinal16, doncK× est un
groupe cyclique d’ordre15.

Trouver un générateur deK×.

2. Le « protocole sans clé » de Shamir.Shamir a trouvé une méthode permettant à Alice d’envoyer un
message à Bob qui ne puisse être lu par personne d’autre. Sa méthode a lapropriété très spéciale
qu’Alice et Bob n’ont pas besoin d’une clé commune.

D’abord on décrit la méthode avec les outils du quotidien. Alice met son message dans une boîte et
elle ferme la boîte avec un cadenas à elle (elle seule possède la clé pour l’ouvrir). Alice est donc la
seule personne qui peut ouvrir la boîte à ce moment-là. Elle envoie la boîte à Bob. Bob ajoute une
cerrure à lui pour fermer la boîte une deuxième fois (seul Bob possède laclé pour ouvrir son cadenas).
Il envoie la boîte (maintenant ayant deux cadenas) à Alice. Elle utilise sa clé pour enlever son cadenas.
Elle envoie la boîte, qui est à ce moment-là fermée seulement par le cadenas deBob, à Bob qui peut
l’ouvrir avec sa clé et récupérer le message. Noter que la boîte est fermée pendant tous ses trajets par
au moins un cadenas.

Soit p un « grand » nombre premier et1 ≤ m ≤ p − 1 le message (on devrait aussi supposer que
m ∈ F

×

p
est d’ordrep − 1 pour des raisons de sécurité, mais nous négligeons ce point). Alice veut

envoyerm à Bob.

(a) Décrire une version du protocole sans clé de Shamir dansF
×

p
dont la sécurité repose sur le problème

du logarithme discret.

(b) Supposons qu’Eve sait résoudre le problème du logarithme discret dansFp et qu’elle connaît toute
la conversation entre Alice et Bob. Démontrer qu’Eve peut calculerm.
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Ces exercices sont à rendre le 09/04/2013 au début du cours. L’un/une d’entre vous présentera un des
exercices lors du cours du 16/04/2013.

1. (a) Démontrer par récurrence :52k

= (1 + 4)2
k

≡ 1 + 2k+2 mod 2k+3 pour toutk ∈ N≥0.

(b) Conclure de (a) que l’ordre de5 dans(Z/2m
Z)× est égal à2m−2 pour toutm ∈ N≥2.

(c) Soitp > 2 un nombre premier. Démontrer par récurrence :(1 + p)pk

≡ 1 + pk+1 mod pk+2 pour
toutk ∈ N≥0.

(d) Conclure de (c) que l’ordre de1 + p dans(Z/pm
Z)× est égal àpm−1 pour toutm ∈ N≥1.

2. (a) Soitm ∈ N≥2. Démontrer l’existence d’un isomorphisme de groupes

(Z/2m
Z)× ∼= Z/2Z × Z/2m−2

Z.

Les facteurs sont engendrés par−1 et5 dans(Z/2m
Z)×, respectivement.

Indication : Nous savons queϕ(2m) = (2 − 1)2m−1 = 2m−1. Montrer qu’aucune puissance de5

n’est égale à−1 dans(Z/2m
Z)×.

(b) Soientp > 2 un nombre premier etm ∈ N≥1. Démontrer l’existence d’un isomorphisme de
groupes

(Z/pm
Z)× ∼= Z/(p − 1)Z × Z/pp−1

Z.

Indication : Nous savons queϕ(pm) = (p − 1)pm−1. Utiliser la classe de1 + p, le fait que
F
×
p = Z/pZ

× et le fait quep etp − 1 sont premiers entre eux.
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Ces exercices sont à rendre le 16/04/2013 au début du cours. L’un/une d’entre vous présentera un des
exercices lors du cours du 23/04/2013.

1. Calculer les symboles de Legendre en utilisant la réciprocité de Gauß :
(

313

367

)

;

(

367

401

)

;

(

401

313

)

;

(

3

401

)

.

Indication : Les nombres3, 313, 367, 401 sont tous premiers.

2. Soitp ≥ 5 un nombre premier. Démontrer :

(a)
(

3

p

)

=

{

+1, si p ≡ ±1 (mod 12),

−1, si p ≡ ±5 (mod 12).

(b) On suppose que2p − 1 est un nombre premier. Alors
(

3

2p
−1

)

= −1.
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Ces exercices sont à rendre le 23/04/2013 au début du cours. L’un/une d’entre vous présentera un des
exercices lors du cours du 30/04/2013.

1. Démontrer leThéorème de Wilson :Soitn ∈ N≥2. Alors les assertions suivantes sont équivalentes :

(i) n est un nombre premier.

(ii) (n − 1)! ≡ −1 mod n.

Indication : Sin est premier, la classe de(n − 1)! dans le groupe multiplicatif du corps finiFn est le
produit de tous les éléments deF

×
n

, et six ∈ F
×
n
\ {±1}, alorsx 6= x

−1.

2. Soitn ∈ N≥3 impair. Calculer le symbole de Jacobi
(

(n−1)!
n

)

.

Indication : Utiliser le théorème de Wilson.



Théorie des nombres et applications à la cryptographie
Semestre d’été 2013

Université du Luxembourg Feuille 9
Prof. Dr. Gabor Wiese 23/04/2013

Ces exercices sont à rendre le 30/04/2013 au début du cours. L’un/une d’entre vous présentera un des
exercices lors du cours du 07/05/2013.

1. Test de primalité de Pépin pour les nombres de Fermat.

(a) Soitn ∈ N≥1. On poseFn := 22n

+ 1. Démontrer que les assertions suivantes sont équivalentes :

(i) Fn est un nombre premier (ditde Fermat).

(ii) 3
Fn−1

2 ≡ −1 (mod Fn).

Indication : Pour « (i)⇒ (ii) » utiliser le résultat d’Eulera
p−1

2 ≡
(

a
p

)

(mod p) pour un nombre

premierp et exercice 2(a) de la feuille 7. Pour « (ii)⇒ (i) » calculer l’ordre de3 dans(Z/FnZ)×

et comparer avec le cardinal de ce groupe siFn n’est pas premier.

(b) Utiliser une calculatrice/un ordinateur et le critère de (a) pour démontrer que257 est un nombre
premier. Si vous voulez, démontrer que65537 est aussi un nombre premier. Dans ce cas, vous
avez vérifié la primalité de tous les nombres premiers de Fermat connus, c’est-à-dire3, 5, 17, 257,
65537.

Indication : Exponentiation rapide (carré de carré de carré de carré...mais prendre le reste modFn

à chaque étape) !

2. SoitN ∈ N≥3 impair etN − 1 = R ·

s
∏

i=1

pki

i où p1, . . . , ps sont des nombres premiers distincts et

R ∈ N tel quepi ∤ R pour touti ∈ {1, . . . , s}.

(a) On suppose que pour touti ∈ {1, . . . , s} il existeai ∈ Z tel que

(i) aN−1
i ≡ 1 (mod N) et

(ii) pgcd(a
(N−1)/pi

i − 1, N) = 1.

Démontrer que tout premierq qui diviseN est de la forme

q = m ·

s
∏

i=1

pki

i + 1 (1)

pour unm ∈ N convenable.

(b) Démontrer : si
∏s

i=1 pki

i > R, alorsN est un nombre premier.

(c) Démontrer : siN est un nombre premier, alors tout générateura de (Z/NZ)× satisfait les hypo-
thèses de (a) pour touti.

Indications : Pour (a) démontrer d’abord

(i) aN−1
i ≡ 1 (mod q), et

(ii) a
(N−1)/pi

i 6≡ 1 (mod q)

pour tout diviseur premierq | N . Conclure de (i) quepki+1
i ne divise pas l’ordre deai dansF×

q .
Conclure de (ii) quepki

i divise l’ordre deai dansF×
q . En déduire la forme (1) pourq en utilisant que

F×
q est un groupe cyclique de cardinalq − 1.



Théorie des nombres et applications à la cryptographie
Semestre d’été 2013

Université du Luxembourg Feuille 10
Prof. Dr. Gabor Wiese 30/04/2013

Ces exercices sont à rendre le 07/05/2013 au début du cours. L’un/une d’entre vous présentera un des
exercices lors du cours du 14/05/2013.

1. Soitp 6= 2 un nombre premier. Soitg ∈ Z dont la classe modp engendre le groupe cyclique(Z/pZ)×.

Démontrer que le symbole de Legendre
(

g
p

)

est égal à−1.

2. SoitN ∈ N≥3 impair. On suppose que pour touta ∈ (Z/NZ)× on aa
N−1

2 ≡ ±1 mod N .

Le but de cet exercice est de démontrer queN est un nombre premier, si on impose une hypothèse
supplémentaire (celle de (e) ou celle de (f)). On raisonne par l’absurdeet on suppose queN n’est pas
premier. SoitN = p1 · p2 · . . . · pk sa factorisation en nombres premiers. On procède en plusieurs
étapes :

(a) Démontrer :N est un nombre de Carmichael, donc par le coursN est sans carré (squarefree),
k ≥ 3 et (pi − 1) | (N − 1) pouri = 1, . . . , k.

(b) Le théorème chinois donne un isomorphisme

Ψ : (Z/NZ)× →
k

∏

i=1

(Z/piZ)×.

Décrire les images des classes1 ∈ (Z/NZ)× et−1 ∈ (Z/NZ)× parΨ.

(Cette question est facile. Son unique but est de vous faire réviser le théorème chinois car il faut
l’utiliser dans ce qui suit.)

(c) On suppose qu’il existej ∈ {1, . . . , k} tel queN−1

pj−1
est impair. Soitgj un générateur de(Z/pjZ)×

(qui existe car nous savons que le groupe multiplicatif de tout corps est cyclique).

Calculer

(1, . . . , 1, gj , 1, . . . , 1)
N−1

2 ∈
k

∏

i=1

(Z/piZ)×

(gj est à laj-ième place) et en déduire une contradiction.

(d) On fait l’hypothèse supplémentaire queN ≡ 3 mod 4. Déduire de (a)–(c) queN est premier.

(e) On fait l’hypothèse supplémentaire qu’il existeb ∈ (Z/NZ)× tel queb
N−1

2 ≡ −1 mod N .

Déduire de (a)–(c) queN est premier.

Indication : Si pour tousi ∈ {1, . . . , k} on a queN−1

pi−1
est pair, alors poura ∈ (Z/NZ)× calculer

(a, . . . , a)
N−1

2 ∈
k

∏

i=1

(Z/piZ)×

et en déduire une contradiction.
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Ces exercices sont à rendre le 14/05/2013 au début du cours. L’un/une d’entre vous présentera un des
exercices lors du cours du 21/05/2013.

1. Soit(an)∞n=1 une suite de nombres complexes telle que
∑

∞

n=1 an converge absolument. Démontrer :

(a) Il existeN ∈ N tel que pour toutn ≥ N : |an| < 1.

(b) La série
∑

∞

n=N log(1 + an) converge absolument, où le logarithme complexe est défini par

log(1 + z) = −
∞

∑

n=1

(−1)n zn

n

pourz ∈ C avec|z| < 1.

(c) On définit
∏

∞

n=1(1 + an) parlimm→∞

∏m
n=1(1 + an). On a

∞
∏

n=1

(1 + an) = (1 + a1)(1 + a2) · · · (1 + aN−1) · exp
(

∞
∑

n=N

log(1 + an)
)

.

(d)
∏

∞

n=1(1 + an) = 0 si et seulement s’il existen ∈ N tel que1 + an = 0.

2. Soientf, g : [x0,∞) → C deux fonctions. On considère les deux définitions suivantes (due à Landau) :
– f(x) = O(g(x)) si et seulement s’il existeC > 0 etx1 > x0 tels que|f(x)| ≤ C · |g(x)| pour tout

x > x1.
– f(x) = o(g(x)) si et seulement si pour toutǫ > 0 il existexǫ > x0 tel que|f(x)| ≤ ǫ · |g(x)| pour

toutx > xǫ.
Démontrer :

(a) f(x) = O(1) si et seulement s’il existex1 tel que|f | est bornée dans l’interval[x1,∞).

(b) f(x) = o(1) si et seulement silimx→∞ f(x) = 0.

(c) Pour toutǫ > 0 on alog(x) = O(xǫ).

(d) log(x)x−1/
√

log(x) = o(1).

(e) On définitLi(x) :=
∫ x
2

1
log(t)dt. Montrer par intégration par partiesLi(x) = x

log(x)(1 + s(x)) avec
s(x) = O(1/ log(x)).
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Ces exercices sont à rendre le 21/05/2013 au début du cours. L’un/une d’entre vous présentera un des
exercices lors du cours du 28/05/2013.

1. On peut définir la fonction de Möbiusµ : N → {−1, 0, 1} par l’égalité

1

ζ(s)

produit d’Euler
=

∏

p∈P

(1 − p−s) =
∞

∑

n=1

µ(n)

ns
,

de fonctions holomorphes dans{Re(s) > 1} (ne pas démontrer l’holomorphie). Démontrer :

µ(n) =















1 si n = 1,

(−1)k si n = p1 · p2 · . . . · pk avec des premiers distinctsp1, p2, . . . , pk,

0 sinon.

Indication : Vous pouvez utiliser que
∑

∞

n=1
µ(n)
ns

est localement uniformément absolument convergente
dans{Re(s) > 1}, donc on peut échanger l’ordre des termes.

2. On numérote les nombres premiers par leur taille :p1 = 2, p2 = 3, p3 = 5, etc. Démontrer l’équiva-
lences des deux assertions suivantes :

(i) Le théorème des nombres premiers est correct, c’est-à-direlimx→∞ π(x) log(x)
x

= 1.

(ii) limn→∞

pn

n log(n) = 1.

Indication : Pour⇒ montrer log(π(x))
log(x)

x→∞
−−−→ 1. Pour⇐ montrer log(pn)

log(n)

n→∞
−−−→ 1, pn+1

n log(n)

n→∞
−−−→ 1, et

considérerpn ≤ x < pn+1.


