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Préface

La théorie des nombres est une des disciplines les plus anciennes en ntigiiésnares récemment,
elle a trouvé des applications (inattendues) en cryptographie et elle estautjlimtidiennement par
chacun et chacune (souvent sans le savoir).

Ce cours introduit des concepts de base de la théorie élémentaire dessolalpius importante

étant la réciprocité quadratique. Il contient aussi un traitement du tinéodes nombres premiers.
Coté applications, RSA, El Gamal, Diffie-Hellman et des tests de primalité saliéstu

Le cours sera enseigné en frangais, mais les notes seront multilinguellesasont partiellement

basées sur des cours enseignés en anglais.

Ces notes sont basées sur :

— Notes d'un cours de Gebhard Bockle donné a I'Universitat Duiskissgn.

— Notes d’'un de mes cours a I'Universitat Duisburg-Essen.

— Notes du cours « Courbes algébriques et applications a la cryptégraginné par Sara Arias-de-
Reyna et moi-méme a l'université du Luxembourg au semestre d’été 2012.

Freitag, BusamF-unktionentheorigSpringer-Verlag (pour le traitement du théoréme des nombres
premiers).

Littérature

Voici quelques références : Quelques’uns des livres devraientétdevenir disponsibles dans la

bibliothéque au Kirchberg pendant le semestre en cours.

— William Stein.Elementary Number Theory : Primes, Congruences, and Se&gtimger-Verlag.
Ce livre est disponible gratuitement sur
http ://nodul ar. mat h. washi ngt on. edu/ ent/ ent . pdf
Il est trés bien pour le début du cours.

— Siegfried Bosch Algebra(en allemand), Springer-Verlag. Ce livre sur I'algébre est trés coraplet
bien lisible.

— Serge Lang Algebra(en anglais), Springer-Verlag. C’est comme une encyclopédie debiage
on y trouve beaucoup de sujets rassemblés, écrits de fagcon concise.

— Perrin.Cours d’algébreEllipses

— Guin, HausbergeAlgebre |. Groupes, corps et théorie de Gal&PP Sciences

— Johannes BuchmanBinfliihrung in die KryptographieSpringer-Verlag

— Albrecht BeutelspacheModerne Verfahren der Kryptographie : Von RSA zu Zero-Knowledge
Vieweg+Teubner Verlag

— Albrecht Beutelspachdkryptologie : Eine Einflhrung in die Wissenschaft vom Verschlisseln, Ver
bergen und Verheimlichen. Ohne alle Geheimniskramerdieweg+Teubner Verlag

— Christof Paar, Jan Pelzl, Bart Prendd¢hderstanding Cryptography : A Textbook for Students and
Practitioners Springer-Verlag

— Jeffrey Hoffstein, Jill Pipher, J.H. Silverma#in Introduction to Mathematical Cryptography
Springer-Verlag

— Neal Koblitz.A Course in Number Theory and CryptograpBpringer-Verlag
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1 Some aspects of elementary number theory

The purpose of this first section is to survey the most basic conceptetesnentary number theory.
All students (should) have seen them before, but, it cannot hurt &tl them.

The way we present elementary number theory here is that its most fun@ddmencept is that of
Euclid’s algorithm. In fact, almost all that comes works for Euclidean rimgsch have probably
been treated in one of your algebra courses.

Theorem 1.1(Euclid, Bézout) Leta,b € Z not both zero. Thekuclid’'s algorithmcomputes the
greatest common divisatof a, b, notationd = ged(a, b), that is:

e d>1,
e d|a,d]|b,
e foranye > 1 such that | a ande | b, one has | d.

Moreover, theextended Euclid’s algorithmgivesr, s € Z such that
d=ar + bs.

In French this is calleddentité de Bézout
The proof is completely algorithmic. The algorithm is practiced in an exercistheet 1.
Definition 1.2. An integerp > 2 is called aprime numbeif its only positive divisors aré andp.

Theorem 1.3(Gauf3; fundamental theorem of elementary number thedmyn € N, n > 2, can be
written as a finite product of prime numbers: There is N and there are prime numbeys, . .., p,
such that

n=pi1-p2:-pPr
Up to renumbering, the prime numbers occuring in the product are @itpat is: ifn = g1 -q2 - - - ¢s
is another such product, then= s and there iss in the symmetric group on the lettefs, ..., r}
such thaty; = p,(; foralli € {1,...,7}.

We are going to prove this theorem. The proof is not as trivial as one migdssg It essentially uses
the extended Euclid’s algorithm. The existence part, however, is complétzigts forward:

Proof of existence in Theorem 1.Betn > 2. By induction we prove the following statement:
There are finitely many prime numbers, . . ., p,- such thath = py - ps - - - p,..

Sincen = 2 is obviously a prime number, the statementifior= 2 is true. Let us now suppose we
have proved the statement for all integers umte 1. We prove it forn. First case:n is a prime
number. Then the statement is obviously true. Second easeub with 1 < a < n. We know that
we can writer andb both as finite products of prime numbers, hence, the statemenféiiows. [
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Definition 1.4. Let R be aring. ByR* we denote the set of units &f i.e. the elements € R such
that there isy € Rwith 1 = zy.

An element # p € R\ R* is called aprime element of? if, whenevep divides a product:b with
a,b € R, thenp divides one of the factors, i.p.| a or p | b.

Lemma 1.5. Let R be a ring andp € R a prime element. Ip divides a productrs - - - s with
r; € R, thenp divides one of the factors, i.e. thereiis {1,..., s} such thap | r;.

Proof. Iterated application of the definition. O
The next lemma shows that prime numbers and prime elemeftsiia essentially the same.

Lemma 1.6. Letp > 2 be an integer. Then
pis a prime numbers pis a prime element i.

Proof. ‘=": Let a,b € Z and suppose | ab. If p | a, then we are done. So assumea. Since the
only positive divisors op arel andp andp does not divides, it follows that1l = ged(a, p). Hence,
there arer,y € Z such thatl = ax + py. Multiply this equation by and get:b = abx + py. Asp
dividesab by assumption and obvioustydividespy, it follows thatp dividesb, as was to be shown.
‘<" Supposep = ab with positive integers:, b. Then, agp is a prime element itZ, it follows p | a
orp | b. Consequentlyy > p orb > p, thusa = p or b = p, showing thap is a prime number. [

Proof of uniqueness in Theorem 1X8/e again prove this by induction am. The casen = 2 is
obvious. Let us suppose that we have proved the statement for alvpasttigers up taw — 1. Now
considem. We have, thus, prime numbeys, . . ., p, andqy, .. ., gs such that

n=p1-p2:-Pr=4q1-q2--gs-

By Lemmas 1.6 and 1.5 it follows that the prime numpeis a prime element which divides one of
theg; (fori € {1,...,s}), since it divides the produgt - g2 - - - ¢s. AS g; is a prime number, too, we
must haven; = ¢;. Dividing both sides by, we obtain

n/p1=p2- P Pr=q @ G Gi+1 s
As we already know the statement fofp;, we are done. O
Also the following famous theorem is based on the extended Euclid’s algorithm.
Theorem 1.7(Chinese Remainder Theorem)etn, m € N such thatged(n, m) = 1. Then the map
®:Z/(nm) — Z/(n) x Z/(m), a+ (nm)— (a+ (n),a+ (m))
is an isomorphism of rings.

Proof. The homomorphism property is easily checked.
Injectivity: Suppose: € Zisin (n) and in(m). This means that | a andm | a. Asged(n,m) =1,
it follows nm | a, which means € (nm), showing the injectivity.
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Surjectivity: As ged(n, m) = 1, there arer,y € Z such thatl = nx + my. We just have to interpret
this equation in the right way. It means thdt:= nz = 1 — my satisfies:

N =0 mod (n)andN =1 mod (m).
In the same way we have thaf := my = 1 — nx satisfies:
M =0 mod (m)andM =1 mod (n).

Letb, c € Z and considefb + (n),c+ (m)) € Z/(n) x Z/(m). Thena := bM + cN is an element
such that
a=b mod (n)anda =c¢ mod (m),

i.e.®(a+ (nm)) = (b+ (n),c+ (m)), showing the surjectivity. O
Definition 1.8. Letn > 1 be an integer. Let
p(n) =1(Z/(n)"],

the order of the unit group of the ririg/(n ), that is, the number of units @f/(n). One callsp Euler's
totient function (or: Euler’sp-function).

Lemma 1.9. Letn = p{'-p5* - - - p&r be the factorisation of into prime powers with pairwise distinct
prime numberp, ..., p,.

Thenp(n) = (pr — Dpft =" - (p2 — Dp5* " - (pr — Dper ™.

Proof. By the Chinese Remainder Theorem 1.7 it suffices to pydyé) = (p—1)p°~! for any prime
numberp.

In fact, it turns out to be easier to count non-unit&if(p°) instead of counting units. The non-units
in Z/(p°) are precisely the classest- (p¢) such thap | a, thatis,0, p, 2p, ..., (p*t —1)p. So, there
arep®~! non-units. Hencep(p®) = p¢ — p¢~t = p~L(p — 1). O

Now we need to recall one elementary statement from group theory.

Theorem 1.10(Lagrange) Let G be a finite group and? < G a subgroup. Denote by : H) the
index ofH in G and by|G| (and |H|) the order ofG (and H). Then

G| = |H[- (G : H).

Proof. Let us denote by the group operation. As abbreviation write= (G : H). Then by definition
there are- cosets, sayy; o H, g2 o H, . .., g.Ho such that

G:glo_HquOHU"'ugrOH,
where the symball means ‘disjoint union’. Now note that
H—gioH, zwgiox

defines a bijection, so that the number of elementd @indg; o H are equal. Thus(| = r|H|. O
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Corollary 1.11. Let G be a finite group andy € G an element. Therderord(g) is the smallest
positiven € Z such thate = ¢" (thatis,go g o --- o g), wheree is the neutral element i¥. Denote
—_—

n-times

by (g) the smallest subgroup 6f containingg.
Thenord(g) = |(g)| divides|G| and ¢!l = e.

Proof. Let H = (g). We obviously haveH | = ord(g). Hence, Theorem 1.10 givesd(g) divides
|G|, say,|G| = ord(g) - m for somem > 1. Then

)

g|G\ _ gord(g)-m _ (gord(g))m — M — ¢
finishing the proof. O

Corollary 1.12 (‘Little Fermat’). Letp be a prime number. We writ&, for the finite fieldZ/(p).
(Never use this piece of notatiorpifs not a prime power!). Letn € Z be an integer such that = 1
mod (p —1).

Then for anyr € F,, one has:z™ = x (equality inlF,).

Elements inZ/(p) are residue classes, soc Z/(p) is of the forma + (p) for somea € Z. One,
thus, often formulates the corollary in terms of congruences: Fouany., the congruence

m —

a a mod (p)

holds ifm =1 mod (p — 1).

Proof. The group of units oF,, has ordep—1 as the only non-unitis (the class 6f)Let0 # = € F,,.
By Corollary 1.112P~! = 1. We haven = 1 + (p — 1)r for somer € Z. Thus:

g™ =g = g D — g (1:p_1)r =z-1"=ux.
Forx = 0 we obviously also have™ = 0™ =0 = z. O

Corollary 1.13. Letpy, po, ..., p, be pairwise distinct prime numbers and put p; - ps - - - p-. Let
m =1 mod (¢(n)).
Then for anyr € Z/(n) one has:z™ = z (equality inZ/(n)).

Proof. Exercise on Sheet 1. O

2 RSA

In this section, we introduce one of the main cryptographic algorithms thatuarently in use: the
RSA-algorithm, named after Ron Rivest, Adi Shamir and Leonard Adlemanh Bf you probably
uses this algorithm several times a day (maybe, without knowing it).

There are three people in the set-up:

e Alice: She wants to send a message to Bob.
e Bob: He wants to get a message from Alice.

o Eve: She wants to know what Alice writes to Bob, but, of course, Alice aslol\Bant to avoid
this.
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Bob’s preparation step

e Bob chooses two distinct (random) prime humbheendg.

Bob computes (multiplications):
n:=p-q ¢n)=p-1-(¢—1).

e Bob chooses a randoin< e < ¢(n) such thaged(e, p(n)) = 1.

Bob uses the extended Euclid’s algorithm in order to compusigch that
es=1 mod (¢(n)).

For that, Bob computes ¢ € Z such thatl = se + tp(n).

Bob publishes: ande (for example, on his webpage, in the phone book).

n is called themodulusande the public key

Bob keepss top secret

s is called thesecret key

Alice’s message encryption

We assume here that Alice’s message is an integsuch thatd < m < n — 1. In an exercise on
Sheet 2, you will show how to transform a text message into a sequersteloihumbers. In fact,
on Sheet 2, you show how to turn a sentence (or a text) into some positigerinte However, the
integerM might be bigger tham. In that case, what one does is to wrii€in its n-adic expansion,
i.e.
S
M:Zminiwithogmi <n-1.
i=0
Like this one breaks the messalje up into the piecesy, ..., m; and one encrypts (and decrypts)
each piece separately. But, as already said, for the sake of simplicitiy ekfusition, we suppose
that the message only consists of one single piesem < n — 1.

e Alice looks up Bob's(n, e) (e.g. in the phone book).

e Alice computesV := m® mod (n); we can také) < M < n — 1. The computation can be
done by fast exponentiation, see exercise on Sheet 2.

e Alice sends)M to Bob.
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Bob’s message decryption

Bob receives the messadé from Alice.

e Bob computesV := M* mod (n) with 0 < M < n —1. That computation can again be done
by fast exponentiation.

He findsN = m because:
M* = (m®)°=m*=m mod (n)

by Corollary 1.13.

Eve’s problem
Eve knows the following:
e Bob’s (n, e) (she can look them up in the phone book, too).

e The encrypted messagd (because she was eavesdropping — secretly listening; that's why
she’s called Eve).

If Eve can compute the prime factgrgandgq of n, then she can decrypt the message very easily:
e Like Bob, she computeg(n) = (p — 1)(g — 1).
e Like Bob, she uses the extended Euclid’s algorithm in order to comysiieh that
es=1 mod (p(n)).
Now she know the secret kaytoo!

e Like Bob, she decrypts the message by compuling= M* mod (n), which is, of coursem
again.

So, one has to prevent Eve from being able to fagtoFhis one does, in practice, by choosimgnd

q very big, e.g. of size aroun2f?*8, so thatp andq have each more than 600 decimal digits. Then
the currently best known algorithms for factoringvould be too slow to yield a result in less than a
couple of millions of years.

Of course, one does not know whether there is not a much faster afgortthis insecurity, one has
to live with.

3 Finite fields

If p is a prime number, theR, := Z/(p) is a finite field withp elements. But, these are not the only
ones. In fact, in this part of the lecture we are going to establish that &br game powep™ there
is a finite field having™ elements, callef,,», and up to isomorphism these are the only finite fields.
It is very important to remember th&},. # Z/(p"), as soon as > 1 (for instance, irZ/(p™) the
equality0 = pp™~! shows thab # p is a non-unit, but in fields all non-zero elements are units).
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First we treat the example of the finite field withelements in order to show that there are other
finite fields thanF, with p a prime. Considef(X) := X2 + X + 1 € Fo[X]. Itis an irreducible
polynomial. This one can check by testing that it does not have any zefs if{0) = 1 # 0 and
f(1) =1 # 0 (always remember that this way of testing irreducibility is only valid for polyndsnia
of degree® and3, since from degreé¢ onwards, a polynomiaf could factor asf = gh with both

g andh having no zero). We recall the notatidyi(X)) for the principal ideal generated bf(X),
which consists of all multiples of (X).

We putK := Fo[X]/(X? + X + 1). We represent its elements as

6::O+(f),T::l—l-(f),Y::X—i-(f),l—i-X:zl—i—X—i—(f).

It is very simple to write down the addition and the multiplication table explicitly (we didithtke
lecture). It becomes obvious that every elemenkoflifferent from0 has a multiplicative inverse.
As we already know from the general theory of quotient rings #ids a ring, the existence of the
multiplicative inverses shows théf is a field. It has 4 elements and is denofgd

Definition 3.1. Let R be a commutative ring. If there is a positive integeisuch that

lp+1p+---+1r=0r

m times

in R (where for the sake of clarity we writ®; (resp.1g) for the neutral element of addition (resp.
multiplication) of R — we shall not do this at any other place), then tharacteristic of? is defined
to be the minimum sucf.

If no suchm exists, then we say that hascharacteristic®.

Example 3.2.Q has characteristi€® and for a prime numbep, the finite field¥,, has characteristi@.
The characteristic oF, is 2 (this is clear).

Proposition 3.3. Let R be an integral domain (e.g. a field). Then the characteristic is either a
prime number.

Proof. Suppose the characteristic Bfism > 0 andm = abwith 1 < a,b < m. Then

0=1+1+4-41=04+1++1)-1+1+---+1).

m times a times b times

As R is an integral domain, it follow$ +1+4---+1=00r1+4+1+---4 1 = 0 and both contra-
~—_———— ~—_——

a times b times

dicts the minimality ofm. O

We are now going to construct many more finite fields in a more conceptual@uw@ayapproach is a
generalisation of our construction Bf,. The key is — again — the extended Euclid’s algorithm, now
applied in the polynomial ring.

Theorem 3.4(Euclid, Bézout) Let K be a field and letf(X), g(X) € K[X] not both zero. Then
Euclid’'s algorithmcomputes the greatest common diviggX ) of f(X), g(X), notationd(X) =

ged(f(X), g(X)), that is:
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e d(X) # 0is monic (i.e. highest coefficient equalitp
o d(X) [ f(X),d(X) | g(X),
o foranye(X) # 0 such thate(X) | f(X) ande(X) | g(X), one has:(X) | d(X).
Moreover, theextended Euclid’s algorithmgivesr(X), s(X) € K[X] such that
d(X) = f(X)r(X) + g(X)s(X).

The proof is again completely algorithmic.

We presented the theorem about Euclid’s algorithi# and K [ X ] in a completely analogous manner.
In fact, most of the theory can be developed for all rings, in which osettauclidean division (i.e. a
division with remainder). Such rings are callédclidean rings You may or may not have seen them
in your algebra classes. In this lecture we just néexhd the polynomial ring over a field, so we will
not go into Euclidean rings in general. On Exercise Sheet 3, you willepasvanalogue of Gaul?’
fundamental theorem of elementary number theoryi¢KX | (the general statement, which you may
have seen, is: Every Euclidean ring is a unique factorisation domain.).

We start with a simple, but extremely useful consequence:

Lemma 3.5. Let K be a field andf(X) € K[X] be a non-zero polynomial. Then the following
statements hold:

(a) Suppose there is € K such thatf(«) = 0 (sucha is called azeroor arootof f). Then there is
a polynomialg(X) € K[X] such that

f(X) = (X —a)g(X).
(b) f(X) has at mostleg(f) many zeros.

(c) Let f/(X) be the formal derivative of (X); that is, for f(X) = Y., a; X", we letf'(X) =
S e XTI f(X) = g(X)h(X)? with g(X), h(X) € K[X] non-zero polynomials, then
h(X) divides theged(f(X), f/(X)).

Proof. (a) We use Euclidean division:
f(X) =q(X) - (X — o) +r(X),

where the rest(X) has degree strictly smaller than the degree of the di\i&r- «), whence the
degree of(X) is 0. Thus,r(X) = cis a constant polynomial. Now, we plugdnfor X and obtain:

0=fla)=¢q(a) (a—a)+c=0+c=c,

showing that the rest(X) is zero, so thatX — «) dividesf.
(b) follows by induction from (a).
(c) Itis easily checked that the Leibniz rule holds for the formal derreaf$ee Exercise on Sheet 4):

F1(X) = g (XOh(X)? + 29(X)N (X)h(X) = h(X)(g'(X)h(X) + 29(X)N' (X)),

showing that(X) dividesf’(X) and thus it divides the greatest common divisof @K' ) and f/(X).
O
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We now turn to the construction of finite fields. The fundamental result isat@afing, which we
first phrase in some generality and then specialise to finite fields in the cgrollar

Proposition 3.6. Let K be a field andf € K[X] an irreducible polynomial of degree > 0.
ThenK[X]/(f(X)) is afield. Its elements can be represented as

n—1 n—1
ZaiXi = (Z a; X" + (f(X)) with ag, ag, ..., an_1 € K.
i=0 i=0

Proof. We already know thak'[X]/(f(X)) is a ring. Now we show that every non-zero element has
a multiplicative inverse. Ley + (f(X)) € K[X]/(f(X)) be a non-zero element. Being non-zero
means thay(X) + (f(X)) # 0+ (f(X)), which is equivalent tg(X) ¢ (f(X)), which is the same
asg not being a multiple off, i.e. f(X) does not dividey(X).

It follows that the greatest common divisor ¢f X) and ¢g(X) is equal tol, whence there are
r(X),s(X) € K[X] such that

1= f(X)r(X) + g(X)s(X).
Taking residue classes i§[X]/(f(X)) we obtain

T=1+(f(X)) = (9(X) + (f(X))) (s(X) + (f(X))) = 75,

exhibiting the desired inverse gf= g(X) + (f(X)).
The representatives listed in the assertion are just the remaindersioivy f. O

Corollary 3.7. Letp be a prime number and € [F,[X] an irreducible polynomial of degree =

deg(f) > 0.
ThenF,[X]/(f(X)) is afinite field having™ elements, which can be represented as

n—1 n—1
ZaiXi = (Z aiXi) + (f(X))with0 < ag,ai,...,ap—1 <p—1.
1=0 1=0

Proof. In view of the previous proposition, this is clear. O

Now we have a big supply of finite fields — under the assumption that thermang irreducible
polynomials inF,[X]. It is possible to give a brute force proof that for everyc N, there is an
irreducible monic polynomiaf (X) € F,[X] of degreen. This can be done by counting the number
of reducible monic polynomials of degreeand observing that this number is smaller tip&r{which

is the total number of monic polynomials of degrée so that there must at least be one irreducible
monic polynomial. We will, however, go a slightly smarter way, which uses the mofi@a splitting
field of a polynomial.

The central role in the construction of the field with elements is played by the polynomi&P" —

X e F,[X]. Forn > 1itis not irreducible, so we cannot apply the previous corollary. Instead
will take its splitting field. Although splitting fields may be known to you from a ceursalgebra,
we shall construct them here again (in a quick and concise way).
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Theorem 3.8. Let K be a field andf(X) € K[X] a monic polynomial of degree. Then there is a
field L satisfying the following properties:

(1) K C L.
(2) There areyy, ..., a, € L such that (inL[X]):

FOO = (X —a1) ... (X — an).

3) If K C Ly C L andL; satisfies (1) and (2), thebh = L, (i.e. L is the smallest field containin,
over whichf(X) factors into a product of linear polynomials).

The fieldL is called thesplitting field (corps de décomposition, Zerfallungskorpery of
Proof. We show the following assertion by induction an

For every fieldK” and every monic polynomigl(X) € K[X] of degree at most, there
is a field L such that

() K CL.
(1) There areny, ..., «, € L such that (inL[X]):

fX)=(X—-—a1) ...- (X —ay).

If n =1, thenf is already linear and, = K trivially satisfies (1) and (ll).

Now assume that the assertion has been established for all polynomialgreésleip tor» — 1. We
now want to establish it for the polynomigle K[X]| of degreen. For this, we distinguish two cases:
f is reducible:In this case, we factof(X) = ¢g(X)h(X) with g(X),h(X) € K[X] of degrees
strictly less tham. From the induction hypothesis applied fdrX') € K[X] we deduce the existence
of a field L, satisfying (1) and (). We apply the induction hypothesis again/fak') € L;[X] (we
can, of course, viewi(X) as a polynomial ofl; [ X] becauseX is a subfield ofL;) and obtain a
field L satisfying (I) and (ll) (for the polynomiak(X)). We haveL O L; 2 K, showing (l) for
f € K[X]. Moreover, it is clear thaf (X') factors into linear factors ovelr[X| because the roots of
g(X) liein L; C L and those of(X) liein L.

f is irreducible:From Proposition 3.6 we know that := K[X]/(f(X)) is afield. It containds (the
classes of the constant polynomials) and the alass X = X + (f(X)) is a zero off (X) € Li[X].
To see this, let us writg¢(X) = > ; a;X*. Then:

FX) =Y aX =Y a(X + (/X)) =Y aX + (f(X)) = f(X) + (f(X))
=0 =0 =0

=0+ (f(X))=0.

(Note the small ambiguity in the notatiom: = a + (f(x)) = @ for a € K.) Hence, overl; [X]
we havef(X) = (X — a)g(X) with g(X) € L;[X] of degreen — 1. This allows us to apply the
induction hypothesis fog(X) € L,[X], yielding a fieldL O L; O K over whichg(X) factors as a
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product of linear polynomials. Consequently, ovethe polynomialf(X') factors into a product of
linear polynomials, establishing the assertionsfor

We now prove the theorem. The above assertion gives us aliedatisfying (1) and (2). We now
want to show that there is a field for which (3) also holds. This is very easy. Namely, it suffices to
let . be the smallest subfield @ff which containsy, . . ., a,. O

We are now ready for the construction of a finite field withelements.

Proposition 3.9. Letp be a prime number and € N~ (. Considerf(X) = X?" — X € F,[X].
Then the splitting field of f(X') overF, is a finite field withp” elements.

Proof. As L is the splitting field, there are elements, . .., a,» € L such thatf(X) = f;(X —
«;). By Lemma 3.5 (c), they; are pairwise distinct because

ged(f(X), f'(X)) = ged(f(X),p"XP" 7! = 1) = ged(f(X), -1) = 1

(if a; = «; fori # j, then takeh(X) = (X — ;) andg(X) = f(X)/(h(X)?)). So, the set
M = {aq,...,apn } hasp™ elements and it consists precisely of the zerodjinf f(X).
We now show thaf\/ is a subfield ofL. Leta, 5 € M, hencen?" = o andg?" = g.

e 0,1 € M because they clearly satisfy0) = 0 = f(1).

e Supposer # 0. Thena?” = o implies(1)?" = 1, showing that\/ contains the multiplicative
inverse of any non-zero elementid.

e Froma?" = a andp?” = 3, it follows (a3)?" = o3, showing that\/ contains the product of
any two elements of/.

e Froma?" = q, it follows (—a)?" = (—1)P"a = —a (note that forp = 2 this equation is also
true), showing thafl/ contains the negative of any of its elements.

e Fromo?" = aandp?” = 3, it follows (o + B)P" = o?" + BP" = a + 3 (see Exercise on
Sheet 4), showing that/ contains the sum of any two elementsidt

Due to (3) of the definition of a splitting field, one has= M and this finishes the proof. Ol

We have thus shown that there is a field withelements by constructing it as the splitting field of the
polynomial X?" — X € F,[X]. Next, we prove that all finite fields with* elements are of this type.
From that we shall deduce that any two finite fields with the same number ofrieare isomorphic,
so that we will obtain a complete classification of all finite fields.

Lemma 3.10. Let K be a finite field and lep be its characteristic. Thep is a prime number and
there isn € N such that the number of elementgoiis p”.
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Proof. The characteristic ol cannot be) because in that cas€ would contain infinitely many
elements, namel)¥ and hencd). So, the characteristic df is p. That means that the kernel of the
ring homomorphism

1+14---+1 if z>0,

7 K RN z times
’ —1-1—---—1 ifz<0.

~—
|z| times

is the prime idealp), whence by the homomorphism theorem (ler théoréme d’'isomorphisme) we
obtain an injectiori¥, — K. So,F, is a subfield ofK and, thus K is anlF,-vector space of some
dimensiom. Hence K hasp™ elements. O

Proposition 3.11. Letp be a prime numbef, € N+, and K a finite field withp™ elements. The&
is a splitting field of the polynomiat?" — X overF,,.

Proof. This is actually very easy. We check conditions (1), (2) and (3) in thaitiefi of a splitting
field:

(1)F, C K; thisis clear due to Lemma 3.10.

(2) Leta € K. If a = 0, then clearlys?" = a. If a # 0, thena®" 1) = 1 because the multiplicative
group K> = K \ {0} has ordep™ — 1. Hence, we also find”" = a. Consequently, all elements
of K are zeros off(X) = X?" — X € F,[X]. As we haveleg(f) zeros off in K, f factors into
linear factors ovei.

(3) Of course, no proper subfield of a field with elements can contain all the zerosfobecause
their number ig". O

Lemma 3.12. Let A be a finite abelian group. Thexponenixp(A) of A is defined as the minimal
positive integee such that® = 1 for all elements: € A. Then the following statements hold:

(a) Leta,b e A. Suppose that = ged(ord(a), ord (b)), thenord(ab) = ord(a) ord(b).

(b) Leta,b € A. Then there aré, j € N such thatord(a’s’) = lem(ord(a), ord(b)) (Icm: lowest
common multipleppem: plus petit commun multiplégV: kleinstes gemeinsames Vielfaches).

(c) There isa € A such thabrd(a) = exp(A).
(d) Aiscyclice exp(A) = #A.

Proof. (a) Lete > 1 such that®b® = 1. Sincel = ged(ord(a®), ord (b)), it follows froma® = b~¢
thata® = 1 = b°. Thus,ord(a) | e andord(b) | e, henceprd(a) ord(b) = lem(ord(a),ord(b)) | e.
Of course(ab)ord(@) ord(®) — 1,
(b) Let

ord(a) =pi"* -...-p,"* andord(b) = pi* - ... pi*

be the prime factorisations (i.e. the, . . . , pi are pairwise distinct prime numbers), where we sort the
primes in such away that; > nq,...,mgs > ng andmsy; < ng,...,mp < ng. Let

s

Mg mp, 7
a' :=aPs+1 Proandd = P o Ps
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It is clear that we have
ord(a’) = pj" ... pi* andord(¥) = it - P,

Hence, (a) implies that the order @f’ is

Pyt el pt - ppk = lem(ord(a), ord (D).
Of course,(ab)lem(erd(a).ord(®)) —
(c) Lete denote the lowest common multiple of the orders of all elements. it is an immediate
consequence of (b) that there is an elemeatA whose order is. So,e = ord(a) | exp(A). Clearly,
exp(A) is less than or equal @ showing the desired equality.
(d) is an immediate consequence of (c). Ol

Proposition 3.13. Let K be a finite field. Then the group of un&s* = K \ {0} (group with respect
to multiplication and neutral elemen) is a cyclic group of ordegt K — 1.

Proof. Let #K = p". Lete := exp(K*). Due to Lemma 3.12 it suffices to show that p™ — 1.
Suppose: < p" — 1. Then every element € K satisfiesa®! = a, so that the" elements are all
zeros of the polynomiak**! — X, which has degree+ 1. This is, of course, impossible because a
polynomial of degree + 1 has at mose + 1 zeros (since the coefficients of the polynomial are in a
field). O

Definition 3.14. Let K be a field,L a field containingk’, anda € L. Consider the evaluation map
evy @ K[X] B inciCING 5

Let g(X) be the unique monic generator of the principal idkat(ev,) (recall: K[X] is a principal
ideal domain). In particular, any other polynomig X) € K[X] with f(a) = 0 is a multiple
of g(X).

One callsg(X') theminimal polynomial ofa over K.

Proposition 3.15. Let p be a prime number, € N+, and K and L finite fields withp™ elements.
ThenK and L are isomorphic, i.e. there is a field isomorphidm K — L.

Proof. By Proposition 3.13, the unit groufg * is cyclic of orderp™ — 1. Leta € K* be a generator,
i.e. an element of * of orderp™ — 1. Let g(X) € F,[X] be the minimal polynomial of.. It has
degreen, for, if it had a smaller degree, then the order oft would be a divisor op™ — 1, which is
impossible.

The evaluation mapv, : F,[X] SOOI, ¢ defines an isomorphism (via the homomorphism
theorem)F,[X]/(g(X)) = K. We show that als&',[ X]/(g(X)) = L.

Note thatg(X) | X(X?"~! —1) = XP" — X (in F,[X]) because is a zero of both polynomials, so
that X" — X is in the principal ideal generated lgy.X). We know by Proposition 3.11 thdt is a
splitting field of X?" — X overF,. Hence, als@(X) splits in L into linear factors and, thus, there is

f € L suchthay(5) = 0. This means that the evaluation mag; : F,,[X] ST, 1 defines the
desired isomorphism (via the homomorphism theorBpiX|/(g(X)) = L. O

Now we can state and prove the complete classification result of finite fielasisgpmorphism.
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Theorem 3.16.(a) The number of elements of any finite fi&lds of the formp™, wherep is a prime
number and the characteristic &f, andn € N+q.

(b) For any primep and anyn € Ny, there is a finite field having™ elements. Any two such are
isomorphic. We use the notati@h: .

(c) LetK be a subfield oF,». Then# K = p° for some divisoe of n.
(d) For every divisor | n, there is a unique subfield C [F,» havingp® elements.

Proof. (a) and (b) have been proved above.
(c) The fieldF, is a field extension ok, henceF, is aK-vector space of some dimensiénThus,

P = #Epn = (#K)7 = p*.
(d) Letn = ed. Then (geometric sum)
pl—1=(p"—1) (D 4= L 41)

=m

and (again geometric sum)
XP' L = (xP Tt —)(x T DmeY)  x (0 Dm=2) ),

showingf(X) := (X?° — X) | (X?" — X).

The zeros off (X') form a subfieldk of F,,» with p*-elements: it is the splitting field of(X') overF,,.
If L C Fp» is a subfield withp® elements, then all its elements are zerog'©X ), whenceL C K,
hencel = K. O

4 Diffie-Hellman and El Gamal for finite fields

Symmetric encryption

Alice and Bob want to communicate secretlynfessagés, as before, a positive integer< m < N
(for some fixed bigV). A keyis a positive integek < N.
A symmetric encryption functigfior the keyK) is a pair of maps:

fi:{1,2,...,N} xN—={1,2,...,N}

fo:{1,2,....,. N} xN—={1,2,...,N}

such thatfs(f1(m, K), K) = m and bothf; (m, K) and f2(n, K) can be computed quickly for all
m,n € {1,2,...,N}. One also wants that cannot (easily) be computed frofa(m, K) if K is
unknown. One callg; (m, K) theencryptionof the message: for the keyK.

Just to give an idea of a symmetric encryption system (this one is not peSeppose the key is

d—1
K =Y a0 witha; € {0,1,...,9}
=0
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and the message is

e
m = Zmiloi with m; € {0,1,...,9},
i=0
where we imagine thatis much bigger thad. Then we could take:

e
fi(m, K) => " M0,
=0

where theM; are computed as follows:

My =mg+ a9 mod (10),..., Mg 1 =mg_1+ag1 mod (10)
Ms;=mg+ay mod (10), ceey Msg_1 = mog—1 + ag—1 mod (10)
Msq = mog + a9 mod (10),..., Msg1 =m3q_1+ag-1 mod (10),

and so on, until,. The functionf; is defined in the same way, replacimgoy —.

Assumption: Alice and Bob have a common secret: a big intelfee N.

If Alice wants to send message to Bob, all she has to do is comput¢ := f1(m, K) and send\/

to Bob. He can read the message by computing- f2(M, K). Our assumptions imply that Eve,
who knowsM (and alsof; and f2), cannot deduce:. But, this all relies on the above assumption
that Alice and Bob have this common secret K€y If they are far away (Bob is in New York and
Alice in Luxembourg, they can only speak on the phone, and Eve listensttealconversations), it
is not so clear how they can get a common secret. That it is possible wasisteated by Diffie and
Hellman.

Diffie-Hellman key exchange

The players are the same as for RSA: Alice, Bob and Eve.

Task:Alice and Bob want to agree on a secret key, which both of them knawybigh is unknown
to Eve. They want to do this, even though Eve is listening to their conversation

A revolutionary method was found by Diffie and Hellman. In order to illustragentethod, we first
present the idea in a simpler setting, where it turns out to fail, and thempteseright version.
First (wrong) attempt

(1) Alice and Bob agree on a big prime numband an integet < g < p. Eve may knowp andg.
(2) Alice chooses secretly € N, computesA := ag mod (p) and sends! to Bob.

(3) Bob chooses secrettyc N, computesB := bg mod (p) and sends3 to Alice.

(4) Alice receivesB from Bob and computeK ajice := aB = abg mod (p).

(5) Bob receivesA from Alice and compute&gop := bA = abg mod (p).
Note: Kaiice = KBob-
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Eve listened to their conversation. She knows:B, p andg. She now uses the Euclidean algorithm
to computel < h < p such thatgh = 1 mod (p) (i.e. an inverse tg in F7). This allows her to
compute

Ah =agh=a mod (p)andK :=aB mod (p),

so thatK = Kajice = Kpgob. Thus, Eve knows the common ‘secréf.
A slight modification of the above turns out to prevent Eve from obtainingdoeet!
Correct realisation

The idea is to replace computations(ify,, +-) by computations irﬂF‘;n, -) (where we may, but need
not, choose: = 1).

(1) Alice and Bob agree on a big finite field(e.g.[F,, or any[F,») and a generatay of the cyclic
groupF*. Eve may knowF andg.

(2) Alice chooses secretly € N, computesA := ¢g* € F* and sends! to Bob.
(3) Bob chooses secretlye N, computess := g® € F* and sends3 to Alice.
(4) Alice receivesB from Bob and compute& ajice := B® = (¢%)* = g* € F*.
(5) Bob receivesi from Alice and compute&gop := A” = (¢°)* = g% € F*.

Note: Kajice = KBob.

Eve again listened to their conversation. She again kneyd3, p andg. But, in order to compute
a from A (andp andg) she would have to solve the discrete logarithm probierme finite fieldF,
which is defined as follows:

Given a finite fieldF and a generatay of the cyclic grougF* (with respect to multipli-
cation).

For A € F*, finda such thay® = A € F*.

The solutiona is called a (discrete) logarithm of (for the basis/generat@) because
g® = A.

Up to this day, no efficient algorithm is known to compute a discrete logarithmbig éinite field.
Hence, Eve cannot computeand, thus, cannot obtain the common seéfgf.e = Kpob, although
she has seen everything that Alice and Bob exchanged!

As a variant, one can replace the discrete logarithm problem in finite fieltselhgiscrete logarithm
problem in elliptic curves, and obtain an elliptic curves Diffie-Hellman key arge. This is used,
for instance, in the authentication procedure for the communication betwe&etiman passport and
areader.
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El Gamal encryption

A slight variation of the order of step in the Diffie-Hellman key exchangegiise to a public key
encryption system, which works similarly to RSA: Bob wants to receive messag particular, but,
not only from Alice), and for that purpose he produces a public kbjclvcan be looked up in a phone
book, and a secret key. People (like Alice) who have looked up the pkibjican send encrypted
messages to Bob which only he can decrypt using his secret key.

Bob’s preparation step

e Bob chooses a big finite fielél (e.g.FF,, or any[F,.) and a generatay of the cyclic groupF™.
Eve may knowF andg.

e Bob chooses secretlyc N and compute®? := ¢* € F*.

e Bob publishesB (andFF andg) in the phone book.

Alice’s message encryption

e Alice looks up Bob'sB (andFF andg) in the phone book.

e Alice chooses secretly € N and computes! := g* € F* (just like in the Diffie-Hellman key
exchange).

e Alice computesKajice := B® = (¢%)" = ¢® € F*.
e Alice encrypts the messadd := f1(m, Kajice)-

e Alice sendsM and A to Bob.

Bob’s message decryption
e Bob receives\/ and A from Alice.
e Bob computedion, = A® = (9%)° = g% € F*. Note that agairK ajice = Kpob.

e Bob decypts the message= f2(M, Kpob)-

And Eve?

Eve knowsA, B (andF andg) and M. As in the Diffie-Hellman key exchange she is faced with
computingb from B or a from A in order to get hold o ajice = Kob (Which we assume is necessary
for the message decryption). This is the same discrete logarithm problem finitadield F, and,
hence, currently undoabile if the field is big enough.
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5 Legendre symbol

We first prove two lemmas to be used later on. They could already havdreassd at earlier places
in the lecture.

Lemma5.1. (a) Letm € N>o. There is a group isomorphism
(Z)2MZ)* = 7.)27 x 7.]2™ 2.
The factors are generated by the classes dfand5 in (Z/2™Z)*, respectively.
(b) Letp > 2 be a prime number andgh € N>;. There is a group isomorphism
(Z/p™2)* = Z/(p = 1)L x Z/p"~ L.
Proof. Exercise. O

Lemma 5.2. Letp > 2 be a prime number. There ar%}l squares inF, (a square inF, is an
element such that there i$ € )y such thata = b?) and there are equally many nonsquares.

Proof. We consider the group homomorphism

2
. X T X
gp.IFp —»]Fp.

Its kernel is clearly{—1,1} and its image is the set of squai@$” in F*. Thus the homomorphism
theorem (1st isomorphism theorem) gives the isomorphism

p:Fy/{1,-1} 2F;,
from which the claimed formula follows. O

Definition 5.3. Let N € N>;. Anintegera € Z is calledquadratic residue modul®y if there is
b € Z such that
a=b> mod N.

Otherwise, we call it ajuadratic nonresidue

Lemma5.4. (a) LetN € N>;. Whether or not: is a quadratic residue modul®y only depends on
the class of. in Z/NZ.

(b) Supposev = Hlep?i in its factorisation into prime powers (that is, theare distinct primes).
Thena is a quadratic residue modul®y if and only if it is a quadratic residue modu}g" for all
ie{l,... .k}

(c) Letp > 2 be a prime number, € N anda € Z such thatp t a. Then the following statements
are equivalent:

(i) ais aquadratic residue modulg®.

(ii) ais aquadratic residue modula
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(d) Leta € Z be odd. Then the following statements are equivalent:

() ais a quadratic residue modulej’.
(i) n=1lor(n=2anda=1 mod 4)or(n>3anda =1 mod 8).

Proof. (a) is clear since it is an assertion about the #navZ.
(b) This follows immediately from the Chinese Remainder Theorem which gfiesomorphism

U Z/NZ —TL[p" T % - X L/pI* T

a—(ay,...,ax)
b l—><b1, ce ,bk)
‘=" If a =1?, thena; = b? foralli € {1,...,k}, showing that; is a square modulp}”.

‘<" Suppose nows; = b7 forall i € {1,...,k}. Then¥(a) = (ay,...,a;) = (b%,...,b3) =
U(b?).

(c) ‘(i) <= (ii): If a=b*> mod p", thatis,p” | (b*> — a), hencep | (b? — a), thusa = b> mod p.

‘(i) = (i) Supposea = b*> mod p. Asp 1t a, it follows p 1 b, thusb is a unit in(Z/p"Z)*. Hence,
there isc € Z such thaz = b*¢ mod p™ ande =1 mod p.

Claim: For alli > 0 we havec?’ =1 mod pitl.

We show that claim by induction. The caise: 0 is true by assumption. Suppose the assertion is true
for 4, we want to prove it foi + 1. So, we know?' = 1 + pi*lz for somez € Z. We take thep-th
power and expand it

. . ) V4 )
cp”l — (cpZ)P =(1 +pz+1x)p _ Z (i)p(wrl)kxk
=0
p

=1+ (D) p T+ Z (l,z)p(iﬂ)kxk =1 mod p't2
k=2

n—1+1

Thus,c® " =1 mod p"™. We exploit this as follows. Set:= ¢z . Then

n—1
= ("= = )2 = T =" e =c¢ mod p.
Hencea = b%c = b?d? = (bd)?> mod p™.
(d) ‘(i) = (ii): Let a = 2m + 1 be any odd number (with: € Z). Then its square is congruentto
modulo8 (hence alsd modulo4 and1 modulo2):

a>=02m+1)?=4m* +4m+1=4m(m+1)+1=1 mod§,

where we used that:(m + 1) is necessarily even as it is the product of two consecutive integers.
‘(i) = (i): The cases, = 1 andn = 2 are trivial asl = 1? is a square. Let us hence assumz 3
anda = 1 mod 8. From Lemma 5.1 it follows that = 5% mod 2" for somek € N: in general
we knowa = (—1)"5° mod 2" for somer, s € Z; thusl = a = (—1)"5° mod 8, implying2 | r
and2 | s. O
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This lemma reduces the calculation whether oraista quadratic residue moduld to the calculation
whether or notz is a quadratic residue modujofor the primesp dividing N. This leads to the
introduction of the Legendre symbol.

Definition 5.5. Letp > 2 be a prime number and € Z. TheLegendre symbdk defined as

0 ifpl|a,
<> =41 if p1a anda is a quadratic residue moduto
—1 if ptaandais a quadratic nonresidue moduylo

Note that the definition only depends on the class miodulop.

Proposition 5.6(Euler). Letp > 2 be a prime number and € Z. Then the congruence
<a> — "7 mod D
p

Proof. If p | a, the result is straight forward:

holds.

(a> =0 andapz;1 = OP%1 =0 mod p.
p

We now assume 1 a, thatisa € F,;. We consider the group homomorphism

p—1

. ><£L’I—>$2 X
PRD o I L

Recall thatF ¢ is a cyclic group of ordep — 1 and note thaip(2?) = (¢(z))* = 22~ = 1 for all
x € F)\. This implies that the image igl, —1} C F,’ and that the squaré§2 are in the kernel. The
homomorphism theorem (1st isomorphism theorem) gives an isomorphism

7 :Fy/ker(p) = im(p) = {-1,1},

showing that the order dfer(y) is 1‘%1. By Lemma 5.2 there ar@;—1 squares iff¢, henceker(y) =

F 2. This proves the proposition. O

Corollary 5.7. Letp > 2 be a prime number. The Legendre symbol defines a group hombisiorp
p

2)-6)6)

Proof. This follows immediately from Proposition 5.6. O

F, — {~1,1}, a— <“> .

In particular, for all a, b € Z one has
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6 Gauld’ reciprocity law

We first state Gaul3’ reciprocity law. Its proof will be given later.
Theorem 6.1(Gaul?’ reciprocity law) Letp # ¢ be two distinct odd prime numbers.

- 1 ifp=1 d4
@ () =(u= =4 P
P —1 ifp=3 mod 4.

2_ 1 fp=1,7 d8
(b) (2) = (—1)pTl = tp » £ Moa s,
b -1 ifp=3,5 mod 8.

(c) (%) = (g) (—1)%“’5*1. In particular, ifp =1 mod 40r¢=1 mod 4, then(%) = (g)
Let us remark that (a) is a direct consequence of Euler’s resuloBitagm 5.6.

Example 6.2.1n the following examples we apply Gaul}’ reciprocity law and the fact thatégendre
symbol? only depends on the residue classiahodulop.

+ (B9 = (4) = () (B) - 111
« (B9) = (5) = () (B () = (9 = (1) =1
R e O R Gt

A generalisation of the Legendre Symbol is the Jacobi Symbol. We will uge pirfmality testing
later this term.

Definition 6.3. Letm > 3 be an odd natural number and write = p; - - - - - p;, for its factorisation
into (not necessarily distinct) prime numbers. koe Z, theJacobi symbois defined as

k
a a
() =11 (2).
where the Legendre symbol is used on the right hand side.

If m is a prime number, then the Jacobi syml()ré;j) equals the Legendre symbol. Howeverpif
is not a prime number, then one must not interpret the Jacobi symbol likeetiendre symbol. For

instance,
()-()F) -

but—1 is not a square modull (see Lemma 5.4).
Lemma6.4. Letm = Hlepi > 3 be an odd integer (and theg are primes) and let., b € Z.

(a) The Jacobi symbc(l%) only depends on the residue classiohodulom.

(b) (£) = (%) (&)
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Proof. (a) This follows immediately from the Chinese Remainder Theorem:=2b mod m, then
a =b mod p; foralli € {1,...,k}. But we already know for the Legendre symbol tlﬁ%?g) =

(pi) which gives the assertion.
() () =TT, (2) = (T, (2) - (T (2) = (2) (B). E

We will now extend Gaul3’ reciprocity law from the Legendre to the Jacghio®l. For this we first
include a lemma.

Lemma 6.5. (a) The map
€ (Z/AZ)* — {+1,-1}, m (=1)"
is a group homomorphism.

(b) The map

w: (Z/87) — {+1,-1}, mw (—1)" s
is a group homomorphism.

Proof. (?) Wekh?v guhol _ (mol g koly — 9. molhol — g mod 2. This shows(— )™ =

(1) (-7 .

(b) We have’B*=1 _ (m?=1 | K-1) _ g m=1E -1 — g od 2. This shows(—1)" 5 =

m2-1 k271

(1) 5 (=1) s
Theorem 6.6(Jacobi’s reciprocity law)Letm # k be two distinct odd integers at least

@ (L) = (-1)™ =e(m).

m2—

() (2) = (=15 =w(m).
k—1 m—

© (%)= () ()7 7.
Proof. Letm = [[;_, p; andk = [];_; ¢; be the factorisations ofi andk into prime numbers (not
necessarily distinct).
@) () = ITi=i (51 ) = Iizi €(pi) = e(ITi=, pi) = €(m), where we used GauR’ reciprocity law
Theorem 6.1 (a) and Lemma 6.5 (a).
®) (2) =TI, ( 2) =TTi—, w(p:) = w([[—; pi) = w(m), where we used GauR'’ reciprocity law
Theorem 6.1 (b) and Lemma 6.5 (b).
(c) We now use Gaul}' reciprocity law Theorem 6.1 (¢) and Lemma 6.5 (a):

() () =G DL () - HH@) ey

i=1 Z].j 1

) () - T o e

j=1li=1 Jj=1li=1 J=1

1 if e(m)=1
[y (-1) 72 =TI elq) = e(k) if e(m) =1
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This shows(£) (%) = (—1)"z "z O
Example 6.7. (£55) = (125) (o55) (355) = (355) = — (42) = — (+};) = —1. We used that
1999 = 7 mod 8 (hence(1a5s) = 1) and111 =3 mod 4,1999 = 3 mod 4, 1999 = 111-18+ 1.
We have thus computed the Legendre syn@@%) using the rules of the Jacobi symbol without
factoring 111, just doing division with remainder. This is an important advantage bexdus very
hard to factor big numbers in practice!

Next we will prove Gaul}’ reciprocity law Theorem 6.1 by using Gaul’ swhsch allow to write
down a closed formula fo@) for distinct odd prime9, ¢.

Lemma 6.8. Letp be a prime number and € N>; not divisible byp. There is a finite field extension
F,(n) of F,, such thatf,(n)* contains a cyclic subgroup of order

Proof. DefineF,(n) as the splitting field oveF, of the polynomialX™ — 1 € F,[X], which is
separable agcd(X™ —1,nX"~1) = 1. Thus it has: distinct roots, all of which are elements of order
dividing n. We know thatF,(n)* is a cyclic group by Proposition 3.13, hence there are precisely
elements or order dividing and these form a cyclic subgroup of orderas required. Ol

For the rest of this section and the proof of Theorem 6.1 we fix two distoft{poime numbers, ¢.

Lemma 6.9. For any1 # 3 € F,(q) of orderq we have
q—1
> B =0€TF,(g).
k=0

Proof. (1— )iy B =30 8 =i BF =" —p1=1-1=0. 0
We now fix an element of IF,,(¢) * of order equal t@, which exists by Lemma 6.8.

Definition 6.10. TheGaul3 sum fo; modulop (with respect tay) is defined as:

:qz< )a € Fy(q).

Proposition 6.11. 5,(q)? = (%1) ~q € Fp(g)™.

Proof. We first have by definition

We rewrite this as

S@r= Y Y <“;”>an+m.

n€(Z/qL)* me(Z/qL)>
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Note now that multiplication by: € (Z/qZ)* defines a group automorphism @f/qZ)*; that is,
every elementn € (Z/qZ)* can be written asn = nr for a uniquer € (Z/qZ)*. Thus we may
make the variable substitution = nr:

n\rn n-+—rn T ™\Nn
s BB () E () B
n€(Z/qZ)* re(Z/qZ)* re(Z/qZ)* ne(Z/qZ)*
We now use Lemma 6.9 to obtain
r -1 if altr £1,
saw= ¥ (1) { T
re(ZqT)¥ q q—1 If« =1.
Thus we obtain

wr--(Z)-E()-(3)- 56 ()

r=1 r=1

where we use *71 = (‘161;1 and the fact that ifZ/q7Z)* contains as many squares as non-squares
(Lemma 5.2), whence the finial sum cancels out. O

Proposition 6.12(Closed formula for the Legendre symbol with Gaul3 sums)

Proof. We first have by definition
q—1 n q—1 n q—1 np2
Sp(q)p = (Z <> an)p = Z () anp = Z (> O[np,
n=1 q n=1 q n=1 q

where we used ‘little Fermat’ Corollary 1.12 and the fact that)? = —1; the final equality is trivial.
Note now that multiplication by defines a group automorphism @/¢Z)*; that is, every element
r € (Z/qZ)* can be written as = np for a uniquen € (Z/qZ)*. Thus we may make the variable

substitutionnp = r:
,
Sp(q)? = Z (5) a’.
re(Z/qZ)*

Next we exploit the multiplicativity of the Legendre symbol
p r r p
sar=(5) 2 (5= (5)sw
re(Z/qZ)*
which is the claimed result, sinég,(¢) is invertible by Proposition 6.11. O

We can now do the main part of the proof of Gaul3’ reciprocity law.



6 GAUSS’ RECIPROCITY LAW 28

Proof of Theorem 6.1 (c)We first combine Proposition 6.11 with Euler’s result 5.6:

q—1

Sp(0)* = q- <_ql> =q-(-1) 7 €Fy(q)".

We obtain from this equality the following equivalence:
(=1 ot
(“ )2>—1<:>Sp(q)emp

because on the one handif(q) € I, theng- (—1)(1;21 is a square iff",; on the other hand, as square
;1

roots in fields are unique up to signgif (—1)‘12 is a square i, then.S,,(¢) must belong td,,.
Now recall that an elementin some finite extension df, lies in[F, if and only if 7 = z. Thus we

have the equivalence
(=D
<q()> =le Sp(‘]) = Sp(‘])p,

which by Proposition 6.12 gives the equivalence

<q'(_;)q;>:1<:><§>:1.

As the only possible values for the Legendre symbols in question herelaoe 1, we have shown
the equality

It suffices to interpret this in the desired way:

(5) -G () v ()

by Theorem 6.1 (a), which we already proved above. O

We must still give the proof of part (b) of Gaul?’ reciprocity law. It isersgally the same arguments
again withq replaced bygs.

Proof of Theorem 6.1 (b)Let us fix a generatoyy of the group of elements of order dividirgyin
F,,(8), which exists by Lemma 6.8.
TheGaul’ sum fo2 modulop is defined as

Sp(2) =+ e F,(8).

Note thaty* = —1. We use this in the following calculation:

Y+y 2=+ =1+ =92 - 42 =0.
This implies
Sp(2)2 =(y+ 771)2 =~124+24~72=2¢ F,(8)*.
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As in the proof of Theorem 6.1 (c) this gives the equivalences:

2
(p) =16 5,(2) €F, & 5,(2) = Sp(2)°.
We hence also calculate theth power ofS,(2). Assume firsp = 1,—1 mod 8. Then (using again
‘Little Fermat’ Corollary 1.12)

S = (v + TP =P TP =y T = 5(2).
Assume nowp = 5, —5 mod 8. Then we have
(2P =+ P ="+ =+ ()T = (v +77) = =S5,(2).

Thus, we obtair(%) = lifand only ifp = 1,—1 mod 8, which can be equivalently expressed as

p2-1

= 1. This consequently yields the claimed equa@/) =(-1)"7s . Ol

p2-1

(-1)*s

7 Carmichael numbers
Let us recall ‘little Fermat':For a primep one has

a?' =1 mod pforall a € Z such thap 1 a.

Does the converse also hold? That is: het N>, not be prime. Is there € Z with ged(a,n) =1
such that
a" '#£1 mod n?

The answer is no. Let = 561. Thena®® =1 mod 561 for all a € Z such thafgcd(a,561) = 1.
The proof is given below.

Definition 7.1. A natural numbern € N is calledCarmichael numbeif » is not prime and

n—1 _

a 1 modn

for all a € Z such thatged(a,n) = 1.

We are now going to characterise Carmichael numbers.

Proposition 7.2. Let N € N>,. The following statements are equivalent:
(i) N is a prime or a Carmichael number.
(i) The exponent ofZ/N7Z)* is a divisor of N — 1.

(iif) For every prime numbep such thatp dividesN

e p? ¥ N (numbers that are not divisible by the square of any prime are caitpdirefrep
and
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e (p—1) (N1

Before the proof let us check thad1 is indeed a Carmichael number:
n=>561=3-11-17.

We have
(3—1)|560, (11—1)|560and(17 —1) | 560 = 16 - 35.

Other Carmichael numbers ase 13 - 17 and7 - 13 - 19.

Proof. ‘(i) < (ii)": This equivalence is by definition of Carmichael numbers and the e&pb

‘(if) = (iii)’: We assume that the exponent G£/NZ)* is a divisor of N — 1. Let N = pi'pg? - - - pls
be the factorisation olV into distinct prime powers, wheng > 1 fori € {1,...,s}. The Chinese
Remainder Theorem reads

(Z/NZ)* = (Z)p]'Z)* x (Z)pR2Z)* x -+ x (L/pZ)™.

We know that the order qfZ/p;"Z)* is (p; — 1)p?‘1, and that this group contains an element of order
pi — 1 by Lemma 5.1. Thus the exponent(@/NZ)* is divisible byp; — 1 foralli € {1,..., s}.
Suppose now thad is not squarefree. Then without loss of generaftity> 1. Then there is an
element of ordep; in (Z/p{'Z)*. Thus also it follows thafZ/NZ)* contains such an element,
whencep; divides the exponent ofZ/N7Z)*, hencep; divides N — 1. As p; also dividesN, it
divides1, which is a contradiction.

‘(iiiy = (ii): Let N = p1ps---ps be the factorisation oN into distinct primes, which is possible
sinceN is squarefree. The Chinese Remainder Theorem

(Z/NZ)* = (Z/prZ)* X (Z[paZ)™ X -+ X (Z/psZL)*

together with with fact thatZ /p;Z)* is cyclic (Proposition 3.13) implies that for eack {1, ..., s}
there is an element € (Z/N7Z)* of orderp;, — 1. Lemma 3.12 implies that theregsc (Z/NZ)* of
orderlem(p; —1,p2—1,...,ps—1) =t e. Asa® =1 mod N forall a € Z such thaged(a, N) = 1,
it follows thate is the exponent of Z/NZ)*.

Since(p; — 1) | (N —1)foralli € {1,...,s}, it follows thatlem(p; — 1,p2 — 1,...,ps — 1) and
hence the exponent ¢%./N7Z)* dividesN — 1. O

Proposition 7.3. Every Carmichael number is odd and has at least three prime divisors.

Proof. Let N be a Carmichael number.

If N were even, theW — 1 would be odd. Butp — 1)|(N — 1) for all p | N would imply that only

2 can be a prime divisor aV. As N is squarefree, it followsv = 2. This is a contradiction because
2 is prime.

AssumeN = pq with two distinct prime numberg andq. We know thatp — 1 dividesN — 1 =
pg—1=(p—1)g+ (¢ — 1), whencep — 1 dividesq — 1. Exchanging the roles gf andgq we obtain
thatg — 1 dividesp — 1, so that we gep = ¢, a contradiction again. O
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8 The Solovay-Strassen primality test

We have seen that the cryptographic systems RSA, Diffie-Hellman, El Gatnaheed ‘big’ prime
numbers. How does one find ‘big’ prime numbers? How does one knowheha ‘big’ number is
prime?
A deterministic primality tesis an algorithm:

M m € NZQ

Output: true = m is a prime number.

f al se = m is not a prime number.

A probabilistic primality tesis an algorithm:

Input:  m € N>»

Output: true = m is a prime number with ‘high probability’.

f al se = m is not a prime number.
A prime number test doesot compute a factorisation oh. The idea is to decide whether is a

prime number or notvithout factorisingm. The reason for this is that factorisation of a big number
is in practice often undoable (recall that the security of RSA relies pigaigethis). In practice
probabilistic primality tests are usually faster than deterministic ones, anddorday cryptographic
purposes probabilistic tests suffice: if the probability that my banking apialices corrupted is less
than10~1°%0 | shouldn’t be worried.

In this section we present the so-called Solovay-Strassen primality tesa pirababilistic one. We,
however, start with a different primality test, which is deterministic.

Let us recall ‘little Fermat’ againFor all a € Z we haves?~! = 1 mod p if p is prime andp ¢ a.
Recall that the proof is just thaZ/pZ)* = F, \ {0} is a group of cardinality — 1, and any element
raised to the order of the group equals the neutral element. But, we knosv ®jpiis even a cyclic

group. Leth be a generator of it. Then:= b*7 satisfies? = 1 € F, hence
c=b"7 = —1€F}.
This can be turned around to provide a deterministic primality test.

Proposition 8.1. Let N € N>3 be odd. Suppose that for all € (Z/NZ)* we haves 'z = +1
mod N. We suppose that one of the two following statements holds:

(1) N =3 mod 4.
(2) Thereish € (Z/NZ)*: bz =—1 mod N.
ThenN is a prime number.

Proof. Exercise. O
Corollary 8.2. Let N € N>3 be odd. Then the following two statements are equivalent:
(i) N is prime.

(i) Forall a € (Z/NZ)* we have (for the Jacobi symbol):

a

a 2 = (N) mod N
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Proof. ‘(i) = (ii)": This is just Euler’s result: Proposition 5.6.

‘(iiy = (i): Assume thatN is not prime. Squaring (ii) shows th&{ is Carmichael number and
hence squarefree. Letbe a prime divisor ofV (necessarily odd) and let € Z be a generator of
(Z/pZ)*. Note that the Legendre symbé%) is —1 (Exercise). By the Chinese Remainder Theorem

there existd € (Z/NZ)* such thab = g mod p andb = 1 mod q for any prime divisorg | N,
q # p. Hence, the Jacobi symb(ﬂ,%) equals—1. Thus Proposition 8.1 shows that is prime, a
contradiction. O

Lemma 8.3. Let N € N>3 be odd and suppos¥ is not a prime. Consider the set

A:={ac (Z/NZ)* |a"7 = (%) mod N1.

Then#A < To(N) = L#(Z/NZ)*.

Proof. We consider the group homomorphism

¥ (Z/NL)* — (ZJNZ)*, ar a 5 - (%) .

Note thatA is equal toker(¢)). By Corollary 8.2 and the assumption thétis not prime, there i% €
(Z/NZ)* such thab = % (%) mod N, thusim(y) 2 {1}, so#im(s)) > 2. The isomorphism
theorem impliesm(y) = (Z/NZ)* /A, thus by Lagrange’s theoretn> #im(y)) = ¢(N)/#A,
implying the assertion. O

We can now describe the Solovay-Strassen primality test:

Algorithm 8.4 (Solovay-Strassen primality test)
Input: N € N>3o0dd,B € N (the ‘bound’).
Output: trueorfal se.

(1) Seti = 0.
(2) Choose a ‘random € (Z/N7Z)*.
(3) Calculate the Jacobi symbgl:= (%).

N—-1

(4) Calculatea 2~ mod N by fast exponentiation modulg.
(5) Ifg=h mod N,

e then replace byi + 1.
If i > B, then returnt r ue and stop. Ifi < B, then go back to step (2).

e otherwise, returrf al se and stop.

Remark 8.5. Let NV € N>3 be odd.

(a) If the Solovay-Strassen algorithm faN, B) returnsf al se, thenNV is not a prime number by
Corollary 8.2.
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(b) Ifthe Solovay-Strassen algorithm fa¥, B) returnst r ue, thenNV is a prime number with ‘prob-
ability’ at least1 — QLB in the following (slightly imprecise) sense: /i is not prime, then by

Lemma 8.3 the ‘probability’ that the ‘random’ elemensatisfies the congruenee = = (&)
mod N is less than%. If the ‘random’ choice of: is really random (like tossing a coin) and
independent of this congruence condition, then the probability of satisfgmgongruences
consecutive times is at mog#.

In this course we did not and we are not going to treat ‘random numbedsgenerators of random
numbers. The reader should be aware that it is impossible to generateragalym numbers by a
deterministic device like a computer. So randomness will only be some ‘fakemamess’, which is
— if well done — sulfficient for all practical purposes.

9 The Riemann(-function and prime numbers

In the rest of the lecture we will prove the prime number theorem. The expositilfollow the book
Funktionentheoridy Freitag and Busam.

Definition 9.1. Denote byP the set of prime numbers.
Define theprime counting functiors

T:Ryo =N, z—#{peP|p<ua},
that is, the function that counts the number of primes less than or equal to

Theorem 9.2(Prime number theorem; Hadamard, de la Vallée-Poussin)

m(x)

lim =1.

#—o0 2/ log(2)
In words: Asymptotically, the prime number functiofx) is described bgﬁ(@.

The proof of this theorem will occupy the rest of the lecture.
In order to explain the meaning of this theorem, let us look at the followingetsilo$N:

e {n € N|2]|n}, the set of even numbers,
e {n € N|3Im e N:n=m?}, the set of squares,
e PP, the set of primes.

All three sets are infinite and countable. Can we distinguish neverthelasgnfinite’ they are? In
order to do so, we count the number of elements in this set up to the bhoand then compare how
these numbers behave for— .

o #{n<=z|2|n}=|z]=x+r(x)with|r(z)| <1, numbers,
e #{neN|ImeN:n=m?}=|z| =z +r(z)with |r(z)] <1,

b W(:E) = @ + T(fﬂ) W|th hmﬂiﬂoo T(IL') 10g1§x) =0.
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In this sense, the set of even numbers is much bigger than the set of pwhiels,in turn is much
bigger than the set of squares.

But, there is even more contained in the prime number theorem: Supposeams &hprime num-
bers up tax; this knowledge is not enough to predict the next prime number; in ordemddtfione
has to check all numbers starting franfor primality. This is to say that ‘locally’ (in a small interval)
primes behave very randomly. The prime number theorem, however, saysahe looks ‘globally’,
then the set of prime numbers has much more structure (we know its growth!).

This statement can be made more precise if one takes error bounds intmiasebich we are not
really going to do because of time constraints. Very importantly, the famousrgitbued Riemann
Hypothesis predicts a very strong error term, which in turn would mean tbatethof primes is even
more regular than we know as of today.

Definition 9.3. TheRiemann(-functionis defined as

o0

C(s) := Z n-—°
n=1

for s € C such thatRe(s) > 1. Heren™* = exp(—slog(n)).

Lemma 9.4. The series defining the Riemagifunction converges absolutely and uniformly{ene
C | Re(s) > 144} foranyd > 0 and thus defines a holomorphic function {s € C | Re(s) >
1} — C.

Proof. One has the estimate

1
sl

75’ _

n | exp(—(o + it) log(n))| = |exp(—olog(n))| = [n~7 < |

It is easy to prove that -, ﬁ converges (of course, absolutely, since all terms are positive any-
way). General theory about complex power series implies the assertions. O
The relation to prime numbers is established by the following great insightlef:Eu

Proposition 9.5. For any s € C with Re(s) > 1, we have
¢ =TIa-»o
peP

In particular, {(s) # 0 for all s € C such thatRe(s) > 1.

Proof. Note thatl = (1 —p~*) - (332, p~**), whence we find (geometric series)

o0
(L-p)t=) p™
k=0

Let us multiply these together for the first primes, where we number the primes po, ... in the
natural way.

[e.e]

m m o0
[Ha=-p " =11DCm" = > GPwh--pir)

r=1 r=1k=0 k1, km=0
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Since every positive integer is uniquely the product of prime numbersoféhel1.3), we find

m

[[a-p"t= 3 s,

r=1 TLE.Am,

whereA,, is the subset oN>; consisting of those integers only divisible by the firstprimes. We
clearly haveN>; = |J;"_, A,,. Thus we obtain

m 00

: —s\—1 _ -5

Jm J[=p™ =2 e,
r=1 n=1

where we use that the series converges absolutely and may hencedeedoAs furthermore

Y -(-p 1%22!19"“%2!”’5\

peP peP k=1

we find (using an exercise on Sheet 11) that the infinite product dddsame any zeros fog € C
such thaRe(s) > 1. O

Definition 9.6. TheMangoldt functionis defined as

AGn) log(p) if n = p" with p prime andr € N>,
n) .=
0 otherwise.

TheChebychev functiofis defined as

> Al

1<n<z

Proposition 9.7. For s € C with Re(s) > 1 we have
SONRS -
— = A(n)n™*
)~ 2
Proof. We first compute the derivative ¢f(s) :== 1 —p~® =1 — exp(—slog(p)):

f'(s) = log(p) exp(—slog(p)) = log(p)p™°.

Hence we find for the logarithmic derivative

f'(s) _ log(p)p™* ks
() = 1 p = log(p Zp = log(p ;p .

log(f(s)) =
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where we used thazpeﬁD log(1 — p~*) is absolutely converging by an Exercise on Sheet 11. Write
s = o+ it with ¢ > 1. Choosed < ¢ < ¢ — 1. There isN such that for alln > N we have
log(n) 108;( ) <

log

< log(n
S5 Nog(or ™ < 3 - <

peP k=1 n=1 n=N+1

the series hence converges absolutely and may be reordered. Budgrieg precisely yields the
assertion. O

The next lemma shows that the contribution of the proper prime pgWidms n > 2 to the Chebychev
function is ‘small’ in a precise sens:

Lemma 9.8. Define

)= Y loglr).

peP,p<z
Then
(x) = O(x) + O(log(x) V/x)

(i.e.¥(z) — ©(z) = O(log(z)\/x)).

Proof. We bound the number of proper prime powefsfor n > 2 up to z, that is#{p" <
z | pprime,n > 2}. If p* < z, thenp < z'/™ and consequentlipg(2) < log(p) < %log(m),
which implies the upper bound

< 108(2)
~ log(2)’
We have
#p" <axlppimen>2p< 3 H 1= 3
SE e
=va+ ), 2" =0(a)
3<n<10g(1)

log(2)

becaus gi((;”;xl/i’* = O(y/z) aslog(z) = O(z®) for any« > 0. The assertion of the lemma now
follows immediately fromog(p) < log(z). O

Proposition 9.9. (a) The following statements are equivalent:

() ©(x) = > epp<s l08(P) = = + o(2).
(i) v(z) =2 1<, An) =2+ o(z).

(b) The validity of any of the two implies the prime number theorem 9.2.



10 ON THE ANALYTIC CONTINUATION OF THE RIEMANN ZETA FUNCTION 37

Proof. (a) The equivalence of (i) and (ii) is immediate from Lemma 9.8 in viewgfz)/z = o(z).
(b) We define the remainder function as

O(x)

r(z) = T_x so thatd(z) = (1 + r(z)).

Assertion (i) is equivalent ttim, ., 7(z) = 0. The crude estimatleg(p) < log(z) for any prime
p < x gives
O(z) < m(z)log(x)

and thus

m(x) > @(1 +r(x)).

We also need show an inequality in the other way. Qtet ¢ < 1, which we will choose later
specifically. We have the trivial inequality(z?) < z4. It implies

O(z) > > log(p) > log(a?)- (n(x) —m(27)) = qlog(x)(m(x) —m(27)) > qlog(x)(r(z) — 7).
We thus obtain
O(x) gz  1+r(x) PR 1—qg+r(z) log(zx)
o) < qlogl@) " Tlogl@)  q log() <1+ q T )

which is valid for all0 < ¢ < 1 and allx. The idea now is to choosgin dependence of such that
q — 1 (for x — o0) and such that the term on the right still tends to zerarfer- co. This can be
achieved by; := 1 — 1//log(z). The only non-trivial thing to check is:

xl-q xl/\/log(:p) -

by an exercise from Sheet 11. O

log(z)  log(x) o(1)

In order to prove the prime number theorem in the next two sections, wepshsa# the statement
from Proposition 9.9.

10 On the analytic continuation of the Riemann zeta function

(&9 1

We have verified (and the verification was really easy) tftaj = >~ - defines a holomorphic
function on{Re(s) > 1}. You also know from your first course in analysis that the harmonicserie
Sy % diverges, hence, it does not make sense to evaluate the series défaing

The key to the prime number theorem is in fact to contigumeromorphically just a little bit left of
{Re(s) > 1} in such a way that the only pole is af(that manifests itself in the divergence of the
harmonic series).

Since we are going to use it a lot, let us remark

|t°] = | exp(slog(t))| = [ exp(o log(t) + it log(t))| = |exp(alog(t))| - | exp(iT log(t))|
= |exp(olog(t))] =17,

wheres = o + i7 andt € Ry.
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Proposition 10.1. (a) Defines : R — Rasf(t) :=t — |t| — 1/2 (draw sketch). The integral
_ [T B®)
F(s):= /1 rs dt

converges absolutely fdte(s) > 0 and defines a holomorphic function in this area.

(b) ForRe(s) > 1 we have the equality

1 1

C(S):§+s—1

— sF(s).

Proof. (a) We use the estimatg%\ < \tl}w |. It implies that (withs = i + 1)

1/1 1
L —ob R
|/ t1+$|dt / —dt < t b= U(@g bf’)'

In particular, ]F( ) <= and the integral converges. From general facts it follows that theitumc
Fy(s) = [ t1(+)< dtis holomorphlc (this is not very difficult to prove). Note that

1 1
|F'(s) |/ tmdﬂ < — < N7

for any 5 > 0. Hence in any open neighbourhood ©fvhich is contained ifRe(z) > (3} the
sequence of holomorphic functiod$y converges taF' uniformly, implying thatF" is holomorphic
there, since locally uniformly convering sequences of holomorphic fumetioe holomorphic.

(b) The maybe at first sight strange choice3dé explained by the formula

n+1 n+1
/+ B(t) (t7°) dt = %((n—i—l) 5)—/ ! t=5dt,

which is just integration by parts, using that on the open intervat +1) we have3(t) = t—(n+3).
Hence (recalling the well known formulds )’ = —s 1+ and [ t~*dt = 1-t17%),

N-1 .pt1
—sFn(s) = Z/ B(t) (t*S)’dt
N
(n+1)"*+n )—/1 todt

n

N

1 1 Nl=s 1
= WD

»

Taking the limitN — oo yields the proposition, aBe(s) > 1. O

Corollary 10.2. The functions — (s — 1){(s) can be continued to a holomorphic function on the
open sefRe(s) > 0}. Its value atl is 1.

Thus, the Riemann-zeta functigfs) can be continued to a meromorphic function on the open set
{Re(s) > 0} (still denoted() having a single pole at = 1 of order1 and residuel.
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Proof. This is clear since we have — 1)((s) = 1 + 551 — s(s — 1) F(s) by Proposition 10.1. O

Proposition 10.3. For everym € N there is a constant’,, > 0 such that then-th derivative of the
Riemann-zeta function satisfies
< (s)] < Cunls

for all s such thatRe(s) > 1 and|Im(s)| > 1.

Proof. Let us first taker = Re(s) > 2. Then

GO Ll= <> 2 =),
n=1 n=1 n=1

so the Riemann-zeta function is bounded there. By the way, the yélids 72/6, as one usually
shows in a course on real analysis. In the same way oné@®tss)| < ¢(™)(2).

Thus we assume now< ¢ < 2 and|r| > 1 with 7 = Im(s). We use((s) =  + -5 — sF(s) from
Proposition 10.1. It is clear that in this aréair S_% is bounded by a constant; the same statement is
true for all its derivatives. It suffices thus to show that for everg N them-th derivative| F(™)(s)|

is bounded by a constant. Note that for 1 one haglog(t)| < cmt2m for some constant,,. Thus

we obtain )
oo t oo
/ (—log(t))mﬂ( )dt < cm/ —dt < o0,
1 tstl 1 t2
a converging integral. This finishes the proof. Ol

[F)(s)] =

Proposition 10.4. The meromorphically continued Riemann-zeta functjos) has no zero on the
closed half plangRe(s) > 1}. Moreover, there i$ > 0 such that for alls = oi +7 € Cwitho > 1

and|7| > 1 one has
1
>0—:.
()] 2 7

Proof. We show this proposition in a number of steps.

(1) Letus first remark that the statement is truedas 2 because then

\g(s)|zl—yg(s)—l\zl—zﬁ:2—g(2):2—%>o.35.
n=2

So, we can restrict th < o < 2, which we will use below.

(2) We take the logarithm of the Euler product of the Riemann-zeta functidruse the well-known
Taylor expansion ofog(1 — z) valid for |z| < 1:

tog(¢(s)) =1og [ T~ | =3 o1 —p) =S = =S b,
n=1

peP peP pEP m=1

1 .

= ffn=pmforpeP,meN,
whereb,, = { ™ " ]_) p m

0  otherwise.
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(3) Leta € C such thata| = 1. ThenRe(a?) + 4 Re(a?) + 3 > 0.

Note (a + (a))* = a* + (a)* + 4(a® + (a)?) + 6 (usingaa = |a|> = 1). We rewrite this and
obtain

0<(2 Re(a))4 = 2Re(a") + 8 Re(a?) + 6,
yielding the claim.
(4) Applying (1) witha = n~/2 gives
Re(n™27) +4Re(n™ ") +3 > 0.
Multiplying with the real numben =7 yields

Re(n~@*+27)) £ 4Re(n~ @) 4+ 3p77 > 0.

(5) Taking the sun}_>° | b,e we get

Re(z bnn_(‘ﬂr%ﬂ) +4 Re(z bnn_(‘H”)) +3 Z b,n~? > 0.
n=1 n=1 n=1
Using |exp(z)| = exp(Re(z)) we get forRe(s) = o > 1 by takingexp (in order to get rid
of log):
(o +i2r)| - [¢(o +in)|* - [¢(o)f = 1. (10.1)

(6) From the Euler product it follows thagts) # 0 for all s € C with Re(s) > 1. Let us now assume
Re(s) = 1in order to derive the first assertion. Let us suppose¢hgt= 0 for s = 1 +it. Then
we rewrite Equation (10.1) as

¢( +'t)—g(1:i it) 4 1
e R Gl 20| o) =D 2

Lettingo tend tol from the right, we obtain on the left hand side the valiiél + it)|-|¢(1+2t)],
whereas the right hand side diverges. This contradiction showsg thags not possess a zero on
the vertical axiRe(s) = 1.

(7) Rewriting Equation (10.1) gives

o1z (i) ()

By Corollary 10.2 we know that(c)(c — 1) is a continuous function on the closed interval
1 < o < 2, whence it is bounded above by some positive congtant 0. By Proposition 10.3
we have

[((o +1i27)[ < Cof7]

for some constant’s > 0 Putting these estimates together we have

1

€@ 2 Colo =)

with some constar®’s > 0.
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In view of the formula we aim at, we put

1
o(t):=1+ EW,

for somee > 0 to be chosen below. With this definition we get toe> o (7)

e3/4 1 s 1
—_ .= VL
|<(S)| Z 03 |7’|15/4 |T‘1/4 Cg € |7_’4.

This inequality is precisely of the required form (that’s whir) was chosen this way); note that
it holds for any choice of > 0.

We still have to treat the case< (7). Due to the existence of the derivative we have

a(7)
C(o+ir)=C((o(T) +iT) — / ¢ (u+it)du.

By Proposition 10.3 we have (sin¢g > |7|)
(o +iT)| < Cul7].
Thus we obtain the estimate
[¢(o +iT)| 2 [¢(o(7) +i7)[ = Ca - (o(7) = 1) - |7].

Using the estimate from (6) we get

; 1
<o +im)| = O3(o(r) = D g = Ca- (o(m) = 1) - I
Oyl o ey = (0 — gL
_Cg(€|7_|5) |T‘1/4 Cy (6’T|5) |T| = (Cse C4e)|7_|4.

We now choose > 0 small enough such that:= 0363/4 — Cye > 0. This finishes the estimate
also fore < o(7).

O]

These estimates will be applied to the function (defined as in Proposition 9.7)

_ ) v -
D(s) := O nZlA( yn=®.

It will play the major role in the proof of the prime number theorem.

Corollary 10.5. The functionD(s) has a pole of first order at of residuel and the functiorn(s —
1)D(s) can be continued analytically to an open set that contging C | Re(z) > 1}. Moreover,
there is a constant’ > 0 such that

[D(s)] < C|r°

forall s = o 4 i7 witho > 1 and|r| > 1.
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Proof. We have

B / 1 I 1 /
TR Gl 1 A (G 1S O) IS O N (CE VI C)
¢(s) ¢(s) ¢(s)
Using Corollary 10.2 and the first assertion of Proposition 10.4, this fumbts the valué at1 and
is analytic everywhere ofiRe(s) > 0}, where((s) # 0, that is, at least foRe(s) > 1. The estimate

follows immediately from the estimates in Propositions 10.3 and 10.4. Ol

11 A Tauberian Theorem

In this section we will prove the prime number theorem 9.2 by proving that thairgler ternr(z) =
Y(x) = Y Aln) =z(1+r(x))
1<n<x
tends ta) asx tends toco. That this suffices was proved in Proposition 9.9.
Fork € N we define for real positive

Ap(z) = % S A (@ —n)*.
n<lx
We have the following obvious statements: )
o P(x) = Ao(x),
o Ay (x) = Ag(z) forall k € N,
o Apyi(z) = [ Ap(t)dt, and
e Aj(x)is continuous ifc > 1 and piece-wise continuous for &lle N.

We also generalise the remainder term by defining it by the equation
X
(14 r(2)),

k41
Ap(z) = m

Note thatry(x) = r(x) and that,(x) is continous ifk > 1.

The strategy is to conclude the convergencef:) from the convergence ofi(x) by descend-
ing the k down to0. We will even be able to obtain an error term. This is done by the following
proposition.

Proposition 11.1. Letk € N. If 1 (z) = O(1/ log(z)'/N), thenry(z) = O(1/log(x)Y/ N))

Proof. As all A(n) are positive, the functiond, (z) are monotonously increasing (for the variab)e
Thus one has for all < h < 1:

k+1 k+2

(k+1)!

x+hx
</’ A()dt = Ay (2 + ha) — Apan (@)

haAy(z) = ha 1+ (@) = hk +2) - — (14 7(@))

(k+2)

(K i 2)! ((m + ha)" (1 + rga (@ + ha)) — 252 (1 + r’““(‘r))) '
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Rewriting gives:
1

L) < 7675

((1 + )R (1 4 g (2 + b)) — (1+ rk+1(x))) .

Let nowe(z) 1= > gcec [Te41(2 + )| < oo (for, 7441 () is continuous). From the assumption
ree1(z) = O(1/log(x)/N) we obtaine(z) = O(1/log(z)/"); in particular, forz — oo, €(z)
tends ta0. Plugging in the definition of(z) yields
ri(z) < _ ((1 + R (1 + () - (1 - e(a:))) -1
~ h(k+2)

_ (A+n)F2+1)e(x) (14 h)F*2— 1+ h(k+2)

h(k +2) h(k +2)
_ (@4 R+ 1) e(a) N SRR (k+2) pm
h(k +2) h(k +2)
We now specialisé := +/e(z). This is less than for x big enough. We obtain
ri(z) < 1 - V/e(x)

for some constar®; > 0.
In a very similar way (we omit the details) one also obtains

rp(x) > —Cq - \/€(x)
for some constan®y > 0. Thus,|ry(z)| < C+/e(z) = O(1/log(x)'/2N). O

The final aim is to prove the following proposition.
Proposition 11.2. For N 5 k > 7 we haver,(z) = O(1/log(x)).

Corollary 11.3. We have:(z) = O(1/ log(x)'/12%),
In particular, lim,_,~, 7(z) = 0 and the prime number theorem follows.

Proof. We start withr7(z) = O(1/log(x)) from Proposition 11.2 and apply Proposition 11.1 seven
times (notel 28 = 27). O

We keep writings = o + i7 with o, 7 € R. We also introduce the notation
o+100 00
/ f(s)ds = / f(o +ir)dr.
T—100 —00
We start with a very useful lemma; it is based on the residue theorem alaitexpn order to get a

function that is constant zero for real values(0nl] and positive for all. > 1. It will allow to ‘cut
off’ an infinite series.

Lemma 11.4.For k € N>, and allo > 0 we have

1 o+100 s

a d 0 if0<a<l,
270 Jo—ico S(S+1)(S+k) %(l—é)k if1<a.




11 A TAUBERIAN THEOREM 44

. +i +iR . g
Proof. In order to compute the integrdl’ "'~ we compute/’"" " and then let? tend to infinity. In

order to abbreviate, let us write

z

a
J() = z-(z41)-...- (24 k)
Note thatf(z) is meromorphic with poles only &t —1, -2, ..., —k. We have to distinguish the two
cases.
1) 0<a<l

In this case, the absolute vall#g| = a"*(*) is bounded by.” > 0 for all z € C with Re(z) > o.
Moreover, for allz € C with |z| = R we have|f(z)| < #0_1). Since f does not have any
poles on the right half plane, Cauchy’s integral theorem tells us that t@&hy@fﬁ f(z)dz +
va f(2)dz vanishes, wherep, is the arc on the circle of radiug around0 starting ab + ¢ R and

running through the right half plane to— i R. The above estimate showigi;_. fm f(z)dz =
0, thuslimp—eo [T f(2)dz = 0.

(2) 1 <a.
In this case we cannot argue as before, as the integral along the #ne oircle of radiusRk
through the right half plane ‘explodes’. We thus have to take the otherttivaugh the left half
plane. By the very same arguments as above, the integral along the cioigtirthe left half
plane tends to for R — oo.

However, there are poles in the left half plane! This explains the grdateliice in the behaviour.
We may not use Cauchy’s integral theorem. Instead, the answer islgiise residue theorem:
For R > k (so as to see all poles) we obtain

i [ eyt = mi 3 Rest o) =2y 0T gL Ly
im 2)dz = mmzo es(f;—m) = mmzom!(k = 2miss ,

R—o0 Jo_in —m)! a

as required. (We used the standard formula for computing residuesaidns with a simple
pole of orderl.)

O]

We use the previous lemma in order to give a descriptioA,gfr) in terms of an integral, which we
subsequently will estimate.

Proposition 11.5. For all £ € N>; and allo > 1 we have

1 o+ioco D(S)strk
Ap(z) = — ds.
k() 2m‘/(,_m s (s+1)-... (s+h)"
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Proof. We obtain the proposition from the following calculation (based on Lemma 11.4).

Z A(n n—x)

1<n<zx

> L —-mk ifz>
:ZA(n)wk Ll ) Ix n,

— 0 if xt <n

o+i00 xS

ot o—ice St (s+1)-...-(s+k)
(_*)i o+1i00 Zoo A( ) k(%)s s

270 Jy—ioo S (s+1) .- (s+k)
_L o+100 D(z):cs+k s
20 Joiee S (s 1) (sHE)

For the equalit)}i) one uses that
/”““’ (Crey1 A gs) 2°
T—100

s-(s+1)-...-(s+k)
tends to0 for N — oo (note that the infinite sum in the numerator does not involve the integration
variable!). This implies that

o+i00 ZOO A( ) o+i0co (%)5
/(,_v s (s+1)-... dS_ZA /(,_. PP S P L

100 100

o+ico o8 A 1 o
ds < / (Zn:N—i—l (TL) n") € ds
oico |5 (s+ 1) (s+Fk)|

tends to) for N — oo, showing(é). O

Now it remains to estimate the integral of Proposition 11.5. For this, one usédllthveing general
result due to Riemann and Lebesgue.

Proposition 11.6. LetI = (a,b) C R an open, but not necessarily finite, interval of the real line and
f : I — C afunction satisfying

e fis bounded or,
e f is continously differentiable, and
e fandf’ are absolutely integrable oh.

Then for anyr € R+ the functiong(t) := f(t)z* is absolutely integrable oh and one has

b
/ f®)zdt = O(1/ log(z)).

Proof. We choose sequencés,) and(b,,) such that

n—oo

an 25 q, b, — b, anda < a,, < b, < bforalln.
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Then we have by definition and integration by parts

b . bn .
/ f(H)z"dt = lim f(H)xdt

n

1 bn :
= — 1 t)eltdt
Tog(@) i J, 110

1 bn 1\
li t) | ~e) dt
log() n5% Ja, 7o) (ie >
1

n ((f(bn)eib" = Flan)ein) -

= 1'
log(z) n}»oo

bn
f’(t)e”dt> :

an

As f is bounded]im,, o | f(bn)e® — f(a,)e’®| is bounded above by a constant. Furthermore,
since f’ is absolutely integrable oh, alsolim,, )ff: f’(t)e“dt‘ is bounded above by a constant,
implying the proposition. O

We can now finish the proof of the prime number theorem.

Proof of Proposition 11.2We must prove

ZL‘k+l

(k+1)!

Ap(z) = +O0(2"1/ log(x)).

We proceed in several steps.

(1) Let~ be the path starting dt — iR, going in a straight line up té — ¢, then going right to
2 — 4, then going straight down t& — 7R and finally left back tol — ¢R. As the function
f(s) = m is analytic inside and on this curve, Cauchy’s integral theorem tells us
that f7 f(s)ds vanishes. Note that inside the area of this path we have the estimate (forfixed

D(s)xstk
s-(s+1)-...-(s+k)

‘ <Gyt < oy

In particular, the integral along the lower horizontal segment tendsiR tends toco.
Making a similar argument on the upper part, we obtain from Proposition 11.5

1 D(s)xstk
Arl(@) = 27ri/,;s~(s+1)-...-(s+k)ds’

whereL is the path starting dt— ioo, going up in a straight line to — 4, then going right t@ — 4,
then going up in a straight line t+ 4, then going left tal + ¢, and finally going up in a straight
lineto1 + ioc.

(2) We now estimate the integral on the vertical part from ico up to1 — ¢ by Proposition 11.6. It
yields (in view of the boundedness ffs) proved in (1)):

- D(s)a"ts O loa(a
/1_ioes-(s+1)-_,..(3+k)d8_O( /log(x)).
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So, this part will vanish in the error term. The same argument applies to give

e D(S)karS = xk+1 og(x
/1+i S-(s—i—l)-...-(s—l—k)ds_O( /log(x)).

It remains to evaluate the integral on the path starting-dt going right to2—1, then goingup in a
straight line t®2+1, and finally going left ta +:. We shall again use the residue theorem to do so.
As (s—1)D(s) has an analytic continuation to an open set contaifiing C | Re(z) > 1}, there

is0 < o < 1 such thatD(s) is a meromorphic function ofz € C | /2 < Re(z) < 3,|7| < 2}
having a unique pole at= 1 with residuel. Thus,

D(S)$k+s xk+1

P PO Sy ey L

Res( k+ 1)

Let § be the path starting at — 4, going right to2 — 4, going up to2 + ¢, going left too + ¢ and
going back down te — i. The residue theorem gives:

1 D(S)ka+s mk-&-l

i s G E R T

This looks like the result we are aiming at! So, it remains to prove that the cotitnilof the part
of the pathd that is left of the vertical line at only contributes to the error term.

We first take care of the integral over the vertical line fromt i to o — ¢ by Proposition 11.6. It
yields:
o D(s)a**s k
dsl = O(2Ft7 /1 )
/cr—i—i s-(s+1)-...-(s+k) 5 (777 / log())

So, this part will vanish in the error term, as required.

It remains to treat the integrals over the vertical lines filomi to o + 7 and fromo — i to 1 — 4.
As the second one works precisely as the first one, we focus on therigs On this part the
. . k+s . .
continous functlo% can be bounded above by some constant. Thus, it remains to
estimate
1 gkl k1
ahtl / xdu = / e'du = (e —e7%),
o log(z) /o log(z)
which also vanishes in the error term.




Théorie des nombres et applications a la cryptographie
Semestre d’été 2013

Université du Luxembourg Feuille 1
Prof. Dr. Gabor Wiese 19/02/2013

Ces exercices sont a rendre le 26/02/2013 au début du cours. iéud/antre vous présentera un des
exercices lors du cours du 05/03/2013.

1. (a) Calculed := pged(252,225) par I'algorithme d’Euclide.
Trouvera, b € Z tels qued = 252 - a + 225 - b (identité de Bézout).
(b) Soientn = 252 ete = 71. Trouvers € Ntel quel < s < 252 etes =1 mod (n).

2. Soienpy, pa, . .., p, des nombres premiers distincts. On pese p;-ps - - - p,. Soitm = 1 mod (p(n)),
ou ¢(n) est la fonction d’Euler, c’est-a-dire, le nombre d’'unités de l'anri@ain).

Démontrer que pour tout € Z/(n) on a :z™ = x (égalité dan&./(n)).



Théorie des nombres et applications a la cryptographie
Semestre d’été 2013

Université du Luxembourg Feuille 2
Prof. Dr. Gabor Wiese 26/02/2013

Ces exercices sont a rendre le 05/03/2013 au début du cours. iéud/antre vous présentera un des
exercices lors du cours du 12/03/2013.

1. Dans cet exercice nous allons voir comment transformer une ptpase gimplifier en majuscules
sans accents) en un entier. Pour ceci, nous allons utiliser le tableantsuiva
‘LettreHO‘l‘...‘g‘A ‘ B “ Z‘ . ‘ , ‘ : ‘ ; ‘ ! ‘ ?‘espacd
| Entier [ 0|1|...]9]10|11|...|35|36|37|38]39]40[41| 42 |

La phrase « Tu es. » est transformée en un entier ainsi :
T=29, U=30, espace=42, E=14, S=28, .=36

20 + 30 -43 4 42 - 43% + 14 - 433 4 28 - 43* + 36 - 43° = 5389222451.

(a) Décrire en détail la procédure inverse pour transformer un entighrse.
Indication : Utiliser la division euclidienne.

(b) Quelle phrase est représentée par I'entier 9965219185703 ?

2. Dans cet exercice nous voyons comment marche « I'exponentiatioie sap

Soitn un entier positif donné en notation binaire= (a,,a,_1, ..., a1, ap)2 avec des chiffres; € {0, 1}
pouri =0,...,r, c'est-a-dire

,
n= g a;2".
=0

Exemples 3 = (1,1); =1-2' +1-2910=(1,0,1,0)2 =1-234+0-22 4+ 1-2" +0-2°.
Soitz € Z (ou dans n'importe quel autre anneau). Nous voulons caletil&n faisant aussi peu de
multiplications que possible. Observer :

g = (im0 @2) = (x(@)ya0 . (@yar . (p(2)ya2 (g (@)yar
Nous calculong:'? : Si'on le fait de la maniére naive-z -z -z -x-x-x-x-x-x, onabesoin de 9
multiplications. Nous pouvons y arriver avec seulememiultiplications, notamment :

61:21"1':{[:2, 62:261'6121’4, 631262'62:1‘8, 61'6321‘10

(a) Imiter le calcul de:'? pour calculerz?°. Combien de multiplications vous faut-il ?

(b) Soitn = (ay,ar—1,.-..,a1,a0)2. DEMontrer qu’on n’a jamais besoin de pluademultiplications.
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Semestre d’été 2013

Université du Luxembourg Feuille 3
Prof. Dr. Gabor Wiese 05/03/2013
Ces exercices sont a rendre le 12/03/2013 au début du cours. iéud/antre vous présentera un des
exercices lors du cours du 19/03/2013.

1. Dans cet exercice vous allez construire un corps de cadlinal

(@) Trouver un couple,b € Fs tels queX? + aX + b est un polyndme irréductible dafig|X].

(b) SoitK :=F3[X]/(X?+aX +b) pour le coupl€a, b) de (a). Dresser la liste de tous les éléments
de K.

(c) Calculer un inverse pour tout élément non nulide
(Cela montre qués est un corps commutatif, car nous savons fuest un anneau commutatif.)

2. Soit K un corps. Dans cet exercice vous allez démontrer un analogue poneda des polyndmes

K[X] du théoréme principal de la théorie élémentaire des nombres. Vous powléziuiee de 'algo-

rithme d’Euclide et de I'identité de Bézout ainsi :

(@) Soitf € K[X] un polyndme de degreé := deg(f) > 0. Démontrer qu'il existe une famille finie
de polyndmes irréductibles (X ), ..., p.(X) € K[X] tels que

f(X) =p1(X) - p2(X) - ... - pr(X).

(b) Soitp(X) € K[X] un polynéme de degré := deg(p) > 0. Démontrer que les assertions sui-
vantes sont équivalentes :

(i) p(X) estun polyndéme irréductible.

(i) p(X) estun élément premier dans I'annga(iX|.
(Se rappeler que, par définitiop(X ) est un élément premier dafs§/ X | si et seulement si
pour toutg(X), h(X) € K[X] tels quep(X) | g(X)h(X), on a quep(X) divise g(X) ou
h(X).)
(c) Soitf(X) € K[X] un polynbme unitaire (c’est-a-dire que le coefficient du mondme dominant es

égal a 1) de degre := deg(f) > 0.

Démontrer quef (X)) s’écrit comme produit fini de polyndmes unitaires et irréductibles : Il existe

r € N et de polyndmes unitaires et irréductibjeg X ), ..., p.(X) tels que

f(X) =p1(X) - pa(X) - ... pr(X).

Démontrer aussi qu'a numeérotation prés, les polyndmes unitaires etdtitiida apparaissant dans
le produit sont uniques, c'est-a-dire : 8iX) = ¢1(X)-q2(X)-...-¢s(X) est un autre tel produit,
alorsr = s etil existeo dans le groupe symétrique sur les lettfés. . ., r} (c’est-a-dire, le groupe
de toutes les permutations @& . .., 7}) tel queq;(X) = p,(;)(X) pour touti € {1,...,r}.
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Ces exercices sont a rendre le 19/03/2013 au début du cours. iéud/antre vous présentera un des
exercices lors du cours du 26/03/2013.

1. Cetexercice vérifie larégle de Leibniz (c’est-a-dire la régle duytpgdour la dérivée d’un polynéme.
Soit K un corps. La dérivée formelle du polynonf¢X) = > I ja; X’ € K[X] est définie par
fI(X) =20 an X1
Soientf(X), g(X) € K[X] eth(X) = f(X)g(X). Démontrer :

W(X) = f(X)g(X) + f(X)g'(X).

2. SoitK un corps fini de cardinal™ ou p est premier.
(a) Démontrer (a + )P = o + [P pour touta, 8 € K.
(b) Déduire de (a) (o + 5)Pd = o + P pour toutd € N.
(c) Démontrer que I'application
F:K— K, xzw— 2P
définit un isomorphisme de corps (que I'on appeha phisme de Frobenius).
(d) Calculer I'ordre deF' (dans le groupe des automorphismes de corps de
(e) Soientl < d <netFl=FoFo---oF.Démontrer quek ") := {z € K | Fi(z) = x} est

d fois
. d
un sous-corps d&” et calculer le cardinal d& (7).
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Ces exercices sont a rendre le 26/03/2013 au début du cours. iéud/antre vous présentera un des
exercices lors du cours du 09/04/2013.

1. (a) Démontrer que le polyndm@X) = X4 4+ X3 + X2 + X 4 1 € F,[X] estirréductible.

(b) Considérers = [F5[X]/(f(X)). Nous savons que c’est un corps de cardisaldonc K> est un
groupe cyclique d’ordré5.

Trouver un générateur d€ ~.
2. Le « protocole sans clé » de Shan8hamir a trouvé une méthode permettant a Alice d’envoyer un

message a Bob qui ne puisse étre lu par personne d’autre. Sa méthogeopriété trés spéciale
gu’Alice et Bob n'ont pas besoin d’'une clé commune.

D’abord on décrit la méthode avec les outils du quotidien. Alice met son meskars une boite et
elle ferme la boite avec un cadenas a elle (elle seule possede la clé pour)'dlice est donc la
seule personne qui peut ouvrir la boite a ce moment-la. Elle envoie la boitb.88Bb ajoute une
cerrure a lui pour fermer la boite une deuxieme fois (seul Bob possétiegaur ouvrir son cadenas).

Il envoie la boite (maintenant ayant deux cadenas) a Alice. Elle utilise saatéeplever son cadenas.
Elle envoie la boite, qui est a ce moment-la fermée seulement par le cadeBal,deBob qui peut
I'ouvrir avec sa clé et récupérer le message. Noter que la boite esef@endant tous ses trajets par
au moins un cadenas.

Soit p un « grand » nombre premier £&t< m < p — 1 le message (on devrait aussi supposer que
m € F); estd’ordrep — 1 pour des raisons de sécurité, mais nous négligeons ce point). Alice veut
envoyerm a Bob.

(a) Décrire une version du protocole sans clé de Shamiridadent la sécurité repose sur le probleme
du logarithme discret.

(b) Supposons qu’Eve sait résoudre le probleme du logarithme disorgfglet qu’elle connait toute
la conversation entre Alice et Bob. Démontrer qu’Eve peut caleuler
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Ces exercices sont a rendre le 09/04/2013 au début du cours. iéud/antre vous présentera un des
exercices lors du cours du 16/04/2013.

1. (a) Démontrer par récurrence? = (1 +4)2° =1+ 22 mod 23 pour toutk € Nx.
(b) Conclure de (a) que I'ordre dedans(Z/2™Z)* est égal ™2 pour toutm € N>o.

(c) Soitp > 2 un nombre premier. Démontrer par récurrente+ p)?" = 1+ p*1 mod pF*+2 pour
toutk € N>o.
(d) Conclure de (c) que I'ordre de+ p dans(Z/p™Z)* est égal @™ ! pour toutm € N>.
2. (a) Soitm € N>o. Démontrer I'existence d’'un isomorphisme de groupes

(Z)2MZ)* = 7.)27 x Z./]2™ 2.

Les facteurs sont engendreés parr et5 dans(Z/2™Z)*, respectivement.
Indication : Nous savons qug(2™) = (2 — 1)2™~! = 2m~1, Montrer qu’aucune puissance fle
n'est égale &1 dans(Z/2™7Z)*.
(b) Soientp > 2 un nombre premier et € N>;. Démontrer I'existence d’un isomorphisme de
groupes
(Z/p"2) =Z/(p—1)Z x Z/p""' L.

Indication : Nous savons qug(p™) = (p — 1)p™~!. Utiliser la classe dd + p, le fait que
Fy =Z/pZ* etle fait quep etp — 1 sont premiers entre eux.
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Ces exercices sont a rendre le 16/04/2013 au début du cours. iéud/antre vous présentera un des
exercices lors du cours du 23/04/2013.

1. Calculer les symboles de Legendre en utilisant la réciprocité de Gaul3 :

313\ (367 (d01\ (3
367 ) 401 )’ 313 )" 401 ) °

Indication : Les nombre3, 313, 367,401 sont tous premiers.
2. Soitp > 5 un nombre premier. Démontrer :

(@) (§> _ +1, S?pzil (mod 12),
P —1, sip=+5 (mod 12).

(b) On suppose qu#¥ — 1 est un nombre premier. Alo(s%) = —1.
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Ces exercices sont a rendre le 23/04/2013 au début du cours. iéud/antre vous présentera un des
exercices lors du cours du 30/04/2013.

1. Demontrer leThéoréme de WilsonSoitn € N>». Alors les assertions suivantes sont équivalentes :
(i) n estunnombre premier.
(i) (n—1)!=-1 mod n.
Indication : Sin est premier, la classe de — 1)! dans le groupe multiplicatif du corps fifii, est le
produit de tous les éléments B, et siz € F* \ {£1}, alorsz # 2~ 1.
2. Soitn € N>3 impair. Calculer le symbole de Jaco(bfi”;—l)!).
Indication : Utiliser le théoréme de Wilson.



Théorie des nombres et applications a la cryptographie
Semestre d’été 2013

Université du Luxembourg Feuille 9
Prof. Dr. Gabor Wiese 23/04/2013
Ces exercices sont a rendre le 30/04/2013 au début du cours. héud/antre vous présentera un des
exercices lors du cours du 07/05/2013.

1. Test de primalité de Pépin pour les nombres de Fermat.
(@) Soitn € N>1. On poser, := 22" + 1. Démontrer que les assertions suivantes sont équivalentes :
(i) F,, estun nombre premier (dite Ferma}.
(i) 375 = —1 (mod Fp).
Indication : Pour « (i}= (ii) » utiliser le résultat dEulen’s = (%) (mod p) pour un nombre

premierp et exercice 2(a) de la feuille 7. Pour « @#} (i) » calculer I'ordre de3 dans(Z/F,,Z)*
et comparer avec le cardinal de ce groupg,sih’est pas premier.

(b) Utiliser une calculatrice/un ordinateur et le critere de (a) pour dénromqie257 est un nombre
premier. Si vous voulez, démontrer q6&537 est aussi un nombre premier. Dans ce cas, vous
avez vérifié la primalité de tous les nombres premiers de Fermat connusa-des3, 5, 17, 257,
65537.

Indication : Exponentiation rapide (carré de carré de carré de cangds prendre le reste mdd,
a chague étape)!

S
2. SoitN € N>3 impairetN —1 = R- pri oupy,...,ps sont des nombres premiers distincts et

R € Ntel quep; 1 R pour touti € {1, .. Z,:;}
(@) On suppose que pour tauk {1, ..., s} il existea; € Z tel que
(i) a1 =1 (mod N) et
(i) pged(al™ VP 1, N) =1.
Démontrer que tout premigrqui divise N est de la forme

g=m-[[pf+1 1)
=1

pour unm € N convenable.
(b) Démontrer : s]_[lepfi > R, alorsN est un nombre premier.

(c) Démontrer : siV est un nombre premier, alors tout génératede (Z/N7Z)* satisfait les hypo-
théses de (a) pour toit

Indications : Pour (a) démontrer d’abord
(i) a1 =1 (mod q), et
(i) aEN_l)/pi # 1 (mod q)
pour tout diviseur premieg | N. Conclure de (i) quepifC ne divise pas l'ordre de; dansF; .

Conclure de (ii) queafi divise I'ordre deq; danskF; . En déduire la forme (1) pour en utilisant que
[ est un groupe cyclique de cardingt- 1.

i+1
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Ces exercices sont a rendre le 07/05/2013 au début du cours. iéud/antre vous présentera un des
exercices lors du cours du 14/05/2013.

1. Soitp # 2 un nombre premier. Soit € Z dont la classe mog engendre le groupe cycliqyé& /pZ)*.
Démontrer que le symbole de Legenm{@é) est égal a-1.

2. SoitN € N>3 impair. On suppose que pour taut (Z/NZ)* on aa 5 =41 mod N.

Le but de cet exercice est de démontrer @iest un nombre premier, si on impose une hypothése

supplémentaire (celle de (e) ou celle de (f)). On raisonne par I'abstirie suppose qui¥ n’est pas

premier. SoitN = p; - p2 - ... - p Sa factorisation en nombres premiers. On procéde en plusieurs

étapes :

(@) Démontrer :N est un nhombre de Carmichael, donc par le cadrgst sans carré (squarefree),
k>3et(pi—1)| (N —1)pouri=1,..., k.

(b) Le théoreme chinois donne un isomorphisme

k

v (Z/NZ)* — [[(Z/piZ)".

=1

Décrire les images des clasdes (Z/NZ)* et—1 € (Z/NZ)* par V.
(Cette question est facile. Son unique but est de vous faire réviserdthé chinois car il faut
I'utiliser dans ce qui suit.)

(c) Onsuppose qu'il existge {1,...,k} tel queg—j est impair. Soiy; un générateur deZ/p;Z)*
(qui existe car nous savons que le groupe multiplicatif de tout corps @gjug).
Calculer

k
T,....T,g.1,.... HZ/pz

(9; est a laj-ieme place) et en déduire une contradlctlon.
(d) On fait I'hypothése supplémentaire qi¥e= 3 mod 4. Déduire de (a)—(c) qué&’ est premier.
(e) On fait 'hypothése supplémentaire qu’il existe (Z/NZ)* tel queb¥ = —1 mod N.
Déduire de (a)—(c) qu&/ est premier.
Indication : Si pour tous € {1,...,k} ona queg%% est pair, alors pout € (Z/NZ)* calculer

k
(@, H Z/piZ)

et en déduire une contradiction.
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Ces exercices sont a rendre le 14/05/2013 au début du cours. iéud/antre vous présentera un des
exercices lors du cours du 21/05/2013.

1. Soit(a,)22,; une suite de nombres complexes telle Ju& , a,, converge absolument. Démontrer :
(@) llexisteN € N tel que pour toutr > N : |a,| < 1.

(b) La série} "~ \ log(1 + a,) converge absolument, ou le logarithme complexe est défini par
oo Zn
log(1 —
og(l+ z) ; "

pourz € C avec|z| < 1.
(c) Ondéfinit[[>7, (1 + ay,) parlim,, .o [[1(1 + a,). Ona

[[a+a)=0+a)d+a)- 1+ay-1)-exp (D log(l+ayn)).
n=1 n=N

(d) TI72,(1 + a,) = 0 si et seulement s'il existe € N tel quel + a,, = 0.
2. Soientf, g : [zg,00) — C deux fonctions. On considére les deux définitions suivantes (duedabn

— f(xz) = O(g(z)) si et seulement s'il exist€' > 0 etz > x tels que| f(x)| < C - |g(z)| pour tout
x> 1.

— f(z) = o(g(x)) si et seulement si pour toat> 0 il existez. > z( tel que|f(x)| < e- |g(x)| pour
toutx > z..

Démontrer :

(@) f(z) =0(1) si et seulement s'il existe; tel que|f| est bornée dans l'intervét;, o).

(b) f(z) = o(1) si et seulement $im,_., f(x) = 0.

(c) Pourtoute > 0 on alog(z) = O(z°).

(d) log(z)z~!/VI8®) = o(1 )

(e) On définitLi(z) := [, Tog(p dt- Montrer par intégration par partiés(x) = g‘”(x)(Hs(x))avec
s(x) = (1/10g( ))-
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Ces exercices sont a rendre le 21/05/2013 au début du cours. iéud/antre vous présentera un des
exercices lors du cours du 28/05/2013.

1. On peut définir la fonction de Mobiys: N — {—1,0, 1} par I'égalité

1 roduit d’Euler s = uln
e )

peP n=1

de fonctions holomorphes dafiRe(s) > 1} (ne pas démontrer I'holomorphie). Démontrer :

1 sin =1,
p(n) =< (=1)* sin=p;-ps-...-p,avec des premiers distingts, ps, . . . , pr,
0 sinon.

Indication : Vous pouvez utiliser que - ; “SZ) est localement uniformément absolument convergente
dans{Re(s) > 1}, donc on peut échanger I'ordre des termes.

2. On numérote les nombres premiers par leur taiie = 2, p, = 3, p3 = 5, etc. Démontrer I'équiva-
lences des deux assertions suivantes :

(i) Le théoréme des nombres premiers est correct, c'est-didige. ., 7(z) log(2) _ 1,

T

Indication : Pour= montrerk’lg(ﬂ L7, 1. Pour< montrerleg®n) M0y i1 o0 g oy
o8 () Tog(n) o Tog(m)

considérep,, < x < pp+1.



